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dGen is a not-for-profit think tank based in Berlin, Germany. We
focus on how blockchain technology can contribute to a
decentralised future in Europe and what this might mean for
people, society, private entities, and the public sector over the
coming decades.

We’re working with a team of researchers exploring how
decentralisation will shape our future. Our insight reports focus
on specific topics and industries to drive ideas for adoption in
Europe. To find out more, please visit us at dGen.org.

Except where otherwise noted, this work is copyrighted 2020
by dGen and licensed under the Creative Commons
Attribution-NonCommercial-NoDerivatives 4.0 International
(CC BY-NC-ND 4.0). You are free to copy and redistribute the
material in any medium or format. However, you must give
appropriate credit, provide a link to the license, and indicate if
changes were made. You may do so in any reasonable manner,
but not in any way that suggests the licensor endorses you or
your use. You may not use the material for commercial
purposes. If you remix, transform, or build upon the material,
you may not distribute the modified material. More information
about this licence can be obtained at creativecommons.org.
We suggest the following citation:

dGen. (2020). AI, Privacy, & Genomics: The Next Era of Drug
Design.

This document represents the vision of its author(s), not
necessarily those of dGen or any of the associated parties. The
content in this report is for informational purposes only, you
should not construe any such information or other material as
legal, tax, investment, financial, or other advice. Nothing
contained on this report constitutes a solicitation,
recommendation, endorsement, or offer by dGen or any third
party service provider to buy or sell any securities or other
financial instruments in this or in any other jurisdiction in which
such solicitation or offer would be unlawful under the securities
laws of such jurisdiction.
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Foreword
The start of the new decade came with the global spread of a
novel coronavirus; a global pandemic defining developments in
economics, international politics, and disrupting the day-to-day
life of society at large. As experts and authorities rely on the
development of a vaccine to overcome COVID-19, the world
turns to the pharmaceutical industry, medical research, and
technology with much anticipation. Can artificial intelligence
offer a solution, and if so, what are the consequences for our
privacy?

Though AI is a complex topic, and as a term often liberally
applied to any machine learning system, we chose not to do a
deep dive into the technology. Instead, we focused on the use
of AI in healthcare and drug discovery, and the implications on
individuals' right to privacy. This is imperative when we touch
on the use of genetic data, as your data is your identity. Even
when you anonymise the data by decoupling it from personal
information, the data itself is still highly personal.

Fortunately encryption has come a long way, but what is the
value of data to research after it has been obscured? In this
report we explore the emerging technologies and encryption
models that are being applied to drug discovery, and how each
of them provide their own approach to data privacy while still
being able to contribute to research.

In blockchain technology, engineers have made incredible
progress by bringing theoretical mathematics and encryption
into practise to secure large transactional networks. Zero-
Knowledge-Proofs are a great example of this. In addition to its
often inherent encryption, decentralised networks can also act
as an access portal, both to irrefutably log who accessed the
data and let organisations or individuals store sensitive data
locally.

The EU has spearheaded the right to privacy with GDPR, can it
now take the next step by securing our privacy in the race to
find new treatments using AI?

Jake Stott & Nick Dĳkstra

Founding Board, dGen
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Interviewwith

Mark-Jan Harte
of Aidence
Aidence is a Netherlands-based
medtech company. They provide AI
applications to improve reporting in
the treatment of lung cancer. Their
solutions are developed with
healthcare professionals and patients
in mind to streamline and improve the available diagnostic and treatment
options.

dGen Ambassador for the Netherlands, Tikshala Gothankar, spoke to Mark-Jan Harte,
the Co-Founder & CEO of Aidence, to get a more in-depth view of the current state of AI
in healthcare and predictions for the future. Harte began his path to founding Aidence in
2015, more than 20 years after completing a Master's degree in Computer Science at the
Technical University Eindhoven. This path then led him to occupy various roles in
software, including finance, consumer software, and machine learning consultancy.

MARK-JAN: We are a team of 30+ team of data scientists, software
engineers, medical and regulatory professionals who cut through the hype
around AI to deliver intuitive and practical solutions for medical imaging.
We’re building AI applications that seamlessly integrate into the clinical
workflow, ensuring speed, accuracy, and ease of use. I founded Aidence in
Amsterdam in 2015 with Jeroen van Duffelen and Tim Salimans.

AI is fascinating because you can build something that is better at a given
task that you are yourself. That allows humanity to bootstrap itself and
achieve things that were unimaginable until very recently. In healthcare
especially there is a huge opportunity to apply this power for the benefit of
all.

Tikshala: What is Aidence?

What do you think AI can contribute to healthcare?

“AI is fascinating because you can
build something that is better at a

given task that you are yourself”
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Through our close collaboration with radiologists we learned a lot. We
learned that analysing the roughly 300 images contained in a chest CT scan
can be exhaustive and that detecting and classifying individual pulmonary
nodules can be a strenuous task. We understood that managing nodules
requires the manual analysis of previous scans and that this is susceptible to
errors. Recognising clear clinical needs, we designed solutions to address
them by focusing on convenience for the practitioner, high precision, and
increased productivity.

Assistive medical imaging AI has the potential to become the standard of
care. But for AI solutions to be truly transformative for healthcare, their
development must be driven by clinical needs and tailored around input
from healthcare practitioners. Seamless integration into the pre-existing
workflow is also essential to ensure effective use.

We believe in the transformative power of artificial intelligence. AI is a
technology modelled after the function of the human brain. It can intuitively
learn to detect and describe patterns in images and data. We want to use
this data-driven ability to add value to the oncology pathway and contribute
better, more affordable healthcare.

Veye is our AI-powered engine from which a suite of medical imaging
solutions will be launched. Our first application is Veye Chest, a CE certified
pulmonary nodule management assistant. Veye Chest is used in clinical
practice and lung cancer screening across multiple European sites.

What innovations do AI and Aidence bring to this
industry?

What are Aidence’s main tenents?

“Assistivemedical imagingAI has the
potential to become the standard of
care”

“AI is a technology modelled after the
function of the human brain”
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In the short term, we will expand the Veye Chest suite from а device
focusing on lung nodules, to coronary artery calcification and COVID-19
detection, supported by reporting features.

In the long term, we will go beyond radiology to augmenting clinical
(oncology) pathways through AI.

The next logical step for healthcare AI would be diagnostics - combining the
output of an artificial intelligence model with current guidelines, enabling
the AI solution to return the specific diagnosis.

AI systems are capable of analysing large volumes of data in great detail.
Using lung cancer as an example, an AI system could integrate the relevant
diagnostic data (medical images and records, biomarkers, etc.) and support
the physician's decision making throughout the disease’s pathway, from
detection to treatment and monitoring.

Beyond that, AI can play a role in prognostics, predicting the patient
evolution and outcome of their treatment.

Can you tell us a bit about what’s next forAidence?

What innovations and developments are you
looking forward to in the next 5-10 years?

“AI systems are capable of analysing
large volumes of data in great detail”
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Executive Summary
The seriousness of the 2020 pandemic pushed drug and
vaccine discovery timelines to their limit, from 10-12 years to
12-18 months. Many of the first companies to come back with
potentially viable matches were biotech companies using AI.

Unfortunately, on a whole, drug discovery and identification
processes are becoming slower, more difficult, and have a
much higher rate of failure. For this reason, many health-crises
with a high death rate don’t have a cure or treatment yet. A
major setback to finding a cure is the high cost of drug research
and development (R&D). Only about 10% of these potential
drugs ever become approved.

Most of these fail because:

● low antigenicity - ability to bind with the target

● adverse side-effects

● low stability

● low longevity

● toxicity.

To advance medicine and improve treatments, we need faster
and more affordable methods.

AI Solutions

More data from the outset is the obvious solution to improve
drug discovery. AI, as it can process large amounts of data very
quickly, plus genome sequencing, can aid this initiative.
Vaccines and drugs can be reverse-engineered using these
techniques.

AI screening supports establishing genetic factors and
molecular markers of diseases, identifying potential targets for
new drugs or new uses for already approved drugs. However,
variants can be identified only through the comparison of
genes, leading to efforts to collect more genetic data.

Precision Medicine

Genomics have also led to the rise of Precision Medicine, to
identify treatments suitable for people based on their specific
genes. As genetic data processing becomes more readily

A major setback to finding a
cure is the high cost of drug
research and development
(R&D). Only about 10% of
these potential drugs ever
become approved.
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available for treatment development, we must also look at
whose genetic data these treatments are based on. To be
perfectly clear, race cannot be determined from genes.
However, descendants from different geographic areas may
share more genetic similarities, which can be associated with
race.

The issue is that the majority of sequenced genomes are from
people with a European background. As a result, Precision
Medicine and drugs designed using genomics may be less
effective or have more side-effects for people with minority or
understudied genetic variants, including racial bias.

Discrimination is a fundamental issue that needs to be
addressed to not undermine the development of Precision
Medicine outside of technology, although, steps to account for
and minimise discrimination need to be baked into the core of
the algorithms. Above all, Black, Indigenous, and other
understudied groups need to see the same benefits arising
from genomic research.

Data

Currently, many AI biotech companies not only process
genomes, but can also be seen as data creators. However,
ownership over individual genetic data is unclear, and may lead
to several issues related to privacy, confidentiality, ensuring the
correct use, and respecting the privacy of blood relatives.

SNPs - the points of variation within a species' genome that
make anyone unique - may be linked to various genetic
diseases. Therefore, processing genomes while limiting access
to this information is very difficult.

Regulation - GDPR Protections And Failings

In Europe, the GDPR provides many of the rights and
restrictions for the use of genetic data for research. Data are
processed under pseudonymisation and laws have introduced
limit discrimination based on genetic data. However, GDPR has
more lenient research allowances making some of these
restrictions questionable. Additionally, some member states
have laws that further deteriorate restrictions on processing
genetic data for research.

Despite this leniency, the GDPR was a key means to push
forward innovation in technology.

Precision Medicine and drugs
designed using genomics
may be less effective or have
more side-effects for people
with minority or understudied
genetic variants, including
racial bias.

AI biotech companies can
also be seen as data creators.
However, ownership over
individual genetic data is
unclear.
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These improved security models have fundamental utility in the
Machine Learning sector, as genetic data becomes more
normalised and available for companies to develop new
vaccines and cures.

The most important objectives that need to be addressed are:

● Secure Storage - Establishing how to store this genetic data
securely.

● Clear Ownership - Finding the proper privacy-preserving
technology and making information available for research.

● Availability to Multiple Parties - Extending access to more
players and fostering collaborations between big pharma
and biotech companies.

Technical and Organisational Solutions

Thanks to emerging methods of encryption, third-parties will
be able to use health data without having full access to
personal information. Some of those encryption techniques are
stated below:

● Federated Learning - Enables decentralised data storage,
maintaining privacy and reducing susceptibility to attacks,
although additional privacy measures are still necessary.

● Homomorphic Encryption - Enables calculations performed
on encrypted data. However, the high level of computations
means it is too slow to be currently workable.

● Secure Multiparty Computations - Breaks data into
multiple parts then distributed among different parties for
computations. However, it relies on certain assumptions.

Conclusions

While privacy-preserving AI improves security, it does not
resolve the issues of data access and tracking these requests.
We propose a decentralised, pan-European biobank network.
Using a blockchain to connect data providers with researchers,
data could be stored in the original location and all access
attempts would be auditable. Obviously, some finer points still
have to be addressed, but the development of an access
network to genetic data is a crucial innovation.

Using a blockchain to connect
data providers with
researchers, data could be
stored in the original location
and all access attempts would
be auditable.

Thanks to emerging methods
of encryption, third-parties
will be able to use health data
without having full access to
personal information.
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Our predictions for the next ten years of medical research are:

1. Better collaboration networks will emerge.

2. Genetic privacy will be overhauled.

3. AI will become a fundamental part of drug discovery.

4. The pharmaceutical giants won’t be toppled, but they
won’t get out unscathed.

The future of medical research should be more cost-effective
and efficient, relying on innovative data-sharing systems and
technologies. AI, plus an overhaul of data collection and
sharing, has the potential to develop our medical system
without compromising privacy and data ownership.

AI, plus an overhaul of data
collection and sharing, has
the potential to develop our
medical system without
compromising privacy and
data ownership.
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Introduction
Disease and illness are always pitched against the scramble for
a cure or vaccine. The 2020 pandemic brings into relief just how
dire this situation can get, and pushed drug and vaccine
discovery timelines to their limit. The revised timeline for
treatment is down from an average of ten years1 to 12-18
months. Even with some early-stage tests showing signs of
success in the UK,2 it will still be another six months to know if
these expedited trials are safe for public use.

In the mad rush for a vaccine, many of the first companies to
come back with potentially viable matches were biotech
companies. Companies like Moderna were able to employ AI to
sort through the wealth of available data in a matter of hours
to identify potential vaccine targets. This would have taken
months, if not years, to manually work through all of the most
viable options.

Problems

This is a crucial intervention into a system that has seen major
setbacks as medicine becomes more advanced. The drug
discovery and identification processes are becoming more
difficult. Early drug discovery focused on small molecules.3
These molecules are easier to find and bind. They are also less
likely to result in negative side-effects. Now, scientists often
have to look for larger and more complex molecules with a
much higher rate of failure.

While fast drug and vaccine discovery is necessary to combat
pandemics, such as the 2020 Coronavirus crisis, many long
term health-crises remain unresolved. Cancer, Alzheimer’s, and
a multitude of other diseases have been studied for decades
without resulting in highly effective and widely applicable
vaccines, cures, or treatments. They remain consistent health
crises.

In 2018, the global rate for all cancers was 197.9 per 100,000
people.4 In Europe, cancer is the second highest cause of
death.5 The lack of cure and limited treatment options are a
primary concern.

A major setback to curing these issues is that drug research and
development (R&D) is already one of the most expensive fields,
and growing more expensive at the average rate of ~9% every
decade.6 One Deloitte report found that the average R&D
process took 10-12 years and cost US$2.168 billion per drug in

Companies were able to
employ AI to sort through the
wealth of available data in a
matter of hours to identify
potential vaccine targets.

The average R&D process
took 10-12 years and cost
US$2.168 billion per drug in
2018.
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2018.7 Only about 10% of these potential drugs ever become
approved.7 This approval rating drops significantly for more
complicated diseases, such as cancers or Alzheimer’s.

Most of these drug candidates fail because they have:

● low antigenicity - ability to bind with the target

● adverse side-effects

● low stability

● low longevity

● toxicity.

These issues lead to a ~90% failure rate when entering Phase I
clinical trials, with slightly lower rates of failure during each
clinical trial.9 See the different clinical trial phases below, Fig. 1.
Lack of funding accounts for a full 22% of failed Phase III
studies.8 This means that drugs and vaccines that are
potentially viable and on their way to being approved are left
by the wayside simply due to issues in how drug R&D currently
functions.

In order to continue to advance medicine and improve
treatments, it is imperative to find faster, cheaper, and more
successful methods to develop new medicines and treatments.

Lack of funding accounts for a
full 22% of failed Phase III
studies.

Figure 1: Clinical Trial Phases
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AI Solutions

Even as drug discovery grows more difficult and expensive,
there is also an unprecedented amount of data.

With greater amounts of information flooding our systems, the
main issue is now processing that data to design smarter drug
trials from the outset. AI is a primary means to improve the
system. It can process large quantities of data extremely
quickly, however, difficulties in the science and implementing
these technologies mean that they are not yet common
practice in the pharmaceutical field.

These algorithms can be designed to identify potential targets
for new drugs or identify new uses for already approved drugs.
Additionally, deep neural networks (DNN) have proven useful
in identifying previously undiscovered patterns and new
potential treatment targets.

Identifying Potential Targets

The targets depend on the goal of the drug or vaccine. For the
most part, scientists screen for molecules for drugs or vaccines
to bind to either human cells or the antigen - the foreign
substance or toxin - or biomarkers, which may indicate genetic
disease causes. However, many companies also screen
different compounds for likely drug candidates.

Genome sequencing has been a primary means of making this
information legible to computers. Mapping the human genome
launched as a concerted effort in 1990, and in 2003 the full
human genome was sequenced.12 This resulted in a reference
genome based on 13 volunteers.

Using genome sequencing of humans, as well as viruses and
bacteria, vaccines and drugs can be reverse-engineered.
Scientists can now learn more about the structure of the
molecules they are trying to influence before trials even begin.
As Maxim Kholin, Co-Founder & BDD of Gero, a company
screening drugs for other uses against genetic data, said, ‘the
chances of successful clinical trials increase whenever a good
biomarker of the disease is present’. This is precisely where AI
comes in, providing a ‘data-driven approach [... to] help
establish the genetic determinants and molecular markers of
the disease’, as Kholin continues.

Computer simulations use models based on this genetic
information,13 making this information much easier to analyse,
as well as enabling AI to sort through and identify patterns.

With greater amounts of
information flooding our
systems, the main issue is
now processing that data to
design smarter drug trials
from the outset.

‘[T]he chances of successful
clinical trials increase
whenever a good biomarker
of the disease is present’.

- Maxim Kholin, Gero Co-
Founder & BDD
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Pascal Mayer, PhD, Co - Founder & CEO of Alphanosos, a
company screening edible plants for potential treatments,
outlined ‘we use AI to quickly drive us through [the huge
number of] possibilities’.

This is still far from a simple process. Looking at human
genomes generally improves the vetting process, even when
they are not the main focus, to minimise the risk of unintended
side-effects or the vaccine or drug deteriorating and becoming
ineffective. However, many companies side-step looking at
human genomes by moving to wet-lab studies. Running these
studies in silico - or via computer simulation - could reduce time
and cost, though. As Leon Doorn, Head of Regulatory
Compliance at Aidence told us:

‘AI solutions have the potential to improve healthcare
by supporting physicians in making faster, better
informed, and more accurate decisions. This is only
possible if AI companies have sufficient access to large
amounts of data’.

In this, he articulates the main issue plaguing AI in healthcare:
access to what is often highly sensitive data.

Even so, there are many different uses for AI within the
pharmaceutical sector. Some companies, such as Gero, focus
on screening existing drugs to find new uses, while others, such
as Turbine, Iktos, or Alphanosos are looking for entirely new
drug candidates. Even more, such as Aidence, help to diagnose
issues. However, ‘biology is still hard and expensive’, leading
Kholin to advocate for using AI and ML ‘alongside with the
other existing and established procedures’, especially in the
early days.

While not every company looks directly at human genes, due
not in small part due to the extreme data protection concerns,
this is still a highly innovative sector. And, for any company
looking at human genes, the only utility is through comparison.
Comparison allows scientists to identify interesting variants,
why some people may have immunity, or others predilection to
certain issues.

Therefore, for better drugs, more genetic information is
necessary. The EU set the goal of collecting 1 million genomes
by 2022 in secure and trusted storage for the purpose of
identifying, diagnosing, and curing various diseases.13

The Human Reference Genome (HRG) has been instrumental in
making sequencing genomes faster, easier, and cheaper.

‘[W]e use AI to quickly drive
us through [the huge number
of] possibilities’.

- Pascal Mayer, PhD.,
Alphanosos Co-Founder &
CEO

‘AI solutions have the
potential to improve
healthcare by supporting
physicians in making faster,
better informed, and more
accurate decisions. This is
only possible if AI companies
have sufficient access to large
amounts of data’.

-Leon Doorn, Aidence Head
of Compliance

The EU set the goal of
collecting 1 million genomes
by 2022 in secure and trusted
storage to identify, diagnose,
and cure various diseases.
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However, it is not a viable solution for developing vaccines and
drugs, as the utility of genomes in research comes from
comparative data.

Human Reference Genome - Utility and Pitfalls

The Human Reference Genome is mainly useful as a guide for
sequencing human genomes. It has made sequencing much
easier, faster, and cheaper. The reference provides a basic map,
leaving only points of deviation to be determined for each
individual.

The impact is clear, as, in the nearly two decades since this
achievement, genome sequencing has become radically
cheaper - from $100,000,000 (€89,034,000)14 to $1000 for a full
genome14 and as low as $60 for a partial genome,15 which has
aided the effort for much more expansive data banks, Fig 2.

The reference has been updated several times in recent history,
but still lacks adequate representation for many sectors of the
population.

Figure 2: Cost per Human Genome

Source: 14

In the nearly two decades
since the HRG, genome
sequencing has become
radically cheaper - from
$100,000,000 (€89,034,000)
to $1000 for a full genome
and as low as $60 for a partial
genome.
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Precision Medicine

Another field within medicine that genomics have given rise to
is Precision Medicine.

Precision Medicine is highly specific to a particular subset of the
population, relying on processing genetic data to tailor-make
or prescribe treatments. Presently, it is mostly used to find
cures or treatments for rare diseases. However, it can also be
used to identify treatments that will have a higher chance of
success or fewer side effects for certain people based on their
specific genes.

Precision Medicine does not necessarily rely on AI, however, as
it does rely on processing genetic data, it is entwined in many
similar data issues that using AI and genomics face.
Additionally, AI is increasingly used in Precision Medicine to aid
doctors in screening information. As both genomics and AI
become more normalised in the drug R&D process, Precision
Medicine will likely become a much greater part of our lives.

Turbine, an AI-enabled oncology startup, is able to use a
‘Simulated Cell platform, a digital model of human cells (mainly
consisting of protein-protein interactions), to analyse cancer
cell behaviour through millions of simulated experiments. With
this approach, Turbine is able to identify novel molecular
targets to overcome the disease and precisely select patients
for whom the therapies will work best’, according to Tamás
Törӧk, Head of Business Development. With greater reliance
on genomics, Precision Medicine will likely become far more
normalised, as it offers the best outcomes and helps doctors
avoid side-effects.

While this has the potential to improve treatments and
medicines, there are issues with who is able to access this, and
of course, even greater privacy concerns, as it requires more
personalised genetic information.

Race and Ethnicity

To be clear, race cannot be determined from genes. However,
variations in genes can be linked to different geographic
regions. Based on these similarities, people of a certain race
may be more likely to share certain genetic data.

Presently, the majority of sequenced genomes are from people
with a European background, who are also largely, though not
entirely, White. Therefore, Precision Medicine will not only have
a greater chance of being designed for White people, but that

Precision Medicine is highly
specific to a particular subset
of the population, relying on
processing genetic data to
tailor-make or prescribe
treatments.

Turbine is able to identify
novel molecular targets to
overcome the disease and
precisely select patients for
whom the therapies will work
best’.

- Tamás Török, Turbine Head
of Business Development
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all of the drugs that are reverse-engineered using genomics will
be more likely to be effective for people of European descent.
Clearly, there is a sizable concern, as these treatments may be
less effective or have more side-effects for people with
minority or understudied genetic variants. As one researcher
put it, ‘machine learning depends upon data that has been
collected from society, and to the extent that society contains
inequality, exclusion or other traces of discrimination, so too
will the data’.16

This issue largely arises from the fact that medical systems have
long had bad relationships with Black and other minority
populations. In fact, biomedical research is founded in the non-
consensual and uncompensated study of a Black woman’s
genetic information: Henrietta Lacks.17

This is far from unusual amid medical research, which spans
from research that bordered on, or simply was, torture
performed on prisoners in German concentration camps to
similar research on enslaved people in the US.

Unfortunately, non-consensual research on Black and brown
people was a documented practice until the 1990s.18 Today,
studies still show that People of Colour still ‘receive less
information, empathy, and attention from their physicians
regarding their medical care than their White counterparts’.18

The not-so-distant past and overall poor care that many Black
and brown patients still receive has led to a documented
reluctance to participate in medical research. This has serious
ramifications when developing treatments requires
representative data from these populations.

To not carry on racism into the future of medicine and ensure
that people of Black, brown, Asian, Indigenous descent see the
same benefits from Precision Medicine and medicines
identified using genomics promise, fundamental issues at the
core of the medical system need to be addressed in every
country. The trust of these populations need to be restored,
and the medical industry needs to listen to and account for
their concerns. Better transparency and privacy in how genetic
data is being gathered and used can lend to a solution, but
ultimately, this problem is far larger than technology alone can
solve.

While resolving these issues lies outside the scope of
technology, some of the advancements touched upon in this
paper may push forward the work of returning trust and agency
in medical studies. As Barocas and Selbst said in their paper on

‘[M]achine learning depends
upon data that has been
collected from society, and to
the extent that society
contains inequality, exclusion
or other traces of
discrimination, so too will the
data’.16

The overall poor care that
many Black and brown
patients receive leads to
lower participation in medical
research, with serious
ramifications when
treatments require
representative data from
these populations.

The trust of these
populations need to be
restored, and the medical
industry needs to listen to
and account for their
concerns.
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big data, ‘unthinking reliance on data mining can deny
members of vulnerable groups full participation in society’19
and the services enabled with this technology. Rectifying this is
of the utmost importance, and extreme consideration and care,
as well as extensive checks, need to be implemented to
minimise discriminatory or bias issues in AI and the medical
field.



2
Data: Requirements,
Regulations, and
Issues
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Data
Now, in 2020, multiple companies affordably process genomes,
such as 23andMe. This has boosted data banks and greatly
improved understanding and identification of genes associated
with various diseases. Interestingly, many AI biotech companies
can also be seen as data creators, as Tamás Tӧrӧk, Head of
Business Development for Turbine, pointed out. Turbine
‘generates novel biological knowledge through simulations’.

However, ownership over individual genetic data needed to
enable this knowledge creation is both unclear and varies
based on jurisdiction. As Leon Doorn, Head of Regulatory
Compliance at Aidence, an AI-enabled radiology company
says:

‘Companies that require personal data for the training
and development of Artificial Intelligence (AI)
algorithms also have a large responsibility to
adequately protect the privacy of individuals’.

This is concerning, though, as it is exceptionally difficult to
anonymise genetic data.

Identifiability

Our DNA is essentially what makes any of us unique. As such,
genomes are highly identifiable - not only for individuals, but
also for our relatives - up to 9th cousins with full genetic
information, although close relatives can be identified with far
less.20 One study found that fewer than 100 single nucleotide
polymorphisms (SNP) - the points of variation within a species’
genome - are necessary to identify an individual.21 There are
approximately 4 to 5 million SNPs in the average human
genome.22

These SNPs can also be linked to various genetic diseases.
Therefore, to use genomes to identify genes that are linked to
diseases and potential cures, it is very difficult to limit access to
this information.

There is the added issue of genes revealing more information
than initially tested for.23 This is a concern for several reasons.
First is that people may be diagnosed when they do not want
access to that information. However, this information has also
been used by insurance companies to raise premiums or in a
discriminatory manner by employers, although several laws are
now in place to limit this.

Turbine ‘generates novel
biological knowledge
through simulations’.

- Tamás Tӧrӧk, Turbine Head
of Business Development

‘Companies that require
personal data for the training
and development of Artificial
Intelligence (AI) algorithms
also have a large
responsibility to adequately
protect the privacy of
individuals’.

- Leon Doorn, Aidence Head
of Regulatory Compliance

To use genomes to identify
genes that are linked to
diseases and potential cures,
it is very difficult to limit
access to this information.
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To further complicate the matter, this information is highly
linkable to blood relatives - the consent of the original subject
may not be the only one at play. Therefore, genetic data is
highly problematic when it comes to securing privacy,
maintaining confidentiality, and ensuring that it is not used
outside of the donor’s wishes, as well as respecting the privacy
and concerns of blood relatives.

How can this data be used without violating patient
confidentiality? And, more difficultly, how can this be done at
scale for companies employing AI to use?

Regulation - GDPR Protections and Failings

While different jurisdictions throughout the world have their
own legislation on personal privacy and data protection, for
Europe, most of this now falls under the purview of the GDPR.
Many member-states have further legislation regarding health
data, although, often these laws degrade rather than add to
protections.

At present, the GDPR provides special allowances for genetic
data that allows it to be processed for research purposes under
pseudonymisation. In this case, pseudonymisation is defined as
data which ‘can no longer be attributed to a specific data
subject without the use of additional information, provided that
such additional information is kept separately and is subject to
technical and organizational measures to ensure that the
personal data are not attributed to an identifiable natural
person’.21

However, the GDPR also explicitly states that information that
is not identifiable does not fall under its jurisdiction.21 Whether
genetic data can ever be considered truly anonymous is highly
unlikely.

Consent

Additionally, consent for use of genetic data is a tricky
question. As Ory Six, Strategic Marketing & Communications
Manager, and Arthur Post Uiterweer, CEO of Quantib, an AI-
enabled radiology company, put it, ‘The ethical question is who
can know what about who?’

As mentioned before, though, this is complicated as genetic
data often reveals more information than desired. While laws
have been put in place that limit discrimination based on
genetic data, there are still many issues in this area. For
instance, if someone consents to their data being used for

How can this data be used
without violating patient
confidentiality? And, more
difficultly, how can this be
done at scale for companies
employing AI to use?

‘The ethical question is who
can know what about who?’

- Ory Six, Strategic Marketing
& Communcations Manager,
& Arthur Post Uiterweer,
CEO, Quantib



©dGen 2020 25AI, Privacy, & Genomics: The Next Era of Drug Design

research purposes, they may not agree to being told that they
are predisposed to certain genetic diseases. This is further
complicated by information about blood relatives, who may not
provide consent where their relative did.

For this reason, many professionals in the genetic sector
recommend genetic counselling as a means not only of
understanding genetic data, but also preparing for the extent
of the information and any potentially disturbing information.

However, as genetic data cannot be processed without
revealing different predispositions to diseases, many countries
had to put into place laws to dictate that discrimination based
on genetic data. There are still no legal grounds for this at an
EU-wide level, leaving the GDPR to provide many of the rights
and restrictions for the use of genetic data.24 25

Based on the fact that the GDPR has more lenient research
allowances, many of these rights and restrictions are
questionable.26 The benefits of the GDPR have not substantially
made it to the genomics sector, leaving researchers much to
learn from other industries that have been deeply impacted by
the data collection and holding restrictions of the GDPR.

Additionally, while the GDPR proves to be less strict in the
context of research, many member states have laws that
further deteriorate restrictions on processing genetic data for
research. This is highly concerning for individuals who may
otherwise contribute to medical research.

Better Machine Learning

Even while the GDPR is less than strict when it comes to
research and protecting genetic data, it has been essential to
pushing forward innovation in technology. This is especially
true in the Machine Learning sector. Data protection laws have
a long (as long as you can have with young technologies)
history of forcing better innovations, with a people-first lens.
This was certainly the case with Federated Learning, which was
first proposed in 2015 and introduced by Google in 2017 in
response to the impending GDPR.

However, while these improved security models have largely
been driven by tech giants, such as Google and Apple, as they
seek to find ways to continue to mine personal data without
violating laws, they have tremendous utility for medical
industries. Especially as genetic data becomes more
normalised as a resource and we, as a society, may try to make
that data open to more companies developing new vaccines

Based on the fact that the
GDPR has more lenient
research allowances, many of
these rights and restrictions
are questionable.

Data protection laws have a
long (as long as you can have
with young technologies)
history of forcing better
innovations, with a people-
first lens.
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and cures, it is imperative to adopt better privacy models.

Now, with a surge in the availability of genetic sequencing and
pushes for much larger biobanks by governments (and the
private sector), several prime objectives need to be addressed:

● Secure storage

● Clear ownership

● Availability to multiple parties.

First and foremost is how to store this genetic data securely,
and ideally make it available to the person it originated from if
they choose. While the issue of who owns genetic data is not
fully resolved in many jurisdictions, this is a prime concern - and
one that legislators should make a priority.

Second, once ownership is established, the issue of making this
information available for research arises. The GDPR already has
relatively lenient research allowances, in many cases, too
lenient, especially in combination with local laws. AI not only
opens up analysis of far more data, but could also reduce the
number of genes that have to be screened directly by people.

With the proper privacy-preserving technology, this could
remove many privacy concerns regarding genetic data.

Finally, while big pharma companies have shown interest in
getting in the AI game, studies show that they are ill-equipped
to devise and implement the best algorithms. As Valerie
Kellogg, MS/MBA, analyst, and author, told Clinical Research
News:

‘[Big pharma] companies that try to integrate current
systems themselves usually fail; it’s like trying to
reinvent a complex wheel. This is very specialized
knowledge. They need to partner with companies that
specialize in AI and ML’.27

The article continues:

‘The companies that survive are the ones that recognize
their limitations and subsequently collaborate with
small but innovative biotech firms as well as their own
competitors with different specialties’.27

The clear solution is access for more players in the medical field
to genetic data and better collaborations, even between

As genetic data becomes
more normalised as a
resource and we, as a society,
may try to make that data
open to more companies
developing new vaccines and
cures, it is imperative to
adopt better privacy models.

AI not only opens up analysis
of far more data, but could
also reduce the number of
genes that have to be
screened directly by people.
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competitors. According to Yann Gaston-Mathé, Founder of AI-
enabled drug design startup Iktos, ‘today it is not possible
even for major companies to succeed on their own and
collaboration is essential’. However, Gaston-Mathé continues,
‘[c]ollaboration has pros and cons as setting up collaborations
is often a long process and may slow things down’, revealing
that while necessary, it is far harder to implement. For the sake
of better medicines, cures, and vaccines available within our
lifetimes, though, this definitely needs to be prioritised by
governments, citizens, and corporations.

One solution is for biobanks to be made available to everyone
working towards treatments, rather than through private
agreements. To do that, the first issue of privacy needs to be
fully addressed. Several privacy-preserving solutions can
already address this, even without centralised storage.

‘[T]oday it is not possible
even for major companies to
succeed on their own and
collaboration is essential’.

- Yann Gaston-Mathé, Iktos
Founder & CEO
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Privacy-Preserving AI
Encryption has a long history, dating back to Hebrew scribes in
500-600 BCE.28 However, in recent times, computers have
significantly changed the field of encryption. Cryptography is
now more complex, with methods in development that enable
receivers to use data that they can’t see.

This brings us to an interesting point in time. The multitude of
third-parties that can now access personal data makes it
necessary to convey information without ever making that
information fully legible. The following section covers some of
the encryption techniques emerging that enable computers to
use data, without necessarily granting third-parties full access
to that data.

Federated Learning

Federated Learning is a collaborative Machine Learning model
that enables it to be decentralised.29 To do this, the model is
sent to where the data resides, rather than exporting all of the
data to the model. Each separate node trains a model locally.
An aggregator is then used to merge the different models into
one functional model.

The creator of the algorithm never holds all of the data, just the
output of the model. Beyond that, the originator of the data
never has to release their data to anyone else, Fig. 3.

Figure 3: Federated Learning in Genomics

The multitude of third-
parties that can now access
personal data makes it
necessary to convey
information without ever
making it fully legible.
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This has also been used for highly personalised learning, as the
initial model is adjusted to the specific data. The models
trained on the smaller subsets of data can then be exported
back to the overarching model to update the ‘master’ model.

For example, this is used to train keyboards or speech
recognition to learn your particular vernacular or voice without
changing the predictive model for every user’s device.
However, keyboards still use the predictive information they
gain from individual users to update the master model for
future users. Federated Learning has also been proven to be
more effective at accounting for biased data when
incorporating it into the overarching model.30

However, beyond allowing for more personalised models, this
method keeps data at the source - it is never removed from the
initial device, and therefore, remains:

● Private

● Less susceptible to attacks

● Highly customisable

● Lower centralised storage requirements

● Lower quantity and quality data requirements.31

Studies have shown that Federated Learning is a powerful tool
in healthcare. One study found that when compared, a
federated model out-performed a union model, in which all of
the data is simply pooled together to train the model.30 It is
believed that this is because Federated Learning allows for
better identification of systematic bias, which can then be
accounted for when designing the final model. This is possible
as each additional model is given a weight by the aggregator.
Overall, the Federated Learning model was revealed to be
more fine-tuned and open to better improvements.

Additionally, Federated Learning can be indispensable in the
context of Precision Medicine. The general model can either be
updated as a whole or vertically integrated to create branch
models that better fit different segments of the population.29
This can then be employed to identify the most promising drug
target based on specific genetic predispositions. Several
variations of a vaccine or drug could be identified
simultaneously with high specificity to these target audiences,
allowing for treatments with higher success rates and fewer
side effects. This degree of personalisation is not currently

Federated Learning has also
been proven to be more
effective at accounting for
biased data when
incorporating it into the
overarching model.

Studies show that Federated
Learning is a powerful
healthcare tool, as a
federated model out-
performed a union model, in
which all of the data is simply
pooled together to train the
model.

The general model can either
be updated as a whole or
vertically integrated to create
branch models that better fit
different segments of the
population.
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widely available in medicine, but remains an interesting area of
research as genomics and Precision Medicine continue to
develop.

However, although Federated Learning brings a lot to the
healthcare sector, there are still several drawbacks. Namely,
they are:

● High initial cost

● High computational demand on individual data holders

● Not enough for complete privacy.31

To expand on the privacy issues not resolved by Federated
Learning, while the data is never held by the algorithm creator,
the model updates that result from training the AI on this data
may include traces that can be used to infer private sensitive
information. For instance, the computer might memorise
someone’s particular output to a specific input.42

However, this can be addressed by mixing Federated Learning
with other privacy-preserving methods and continuing to rely
on relatively large data sets to train the overall model.31

One manner of doing this is Differential Privacy. Differential
Privacy injects a set amount of random information into data.32
The goal is not to inject so much information that the actual
data becomes unusable, of course. The extra data acts as static
noise, to make it difficult or impossible to re-identify
information that can be inferred from updates to the model.

In the case of DNNs, which often use more data than is strictly
necessary and can ‘memorise’ this data, Differential Privacy
provides a greater level of assurance that this information will
not be leaked if someone is able to reverse engineer
identifying facts through a ‘linkage attack’.32

Homomorphic Encryption

While Federated Learning essentially brings the model to the
data, Homomorphic Encryption (HE) was designed to be
compatible with centralised data storage.

Homomorphic Encryption is highly secure, as before the data
leaves the origin or is exposed to the algorithm, it is
encrypted.41 This model is different from other encryption
models, as calculations are performed directly on the
encrypted data.41 This data does not need to be decrypted at

This model is different from
other encryption models, as
calculations are performed
directly on the encrypted
data.
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any point. Therefore, the algorithm never has access to
unencrypted data and a centralised database would never hold
unencrypted data.

This is performed with algebraic computations that preserve
the relationship between the original data - hence
homomorphic, or the same with transformation.33 However,
this demands an extremely high level of computations,
especially for Fully Homomorphic Encryption (FHE) schemes.

While HE has the benefit of never providing the centralised
server access to the unencrypted data, this system is much
slower. The first HE models were a trillion times slower than
computations on unencrypted data.34 There have been
advancements to make these operations faster. However, HE
schemes are still significantly slower than other models, to the
point that they are not currently a workable solution.

The promise of HE still garners a great deal of attention from
researchers, though, and remains a potential future solution.
The specific benefits of HE are:

● Extremely secure, even against quantum computers

● Secures data storage in the cloud

● Data analysis without revealing identifiable information33

● Potential security in asymmetric encryption schemes when it
is fully matured.

So while currently, HE is not yet a functional solution, it remains
a vital area of research for how to build better AI systems
without exploiting people’s data. Further developments are
being made in this technology currently, and we look forward
to the advancements that will make this technology scalable.
According to Andy Repton, Security Officer at Aidence:

‘[This is] one of the most exciting areas of
development[... and] due to the dramatic reduction in
cloud computing costs and GPU acceleration, [...] are
now becoming a possibility’.

SMPC

While HE is not yet developed into a fully scalable or useful
technology, SMPC, or Secure Multiparty Computations, is a
much older technology that has already been developed to a
usable level. The premise of SMPC is to break down data into

‘[This is] one of the most
exciting areas of
development[... and] due to
the dramatic reduction in
cloud computing costs and
GPU acceleration, [...] are
now becoming a possibility’.

-Andy Repton, Aidence
Security Officer

While HE has the benefit of
never providing the
centralised server access to
the unencrypted data, this
system is much slower.
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multiple parts that are then distributed among multiple
parties.44

Each party performs part of the function without access to the
other data. Therefore, if a bad actor does get access to one
party’s data, they do not know what or where the rest of the
data is, and presumably cannot piece together all of the data.

SMPC has proven to be relatively secure, due to the
distribution of information, but requires assumptions to be
made about the level of risk and number of parties necessary
to fully secure the computation.

So, while HE has a high computational overhead (to the point
that it is not presently viable), SMPC has a high communication
overhead. However, this issue is more easily resolved.

The benefits of SMPC are:

● Inferences on encrypted data

● Secure against computationally powerful adversaries

● Less computationally demanding than FHE.35

The disadvantages are:

● High communication overhead

● Assumptions about bad actors.35

The main disadvantage is that SMPC requires a diverse number
of operators to perform functions. Blockchain, as a
decentralised technology, has been proposed as a potential
tool to connect disparate nodes to perform secure
computations. However, while blockchain can bring additional
advantages in managing genetic data privacy, the level of
transparency has proven to be an issue for SMPC.

To limit the transparency available through the blockchain, and
maintain the integrity of SMPC, the SPDZ protocol was
developed.47 It also makes SMPC more scalable on the
blockchain.

SPDZ uses encrypted random data, homomorphic properties,
and Zero Knowledge Proofs of Knowledge (ZKPoK) to obscure
the data and parties.36 Andy Repton, Security Officer at
Aidence, explained that ‘ZKP’s allow you to verify that an item

The premise of SMPC is to
break down data into
multiple parts that are then
distributed among multiple
parties.
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is valid without knowing the components of said item’, which
has obvious utility in this field.

However, there are several issues with SPDZ that are still being
resolved. For instance, this comes with the high communication
demands of other SMPC, and the ZKPoK also adds to the
computational demands of this protocol. Work on this area is
ongoing to continue to find improvements and reduce
computational demands.

These technologies are still being developed, while some ‘have
been developed theoretically and demonstrated in the
research setting’. The next decade of innovation will see ‘[h]ow
these [techniques] will be applied on an operational, global
scale’, as Arthur Post Uiterweer, CEO, and Ory Six, Strategic
Marketing & Communications Manager, at Quantib put it.

While improving the security of AI and ML models, there is still
the issue of obtaining consent for access to genetic
information. This is an increasingly visible issue, as low-cost
direct-to-customer gene sequencing companies continue to
make the news for not adequately informing clients as to which
research their genetic data will be used in.

The next decade of
innovation will see ‘[h]ow
these [techniques] will be
applied on an operational,
global scale’.

- Arthur Post Uiterweer,
CEO, and Ory Six, Strategic
Marketing & Communications
Manager, Quantib
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Decentralised Biobank Network
While better privacy-preserving AI is essential, the issue of
access and consent still needs to be addressed. As Leon Doorn,
Head of Regulatory Compliance for Aidence, said:

‘From a societal perspective, communication with
patients is crucial. They need to understand how their
personal data is used, and what risks regarding the
processing of their data exist’.

For that, we propose creating a fully auditable decentralised
network, that connects disparate genetic data storage facilities
and researchers, all while returning power to individuals.

While blockchain technology is not an encryption method itself,
it can be combined with these techniques to create a network
that allows for information sharing, while remaining auditable.
As mentioned above, blockchain has been speculated as a
potential for connecting disparate nodes to enable better
SMPC. However, this technology can also add to secure and
auditable records in other ways. For this, we turn to Estonia’s
e-Health initiative, which already uses this model to record
access to private records.

Usecase: e-Estonia

While e-Estonia does not store personal information directly on
the blockchain due to its transparent nature, a blockchain is
employed through their X-Road. The X-Road provides an
auditable trail for access attempts to health records.37 All
attempts to access patient files, whether successful or not, are
logged on the X-Road. By storing this information on a
distributed ledger, it is made available to all actors with access
to the blockchain and immutable - so that attempts to access
information can never be erased.

The X-Road also allows data to be only stored in the location
that it originated from, for instance, your private GP. Then, if
you go to see a specialist, patients can either grant or block
access to certain records their GP holds in the patient portal.
As Florian Marcus, Digitisation Expert for e-Estonia explained,
‘patients can also block practice and hospital visits altogether,
in which case no one but the patient can access those particular
visits’. And, if the specialist accesses records, a copy is not
created, rather they are just granted access to the copy held on
the GP’s servers.

‘From a societal perspective,
communication with patients
is crucial. They need to
understand how their
personal data is used, and
what risks regarding the
processing of their data
exist’.

- Leon Doorn, Aidence Head
of Regulatory Compliance

By storing access information
on a distributed ledger, it is
made available to all actors
with access to the blockchain
and immutable - so that
attempts to access
information can never be
erased.
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Additionally, the X-Road patient portal allows you to see who
has accessed your records. Marcus continued:

‘The patient [can] see in the logbook that this particular
doctor looked at this particular patient dataset at this
time for this and that reason. This can be challenged in
court if the patient disagrees with the reason [....W]hen
this system was introduced, some doctors lost their
license over it’.

The extreme auditability and self-management that the X-Road
grants patients is unique to Estonia. Few, if any, other
healthcare systems enable patients to control access to their
files in such a complete and efficient manner.

Blockchain for a Pan-European Biobank Network

e-Estonia’s X-Road has obvious utility for managing large
biobank networks and granting different companies access to
this information. This can be used to devise a decentralised
access portal, with hospitals, biobanks, and other genetic data
storage facilities on one side and large pharmaceutical
companies, small biotech startups, university research teams,
and wet-labs on the other, Fig. 4.

Figure 4: Decentralised Biobank Network

Access attempts can be
tracked and ‘challenged in
court if the patient disagrees
with the reason [....W]hen this
system was introduced, some
doctors lost their license over
it’.

- Florian Marcus, e-Estonia
Digitisation Expert
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This system would enable people to continue to manage their
genetic data locally. This has the advantages of:

● Retaining direct interaction with care providers

● Ensuring interactions remain in the patient’s native language

● Data stored in the jurisdiction of a patient’s country

● Connecting individual genetic data to disparate research
projects.

Therefore, whether genetic information is managed by
individuals themselves or a biobank, a record of who accesses
this information would be widely available.

23andMe provides a prime example of information on genetic
data sharing being managed poorly. There are widespread
reports of people not having information to which studies their
data is being used in,38 and even though 23andMe allows you
to delete your genetic information, it is not pulled from on-
going studies.39 Many of the other direct-to-customer DNA
sequencing services have similar issues.39

In a decentralised network, if a person’s genetic information is
identified as being particularly interesting for a specific area of
research, a request to access their information can be made
using the blockchain, such as how e-Estonia currently operates.
This would allow people to not only track which studies their
genomes are involved in, but also give them the ability to allow
or deny researchers access to this information, all under
pseudonymisation.

Of course, this is not a perfect solution. For instance, if a
person’s genetic information is selected for research into
Alzheimer’s, it may suggest to them that they have a genetic
predisposition to Alzheimer’s, even if that is not necessarily
true (such as if they were pulled for a control group
comparison). This is a problem if patients do not want to know
which diseases they are genetically predisposed towards.
Additionally, for the sake of keeping this sensitive information
secure, blockchain can once again pose a problem, as it is
transparent. Even with pseudonymity, it has been proven to be
reverse engineered if other information becomes available.

Therefore, some sort of intermediary may be necessary.
However, as much of this genetic information will likely be
stored by the hospitals or labs that they are processed in, there
are several potential solutions.

Whether genetic information
is managed by individuals
themselves or a biobank, a
record of who accesses this
information would be widely
available.

This would allow people to
track which studies their
genomes are used in and
allow or deny researchers
access to this information, all
under pseudonymisation.
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First, is that these requests could be recorded on the
blockchain as going to the hospital. As the hospital would likely
have a reasonably large data bank, the individual whose
information they are requesting would remain more
anonymous.

Someone in the hospital would have to be responsible for
knowing the indicator for genetic information and have the
information to connect that to a person.

Then, as many countries already have strict security measures
in place to regulate patient contact, using these secure
methods, they could contact the individual, and make clear the
study if requested by the patient.

In the US, a similar initiative has been taken up to promote
research into genetically linked diseases that affect children,
called the Genomics Research & Innovation Network (GRIN).

GRIN implemented a framework that brought together:

● regulatory and legal groups for consent

● the hospitals and biobanks for genomic and phenomic data

● patient health records.40

This system has largely been viewed as a success, with a
scalable, interoperable, and federated system based on the
genomic data.40 While it was not only designed for AI-enabled
drug discovery, and certainly has utility beyond that, this would
also be a major step in providing companies employing AI
access to the necessary amounts of data. Utilising the
encryption methods outlined above and a blockchain to audit
access requests would further secure this system.

This plays off systems currently in place and can be used to
implement more interventions for genetic counselling, as well
as providing a much larger, more diverse biobank. The shared
legislation of the EU could pave the way to such a network,
although it could continue to grow past the borders of one
continent eventually.

Additionally, as individual devices, such as laptops and mobile
phones, continue to develop, genetic data storage could
potentially be moved from biobanks to individual devices.
While this would be a more distant implementation, one that
requires some education, the technology required to enable
secure storage is currently available. For instance, similar

This system has largely been
viewed as a success, with a
scalable, interoperable, and
federated system based on
the genomic data.

This plays off systems
currently in place and can be
used to implement more
interventions for genetic
counselling, as well as
providing a much larger, more
diverse biobank.
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technology to how crypto assets are currently stored could be
used to provide extremely secure storage in the form of cold
wallets - or hardware wallets that are not connected to the
internet. If combined with Federated Learning models for AI
and a similar access system to e-Estonia’s X-Road, where the
data is never copied, individuals would be able to retain total
ownership over their genetic data and be solely responsible for
whether or not to participate in research or share that data.
Issues of re-identifiability would have to be resolved, but
returning total control to patients over their genetic data may
make such developments worthwhile.
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Conclusion
To drive faster advances in medical research, it needs to be
more cost-effective and efficient. Society always needed better
medical development, but in 2020 the deficiencies of the
current system have been particularly notable.

While AI alone will not solve these issues, it pushes forward a
much faster and heavily screened future for drug trials. The
biotech companies that were able to come up with potential
vaccines or cures leveraged AI to gain the upper hand.

However, it is clear, that to do this, a system must be created
that:

● Is extremely secure and private

● Enables individuals to control access to and use of their data

● Establishes a larger network of companies to access this
data.

While the last bullet point may seem at odds with the first two,
decentralised data storage, with greater audits and better ML
models, has the potential to deliver this.

We predict that the next ten years of medical research we’ll
see:

1. Better collaboration networks will emerge.

The EU’s initiative to collect 1 million genomes is already a
collaborative effort. In turn, to make this effort useful, it will be
imperative to ensure greater collaboration and access to
medical companies across Europe, if not around the world.
Further, Covid-19 is pushing collaboration to extremes. When
this is all over, many of those networks and efforts will remain,
laying the groundwork for better drug R&D in the future.
However, governments will need to step in to ensure that the
necessary infrastructure is developed and that private
partnerships do not continue to divide the sector.

2. Genetic privacy will be overhauled.

The GDPR was a sweeping change, providing the most
comprehensive data protection to date. However, the
protections that the GDPR provides European citizens online
do not extend very far into their genetic data. Multiple scandals
around Direct-to-Consumer DNA sequencing companies using

Society always needed better
medical development, but in
2020 the deficiencies of the
current system have been
particularly notable.

In turn, to make this effort
useful, it will be imperative to
ensure greater collaboration
and access to medical
companies across Europe.
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genetic data against the full wishes of their clients have woken
people up to how important their genetic data is, though. In
the coming years, genetic data will be forced to conform to the
same, or more stringent, data regulations as everyone else,
whether or not it is being processed for research purposes.

3. AI will become a fundamental part of drug discovery.

2020 saw the first AI-developed drug enter Phase I trials.
However, the increased speed (down from an average of five
years to just one, in this case48), will encourage more companies
to invest in this technology. With more drugs being identified
and developed using AI over the next few years, there will be
a boom in both the AI and genomics sector. As Mark-Jan Harte,
CEO of Aidence, commented on medical imaging AI:

‘For the near future, we foresee a tipping point from
“Let’s try this AI solution” to “Why aren’t we using AI?”’

4. The pharmaceutical giants won’t be toppled, but they
won’t get out unscathed.

Pharmaceutical companies know drug discovery, not
algorithms. Time after time, biotech startups have outstripped
them in this arena. To be successful as AI in drug R&D becomes
more normalised, their role will become more about identifying
and supporting the most promising biotech startups.

While a decentralised network is ideal for genetic data storage
and access, we are aware of the time and resources it will take
to develop and implement such an initiative. Additionally, we
recognise that current methods used in drug R&D need to be
maintained, to give AI in drug R&D ‘enough time to co-evolve
with biological science’, as Maxim Kholin, Co-Founder of Gero,
put it.

However, as better AI solutions require access to better data
for more parties, some solution will have to be found. In this
regard, a decentralised biobank network will not require the
creation of entirely new biobanks. It is our hope that in
combination with the initiative to collect 1 million genomes, the
EU will realise that an access network is also mandatory to see
the greatest adoption. It will be necessary to have government
involvement to form the biggest and most inclusive networks
that bring together different countries, companies, research
institutes, and startups.

With better privacy-preserving techniques emerging, AI has
the potential to improve our medical system without the need

Genetic data will be forced to
conform to the same, or more
stringent, data regulations as
everyone else, whether or not
it is being processed for
research purposes.

‘For the near future, we
foresee a tipping point from
“Let’s try this AI solution” to
“Why aren’t we using AI?”’

- Mark-Jan Harte, Aidence
CEO

Additionally, we recognise
that current methods used in
drug R&D need to be
maintained, to give AI in drug
R&D ‘enough time to co-
evolve with biological
science’.

- Maxim Kholin, Gero Co-
Founder & BDD.
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to sacrifice privacy and data ownership. However, this requires
an overhaul of data collection and sharing that puts people
back at the centre of focus.
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About dGen
After Gen X, characterised by big societal shifts, Gen Y, better
known as millennials, and the digital native Gen Z, the
decentralised generation will grow up in a future shaped by
different dynamics and technological developments. AI,
blockchain technology, and IoT will individually bring disruption
to many industries, but it's at the crossroads where we expect
our whole socio-economic fabric to change.

dGen is a not-for-profit think tank based in Berlin, Germany. We
focus on how blockchain technology can contribute to a
decentralised future in Europe and what this might mean for
people, society, private entities, and the public sector over the
coming decades.

Emerging technology focused on decentralising society will
shape the next part of the twenty-first century; The dGen will
grow up with opportunities for borders to fade and traditional
networks to dissipate. Meanwhile, most blockchain
developments are still in the early stages; focusing on building
solid products and exploring regulatory requirements to create
a fertile yet safe environment for companies and investors. The
industry is focused on solving the big topics right now, while we
encounter a lot of great ideas in the blockchain community
about adoption. It's time for those ideas to find a purpose and
for the real decision-makers in the world to learn what
decentralisation will mean for them.

We’re working with a team of researchers exploring how
decentralisation will shape our future. Our insight reports focus
on specific topics and industries to drive ideas for adoption in
Europe. If you’re researching how decentralisation is shaping
our future, and would like to get involved, please get in touch
at dgen.org. dGen is part of Beyond, a venture studio exploring
a new world. For more information, go to beyond.ventures.

Beyond
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Contributors
Jake Stott

Before founding dGen, Jake was originally a partner at Signal
Ventures, investing in blockchain tech. In late 2017 he founded
hype partners to help build and nurture ecosystems for
blockchain projects and has worked with many top 100
projects. With these combined experiences he is able to
distinguish legitimacy, necessity, and nonsense in this space.
Jake is one of the founding partners of Beyond, a venture
studio exploring a new world.

Nick Dijkstra

One of the founders of dGen and with a rich background in
tech, Nick knows how to build organisations from scratch and
can transform ideas to great tech products. As a former
Product Manager at LiveIntent and Director of Customer
Success at Avari he shipped software to a user base over 15%
of the US population and has organised 200+ events in Berlin.
As the COO at hype partners he is currently helping top-tier
blockchain firms strategise their market approach. Nick is one
of the founding partners of Beyond, a venture studio exploring
a new world.

Maggie Clarendon

Maggie is a writer, researcher, and editor. Trained in literature,
critical theory, and gender studies, they are now exploring the
ways that technology is changing the landscape of human
interaction.

Francisco Rodríguez Berenguer

Francisco has a degree in Business and Law, and is currently
working for dGen to communicate its vision for blockchain
adoption to an audience of thought leaders in tech companies,
corporates, and the public sector as a researcher and marketer.
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Akash Sinha

Akash has a background in digital marketing and works on UX
and UI design. His passion is technological development, and
he is currently exploring where emerging technologies will take
society.

Evelyne Buzziol

Evelyne has recently graduated in International Politics and
Diplomacy at the University of Padua. She has a background in
awareness campaigns and is working with the dGen team as
Marketing & Content Writer Intern.

Tikshala Gothankar

Tikshala is a Master's Student in the EIT InnoEnergy program,
focused on sustainable business and innovation in the energy
sector. A tech enthusiast, she is researching on the possible
applications of emerging technologies that address the most
pertinent issues of the industries.

Jiya Sharma

Jiya Sharma is currently pursuing a Bachelor’s in Fashion
Business at ESMOD Paris. While freelancing in the field of
Content Creation, Jiya has also founded a Weekly Fashion Tech
Newsletter called The Closet On The Cloud. A keen
Technology enthusiast, at dGen Jiya works as a brand
ambassador for France and works to share and gain knowledge
on the prospects of Blockchain, AI, IoT and other emerging
technologies in her ecosystem and across Europe.
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Interested in Partnering on Our
Next Report?

We’re looking for partners operating in blockchain ecosystems,
corporates, universities, the public sector, and other
stakeholders to engage in conversations about how blockchain
and emerging tech is shaping the decentralised generation.

We’re open for any collaboration on this topic and the broader
study of decentralisation in Europe.

You can reach us at partners@dgen.org for more information.

Research Agenda

Scheduled
Q3 2020The Remote Work Revolution
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