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Preface
This document is an outcome of the NordicWay project, Activity 1.5 Evaluation of the results and
definition of the next phase. This activity has been led by the Norwegian Public Roads Administration
(NPRA). According to the project proposal, the ambition of the Deployment Roadmap is to define
Phase 2 (deployment) of the project, based on the evaluation and lessons learned in the project. As
the project NordicWay2 has already started, the original purpose of this document has to some
degree been overtaken by the follow-on project. While this document provides recommendations for
further work in NordicWay2, the scope has therefore been also extended towards summarising
findings and experiences expanding on the recommendations from the C-ITS platform Final report.
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List of abbreviations
2G

Second-generation cellular technology

3G

Third-generation cellular technology

4G

Fourth-generation cellular technology

AMQP

Advanced Message Queuing Protocol

BCR

Benefit Cost Ratio

CA

Certificate Authority

CAM

Cooperative Awareness Message

CBA

Cost Benefit Analysis

C-ITS

Cooperative Intelligent Transport System

CRL

Certificate Revocation List

DATEX II

Standard for road traffic and travel information in Europe

DENM

Decentralized Environmental Notification Message

eCall

In-vehicle emergency call system (Second eSafety Communication)

EDGE

Enhanced Data rates for GSM Evolution

GLOSA

Green Light Optimized Speed Advisory

GPS

Global Positioning System

HMI

Human-Machine Interface

ITS

Intelligent Transport System

ITS-G5

Access technology to be used in frequency bands dedicated for European ITS (ref ETSI)

KPI

Key Performance Indicator

MaaS

Mobility as a Service

MN

Mobile Network

MN-IT

Mobile Network Information Technology

MNO

Mobile Network Operator

NPRA

Norwegian Public Roads Authority

NRA

National Road Authority

OEM

Original Equipment Manufacturer (here: automotive manufacturer)

R&D

Research and Development

RSI

Road Surface Inspection

RWW

Road Works Warning

RWWV

Road Works Warning Vehicle

SIM

Subscriber Identity Module

SOTA

State Of The Art

SRTI

Safety-Related Traffic Information

TEN-T

Trans-European Transport Networks

TLS

Transport Layer Security

TMA

Truck Mounted Attenuator

TMC

Transport management Centre

WG

Working Group
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Executive Summary
The main purpose of the NordicWay project is the piloting of innovative Cooperative ITS (C-ITS)
services in a Nordic road network context in order to prepare for large-scale deployment. The project
has been initiated by the road authorities and transport ministries in the Nordic countries of Denmark,
Finland, Norway and Sweden. The activities cover important parts of the Nordic triangle, including
parts of the core and comprehensive TEN-T networks in the participating countries, and parts of
urban networks and urban-interurban transport interconnections. NordicWay is a unique project
testing and demonstrating interoperability of cellular C-ITS services both for passenger and freight
traffic, piloting continuous services offering the same user experience in the whole network.
NordicWay is a three-year (2015-2017) real-life deployment pilot, which will be followed by wider
deployment in the Nordic countries and in Europe in the next phase (NordicWay2, C-Roads
1
Platform ).
The NordicWay project has piloted selected Day1 services identified in the work of the C-ITS Platform
(European Commission, 2016) focussing on safety related services and warning, using cellular
communication. Pilots in Denmark, Finland, Norway and Sweden have all used cellular
communication to exchange messages, and through establishing the NordicWay Interchange node
for cloud-to-cloud communication, the project has aimed to facilitate continuous interoperable
services to the users with cross-border roaming between different mobile networks.
The NordicWay roadmap builds on experience from the NordicWay pilot activities and partner
expertise. The roadmap does not have the ambition to indicate a clearly defined road forward, with
specified milestones and timeline. The roadmap however provides project- and test-based insight
into challenges and obstacles ahead, and some suggestions for how to solve or mitigate these
challenges. Some of these issues will be addressed and further explored in the NordicWay2, while
others fall outside the scope of NordicWay2, and are left for other projects, platforms and
stakeholders to engage in.
The project discussions leading up to this roadmap were organised according to the following
categories: data related issues; technical issues; legal issues and commercial (and organisational)
issues. The purpose of this process was to identify barriers towards further deployment of C-ITS
services using mobile phone networks, and possible solutions and way to mitigate these barriers.
Among the data-related issues, data sharing, standardisation and data quality issues are identified
as the three main barriers towards further deployment. These barriers are related to each other: Data
sharing is needed to improve data quality: To share data, we need standardisation.

1

www.c-roads.eu
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Recommendations are to not wait for standards, but work on data sharing and data quality in parallel
with standardisation. The need for enhanced profiling of standards, e.g. to further refine specific
topics such as description of location within the DATEX II standard, has been prominent in the
discussions.
Interoperability, maturity and standardisation issues are identified as the three main technical related
barriers towards further deployment. Recommendations are to initiate large-scale real-life
performance tests (24/7 over longer periods of time) to refine standards; to enhance interoperability
as well as to build critical mass with trust in service and willingness to get involved and to invest.
Liability, Privacy and Access to data have been identified as the main three legal issues which form
barriers towards further deployment. Recommendations are to test and identify best practices for
data security and liability related to C-ITS services.
Among the commercial issues, to Define needs, Benefits/Costs and Business models have been
assessed as the main three barriers towards further deployment. Recommendations are to identify
relevant use cases based on real user needs, and then to assess benefits and costs to justify (or
not) the C-ITS services in question. Start with safety-related traffic information (SRTI) services to
create a critical mass, and then add other (commercial) services to this later.
Through a survey and a workshop, the NordicWay partners discussed how road users, road
authorities and commercial stakeholders can benefit from C-ITS Day1 SRTI services over the mobile
network, and what must be in place to ensure benefits to all of these groups. An important common
benefit is that of an improved shared situational awareness and a common operational picture which
enables better coordination of activities of the various stakeholders (car drivers, traffic managers,
first responders, etc.). To ensure realisation of benefits, mobile network coverage and seamless
cross-border functionality, access to and willingness to share data, as well as well-working business
models, mutual trust and rules of engagement must all be in place in order to establish a viable ecosystem for deployment of C-ITS services over the mobile network.
The NordicWay project has piloted selected Day 1 services identified in the work of the C-ITS
Platform Phase I (European Commission, 2016). This roadmap provides comments to C-ITS
Platform Phase I and Phase II (European Commission, 2017) recommendations which fall within the
scope of the NordicWay project. The comments are based on experience from the NordicWay
project.
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1

Introduction - about the Roadmap

1.1

Project context
2

3

The NordicWay project is part of the Global Project for implementation of the ITS Action Plan
(European Commission, 2008) and ITS Directive (European Commission, 2010). It builds on the
4
EasyWay ITS deployment programme and guidelines , and the TEN-T road ITS projects such as the
5
6
NEXT-ITS and EU-EIP .

The NordicWay project has been initiated by the road authorities and transport ministries in the
Nordic countries, for the purpose of piloting innovative Cooperative ITS (C-ITS) services in a road
network which extends from Denmark and Norway to Sweden and Finland, covering important parts
of the Nordic triangle including parts of the core and comprehensive TEN-T networks in the
participating countries, and parts of urban networks and urban-interurban transport interconnections.
NordicWay is a unique project testing and demonstrating interoperability of C-ITS of services both
for passenger and freight traffic, piloting continuous services offering the same user experience in
the whole network using cellular ITS. NordicWay is a three-year (2015-2017) real-life deployment
pilot, which will be followed by wider deployment in the Nordic countries and in Europe in the next
phase.

1.2

Nature of this Roadmap

The Roadmap builds on experience from the NordicWay project pilot activities and partner expertise.
This Roadmap does not have the ambition to indicate a clearly defined road forward, with specified
milestones and timeline. This Roadmap however provides project- and test-based insight into
challenges and obstacles ahead, and some suggestions for how to solve or mitigate these
challenges. Some of these issues will be addressed and further explored in the NordicWay2, while
others fall outside the scope of NordicWay2, and are left for other projects and actors to engage in.

2
3
4
5
6

www.Nordicway.net
https://ec.europa.eu/transport/themes/its/road/action_plan_en
https://www.its-platform.eu/highlights/easyway-programme-2007-2020-and-its-projects
http://next-its.its-platform.eu/?_ga=2.188316200.1037236883.1513154927-1910104464.1513154927
http://eip.its-platform.eu/?_ga=2.234379678.1037236883.1513154927-1910104464.1513154927
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The main steps of the Roadmap development process have been:
1.
Unstructured input on barriers and facilitators for next phase deployment, from the
NordicWay Evaluation group
2.

Structured input on categorised barriers towards deployment and solutions, by means of
an on-line survey distributed to all participants in Nordic Way project

3.

Workshop on evaluation and roadmap for next phase deployment in Helsinki, October 23.25. 2017, with participants from all involved countries, and with technical staff via Skype for
specific session

4.

Roadmap draft distributed for partner review

5.

Final Roadmap

Input from the three first steps form the basis for Chapters 3 and 4 in this Roadmap. The roadmap
includes a final section (Chapter 5) with comments to the recommendations given by the C-ITS
Platform (Phase I) working groups in the Final report (European Commission, 2016). These
comments are based on findings and experiences from the NordicWay pilots and of the NordicWay
partners. Chapter 2 provides and overview the NordicWay Pilot activities and main findings from the
evaluation of the pilots.
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2

The NordicWay pilot activities

2.1

Introduction – the NordicWay Interchange node

The NordicWay Interchange node (Figure 1) is a core component in the NordicWay pilot activities.
The interchange node (cloud) has been developed to fit with the North European road transport
system, and to be scalable to European level. The architecture has been designed to accommodate
hybrid C-ITS communication, and to be border and relation agnostic. To support further development
and to shorten time to full C-ITS implementation, the interchange builds on standards and makes
use of existing structures.

Figure 1: The NordicWay Interchange node architecture

The Interchange node receives all types of messages and information from different sources, and
Users can choose which specific types of information to subscribe to. The Interchange node sorts
the incoming messages and makes the requested information instantly available for the users. New
users should be able to easily connect to the interchange node.
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2.2

The NordicWay pilots

The NordicWay project has piloted C-ITS services in Denmark, Finland, Norway and Sweden. All
pilots have used cellular communication to exchange messages, and through establishing the
NordicWay Interchange node (cloud), the NordicWay project has aimed to facilitate continuous
interoperable services to the users with cross-border roaming between different mobile networks.
The NordicWay project has focussed on piloting Day1 Services identified in the work of the C-ITS
Platform (European Commission, 2016) within the domain of safety related services for the Motorway
environment using cellular communication.
All NordicWay pilots have been recorded and developed into information, notably videos, which are
7
available from the project web-site .
Table 1: C-ITS services tested or piloted in the Nordic Way project
Day 1/1.5 Service

DK

D1; 3 Slow or stationary vehicle(s)

✓
✓
✓
✓

D1; 5 Hazardous location notification
D1; 6 Road works warning
D1; 7 Weather conditions

FI

✓
✓
✓

D1; 8 In-vehicle signage
D1.5; 6 Zone access control for urban

NO

SE

✓
✓
✓
✓
✓
✓

✓
✓

areas

2.3

Evaluation of the NordicWay pilots

The Evaluation summary report (NordicWay, 2017) gives an overview of main findings from the
evaluation of the NordicWay pilots on potential C-ITS services based on cellular networks. Outcomes
are presented according to the NordicWay evaluation approach, which includes the following
elements: technical performance and quality assessment, user behaviour, benefits and impact
analysis, user acceptance, barriers and success factors for implementation, socio-economic
assessment, knowledge basis for future adaption and optimising, financial performance and market
potential.

7

www.Nordicway.net
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In the Danish, the Finnish and the Swedish pilots, technical performance was a matter of latencies.
However, the different evaluations focused on latencies for messages transmitted between different
servers and systems. Whereas the Danish evaluation tested latencies for messages of different
volumes, the Finnish evaluation tested latencies of messages transmitted between the Finnish
service cloud, the Finnish node and the mobile users involved in their pilot. The Swedish evaluation
presented latencies for messages transmitted between a Road Works Warning vehicle (RWWV),
and clouds and vehicles belonging to OEMs Scania and Volvo.
Further, the same evaluations examined success rates in message delivery. Overall, message
delivery rates were high, but it proved difficult to identify the reason why some messages were not
delivered or returned. Server downtime or setups for registration or logging of events that underlie
messages were commonly reported as probable causes. In order to determine the cause of lost
messages, a test of the NordicWay Interchange was conducted: A client in a cloud outside the
Interchange sent one million messages through the interchange with a payload of 2 kilobytes. No
messages were lost, and messages were sent at a rate of 16 messages per second. This shows that
the NordicWay Interchange does not increase the latency by more than 14 milliseconds. Although it
did not cause messages to be lost, the test did reveal a message leak caused by disk swapping,
which must be resolved in next phase development.
NordicWay evaluations also examined technical performance and quality assessment in relation to
friction data and the communication range of ITS-G5. In studying friction, the Norwegian evaluation
showed that vehicle system's ability to detect slippery road conditions is not sufficient and data quality
not sufficient for developing decision support for winter maintenances. The Swedish evaluation
examined the communication range of ITS-G5, and found the maximum range to be less than 500
meters with a clear line of sight.
User behaviour was mainly evaluated based on the Finnish pilot of a mobile application which
provides drivers with cooperative warnings of hazardous situations ahead. The evaluation found that
receiving such warnings influences choice of speed and route, as well as focus in traffic.
The potential benefits of C-ITS relate directly to the characteristics of the C-ITS service.
The Finnish evaluation discusses beneficial impacts relating to traffic safety and travel efficiency,
and how sharing information on incidents represents benefits to the traffic management centre.
The Norwegian evaluation discussed potential benefits of using road surface information (RSI) to
design a support system that aids contractors on winter road maintenance. Further, it discussed
potential benefits of the RSI decision support system to the public road authorities. The Swedish
evaluation studied the value of interoperability, with a particular focus on penetration rates.
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Two of the national evaluations in the NordicWay project examined user acceptance. Whereas the
Finnish evaluation focused on users' technological acceptance of the mobile application and its
function, the Norwegian evaluation focused on the attitudes of maintenance contractors and road
authorities towards a hypothetical support system for winter road maintenance (i.e. acceptability).
The Finnish evaluation also presented a socio-economic assessment to identity expected costs and
benefits related to full-scale implementation of the C-ITS service tested in the Finnish pilot, and to
determine the expected cost-benefit ratio. They found a conservative estimate of benefit-cost ratio
to be 2.3, with a yearly increase between 2019 and 2030.
The national evaluations provided knowledge basis for future adaptation and optimising of the C-ITS
services which have been piloted. The Finnish evaluation emphasises advances in the design and
functionality of the mobile application, solutions for verifying or disabling messages, and integration
into navigation systems. The Norwegian evaluation highlights the need for accumulating experiences
with the technology, incremental development of the technological solution and validation in close
cooperation with stakeholders. The Swedish evaluation calls for better definition of roles in the
ecosystem and a viable business model, as well as closer definition of requirements for large scale
deployment.
The Swedish evaluation discusses fundamental issues for making the interchange available to a
larger market. Allowing access to a multitude of data is expected to increase market potential. Market
potential could be further increased through facilitating scalability and interoperability with other
central service nodes, and through allowing other data and service providers to join the NordicWay
community. Establishing the NordicWay Interchange requires private-public partnerships in which
public authorities play a leading role in the early phase. This involves defining roles and
responsibilities of all actors. Because of little experience with business models and willingness to
pay, this is particularly important to ease insecurities related to long-term operation of the NordicWay
Interchange.
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2.4

Deployment-related experiences in NordicWay Pilots

This section is based on presentations made by the respective national contacts at the Helsinki
evaluation and roadmap workshop.

The barriers and success factors identified in the pilots are to some degree specific for the CITS service that was piloted, but also include issues transferrable to the establishment and
delivery of any C-ITS service through the NordicWay Interchange.
Critical issues include infrastructures and integration, standardisation, network coverage,
information reliability, data quality, stakeholder involvement, and private-public partnerships with
defined roles and responsibilities.

2.4.1

DENMARK

Barriers
• The infrastructure needs to be in place – the Nordic way Interchange in a more mature setup
(national clouds should deliver data to the Interchange for the entire network), and the coverage
of the Mobile Network (MN).
• Governance – all aspects need to be in place: management, operation, updating and business
models.
• Security: Must adhere to security requirements from industry, citizens, data protection. Important
when you share information (businesses and private persons), and critical for implementation
(Security was not the main focus of NordicWay)
• Standardisation: ensuring a common understanding of content, user handling, interoperability
Facilitators
• Full scale 24/7 pilots with performance testing of all aspects
• Service Level Agreements
• Certification, standardisation, EU delegated act, legislation, standardised tools on open platforms
make integration between nodes possible
• The more open data and use of open standards, the more partners can join
• Meta data description/catalogue with availability, quality, costs etc.
• Standardisation of tools important to increase number of interested actors/partners
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2.4.2

FINLAND

Barriers
• Low quality of the service in the beginning (data, information reliability, coverage)
• Critical number of users/penetration of service users: low penetration --> low impact --> less
funding
• Lack of business model(s) / willingness to pay
• Lack of willingness to cooperate and share data (open source) between service providers. Needs
cooperation related to data quality and penetration.
Facilitators
• High quality of service (added value)
• HMI: easy and automated message creation in vehicle
• Harmonisation of procedures for message content and lifetime (from vehicle to DATEX II).
Relates to standardisation and cross-border interoperability – needs testing.

2.4.3

NORWAY

Barriers
• Some of the initial EU-defined use cases are not always "true" (real) with current technology, at
least in the Norwegian case (RSI): e.g. the individual vehicle will not be able to identify a slippery
patch on the road unless manoeuvring on the spot, thus Vehicle-to-Vehicle information is not a
good use case. The use case needs to be redefined, e.g. to be based on an aggregate of multiple
observations over a period of time. This however introduces a delay.
• Information on friction: In Norway, the information is currently only distributed by media, not by
NPRA due to information because of potential for faulty data and liability issues. NPRA uses this
information for maintenance purposes, but it can also be given to professional users. (Denmark
and Sweden give out info on driving conditions on area basis.)
• Organizations are not necessarily prepared/ready for new data types. The organization wants to
use data in the same way as they have before (e.g. controlling entrepreneurs).
Facilitators
• System consolidation: Interchange used as single point of access for SRTI and all other
services/data from the NPRA. The Interchange provides a solution for a large variety of use
cases.
• Market potential for a Nordic Interchange: share data easily and cheap. Could be the basis for
moving from many direct data gathering interfaces to a single interface with multiple data
suppliers, providing access to more data.
• Public perception: public acceptance of receiving slippery warning in-car. Services and pilots are
well received by the general public.
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2.4.4

SWEDEN

Barriers
• Lack of agreement on who takes the upfront cost: someone needs to take the costs of the digital
infrastructure
• Lack of agreement on leading roles in the eco-system: "The other actors should take lead here."
• Retro-fitting existing road works vehicles to include RWW service - could be included in costs?
Automated status for TMA in deployed road works-vehicles
Facilitators
• Harmonised connectivity and communication profiles
• Publication of open source reference architecture for the Interchange, for different actors to
interact. Interchange architecture --> Interchange network
• Clearly defined business model for the Interchange network: Where is the money, where is the
profit. Who will pay for it?
• NRAs bear costs because of the good of society. Enables others to make money/business
models
• Need of node (Interchange) service: The market will not facilitate this, so the public authorities
must be in charge and pay for the node.
• On-boarding of partners, public and private, also outside the Nordic region
• High quality infrastructure data provided automatically and for free by public partners
• Trust in sharing data: sharing with business competitors

2.4.5
•

Interpretation of standards needs harmonisation:
o
o

•

Business model for sharing information.
How to make money if you share?

Do actors want to share (is this assumption flawed?)?
o
o

•

Contents of message, e.g. location, type of incident/event needs to be profiled.
Test/demonstrations must be performed to find out if standards do work together (learn by
doing).

Each partner needs to incorporate the Interchange node into own existing business model:
o
o

•

ADDITIONAL SUMMARISING COMMENTS

It may not be as easy as one think, even though there might be a win-win situation.
The authorities may have to take some of the bill, as the gain win is related to societal
benefits.

Do actors trust data from other actors?
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3

Barriers and enablers for deployment of C-ITS services

The assessments and statements presented in this chapter represent the views of the beneficiaries
of the NordicWay project. the contents are based on group and plenary discussions at the Helsinki
evaluation and roadmap workshop, and responses for the preparatory online survey among project
participants.
To start the reflections on barriers towards further deployment of C-ITS services before the Helsinki
workshop took place, the workshop participants had all been invited to respond to an online survey
in advance of the workshop. In the survey, they were asked to rate different issues with respect to
how critical they are as barriers towards greater use and development of C-ITS services using the
mobile network across the Nordic countries. Main responses from the survey are shown in graphs in
this chapter.
The survey and discussions were organised according to the following categories:
• Data related issues
• Technical issues
• Legal issues
• Commercial (and organisational) issues
For each category, the following questions were discussed in the workshop:
• What are the 3 most important barriers towards deployment of C-ITS services over the mobile
network?
o
o
•

Why/how are these barriers towards deployment?
Why are these barriers more important than others??

How can these barriers be resolved?
o

Who must be involved?

Some of the issues and barriers identified relate to more than one of the categories used to structure
the discussions. This is reflected in occasional overlapping of issues presented in sections 3.1 to 3.4,
which each represent one of the four topical categories presented above. The relevance for multiple
categories of issues is most prominent for barriers relating to coverage, standardisation and business
models, and these aspects are therefore compiled and presented in sections 3.5, 3.6 and 3.7
respectively.
During the workshop discussions, specific advice for NRAs about how to engage and proceed in
mitigating the barriers was formulated – primarily by NRA representatives themselves based on the
work done in the NordicWay project. This is summarised in section 3.9.
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3.1

Data-related issues

Among the data-related issues, Data sharing, Standardisation and Data quality are identified as
the three main barriers towards further deployment.
These barriers are related to each other: Data sharing is needed to improve data quality, and to
share data, standardisation is needed.
Recommendations are to not wait for standards, but work on data sharing and data quality in
parallel with standardisation.

Of the initial data-related issues (Figure 2), access and standardisation aspects are considered the
most urgent issues to solve for further deployment of C-ITS. Lack of willingness to share, lack of
available data as well as the condition of the data are critical matters; lack of compatibility of data
formats (despite existing standards), and data quality are important issues.
In the workshop discussions on the most important data-related barriers, the following additional
topics were added to the list of data-related issues:
• Business models
• Responsibilities and roles
• HMI

Figure 2: Survey response: Importance/criticality of data-related issues
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Table 2: Data-related issues; Three main barriers for deployment of C-ITS, and enablers
Barriers and Challenges

Solutions and Enablers

Data sharing
• Data availability

• Define rules and roles

• Willingness to share

• NRAs take active role (with know-how)

• Business models

• Cooperation (pilots, task forces)
• Learning by doing

Standardisation
• Slowness of standards development
• Different interpretations
• Need for profiles

• Cooperation: Road operators, C-ITS Platforms,
Industry, Standardisation groups
• Participate in standardisation process

Data quality
• Reliability

• R&D

• Coverage

• More use of sensing fusing, modelling

• Quality – at what cost?

• QA process by road operators

The following sections give a more detailed presentation of barriers and challenges related to data
sharing and quality discussed in the workshop, and possible actions and measures identified to
mitigate these barriers. Data-related barriers having to do with coverage, standardisation and
business models are included in sections 3.5, 3.6 and 3.7 respectively.
Availability and willingness to share:
Barriers related to data availability has many aspects, some have to do with existence of data, and
some with conditions for sharing:
The basic prerequisite is that the data actually exist/can be found. Some types of data (e.g. vehicle
positions and speed, weather conditions) exist in abundance, while other types of data (e.g. for
hazardous warning services such as reindeer alerts or slippery roads warning) may be too sparse,
have too short a life-span, or not be consistent throughout the entire network and across borders to
ensure a continuous service.
Once the data exist, there has to be a willingness and ability to share the data and/or derived
information. Lack of business models and lack of willingness to share data are interconnected: Data
collection and handling comes with a cost, and the challenge is to establish win-win situations, where
costs and benefits related to and derived from data sharing are distributed in a beneficial way for all
involved. This also requires a sufficient degree of trust between (potentially competing) data suppliers
(e.g. OEMs). Some of the potential benefits from data sharing require a critical mass of data and/or
users. This may cause potential data suppliers to be reluctant to be among the "early movers", as
the risk for "no gain" is being perceived as too high. Similar mechanisms may be relevant also for
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NRAs: Lack of knowledge about benefits and real and relevant costs may result in a reluctance to
put money on the table to finance required data processing from the data and service suppliers.
Some types of data (e.g. from eCall) may also come with legal issues such as privacy and security,
putting constraints on the sharing possibilities.
In order to facilitate sharing of data, the definition of roles and rules is an important task.
There is a need for clear rules for the playing field, including rules and requirements for sharing data,
and what data is included: e.g. to make distinctions between sharing messages and sharing raw
data.
Arenas for cooperation should be actively sought and utilised: Participation in data task forces
(internationally or within EU), building competence through pilots (learning by doing), building
public/private partnerships and active participation in interest organizations can all represent
opportunities or starting points for data sharing.
Data quality:
Data quality is crucial for further deployment of C-ITS services, and includes issues such as reliability,
coverage and optimal quality vs. cost.
The quality of data and information needs to be monitored, evaluated and secured in a manner which
can be applicable for all different data sources. A quality assurance process should be established,
including levels of standard defined by the road authorities. The data should if possible be compared
to the true and actual value(s) for the topics in question, and standards should be defined for how
high the data quality should be as compared to the true value. In order to minimise possible effects
of human errors, machine generated data should be used instead of manually collected data.
Data processing and fusion of sources must take into account the validity and reliability of the
individual data sources and ensure the validity of the resulting data and information. Establishing
standards for meta-data will be a necessary part of this process. To agree on definitions of how to
handle data, involvement of the industry sector is needed. This process may need to deal with
organisational barriers as well as the more evident data-related issues. More R&D resources should
be dedicated to these issues, and a separate body (EU or national) for this purpose should be
considered.
Different applications and areas of use (e.g. strategic purposes vs. operational purposes) may have
different quality requirements for the data, and hence come with different price tags. Cost-benefit
evaluations should be a part of the process to identify and prioritize relevant data quality
requirements.
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3.2

Technical issues

Among the technical issues, Interoperability, Maturity and Standardisation are identified as the
three main barriers towards further deployment.
Recommendations are to initiate large-scale real-life performance test (24/7 over longer periods
of time) to refine standards; enhance interoperability, to build critical mass with trust in service
and willingness to get involved and to invest.

Of the initial technical issues assessed in the online survey (Figure 3), Interoperability was rated as
most critical, and was identified as one of the three main technical barriers in the following workshop
discussions, along with Maturity and (lacking tests of) Standards.
In the survey, Privacy and Security were also considered critical issues, but in the workshop
discussions, these were considered not so much technical as legal issues. These barriers are
therefore mainly discussed in section 3.3.

Figure 3: Survey response: Importance/criticality of technical issues
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Table 3: Technical issues; Three main barriers for deployment of C-ITS, and enablers
Barriers and Challenges

Solutions and Enablers

(Lacking test of) Standards
• Standards not subject to trials

• Trial-error-improvement

• Standardisation of processing messages

• Start with existing standards, supplement with
level B extension

Inadequate interoperability
• Not able to scale

• Requirements/agreements/contracts to use cloud

• Lower penetration

• Open source

• Lower impact

• Define and communicate needs

Maturity
• Connectivity

• Trials

• HMI

• Provide investments/capital

• Platform and cloud technologies

• Knowledge building
• Innovative procurement

The following sections give a more detailed presentation of technical barriers and challenges
discussed in the workshop, and possible actions and measures identified to mitigate these barriers.
Technical barriers having to do with coverage and standardisation are included in sections 3.5 and
3.6 respectively.
Interoperability:
Lack of technical interoperability is a barrier towards further deployment of C-ITS services, as this
may cause lack of ability to scale and failure to reach critical mass of users, leading to less impact.
Interoperability and integration of interchange system for handling data requires a defined
architecture for data processing. To facilitate interoperability, there is further a need for incentives
and an ecosystem for sharing data. Recommendations for how NRAs could facilitate and engage in
these activities, are given in section 3.9.
Maturity:
Barriers relating to technical maturity include longevity of technology: How long can technologies be
expected to be viable? As one cannot always be in the technological forefront, there is a need to
address whether and eventually when to upgrade or change in order to keep pace with and cater for
the potential benefits provided by emerging technologies. Aspects which need to be taken into
account include connectivity, HMI (e.g. icons) and platform cloud technology (e.g. standardisation
and interoperability with respect to geolocation and AMQP).
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Security:
The interchange itself, and the contents of the messages distributed via the interchange needs to be
protected against hacking. How to ensure the necessary security and responsibilities for content
delivered through the interchange cloud must be addressed.
Scope for moving beyond tests and pilots:
In order to mitigate and resolve the remaining technical barriers and challenges, it is now considered
time to move from pilot-based activities towards live implementation. This requires that all aspects of
the service (the Interchange) must be tested against real-life services and requirements. These
activities should be open for everyone who has an interest in the platform; all stakeholders should
be included/involved in designing solutions. As part of this transition, there is a need for neutral parts
to evaluate tests and pilots. This should be done by R&D parties without any direct economic
interests in the result.
To facilitate a move from pilots to live implementation, there is a need to convince stakeholders that
the technology will be around (longevity) and provide value for money in order to encourage
investments and trust. This is an important prerequisite for businesses to include technology/services
in their own business models, and indicates that this issue is not purely technological; it includes
socio-political and economic aspects as well. It may be easier to keep on using existing system where
you know the cost (no matter the cost), than to implement new solutions where you do not know the
costs (even though the costs might be reduced significantly).
Live implementations will provide basis for knowledge and experience which cannot be harvested
from limited tests and pilots: This includes experience with how long a system/service must run for it
to be accepted by the industry and end users, and how maturity (including HMI) and predictability of
the system affects the willingness to invest and to develop business models based on the technology.
Live implementations of services running after/longer than pilot projects are required to gain much
needed experience with costs. This includes both sides of the accounting; realistic spending and
savings associated with the operation of a service.
This however also represent a Catch-22 like situation which needs to be resolved:
• In order to establish live implementation of services, the involved parties must be convinced
about the longevity and economic feasibility of the technology and services in question.
• To obtain the necessary basis for this, there is a need for live implementations
Public authorities must take on role as facilitator to break this circle. This can be achieved by building
the interchange, use public funding to get the (Day 1 safety related) services up and running, to
guarantee that the NordicWay interchange will be available for e.g. the next 10 years, and to use this
to encourage the market for additional, non-SRTI services to grow on top of that. Expectations are
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that once a situation with sufficient trust in the quality and predictability of the service has been
achieved, eventually the market can run the interchange and the role of NRAs will be minimised.

3.3

Legal issues

Among the legal issues, Liability, Privacy and Access to data are identified as the three main
barriers towards further deployment.
Recommendations are to test and identify best practice for data security and liability related to
C-ITS services.

Of the initial legal issues (Figure 4), privacy constraints are considered the most urgent issues to
deal with for further deployment of C-ITS.

Figure 4: Survey response: Importance/criticality of legal issues

Technology will always be ready before the law is ready. In the workshop discussions on how to work
within this context, and which issues to worry about, the following additional topics were added to
the list of legal issues:
• Access to data – who has access to what data. Who owns the data?
• What are the legal obligations to provide data to the common platform for communication?
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Table 4: Legal issues; Three main barriers for deployment of C-ITS, and enablers
Barriers and Challenges

Solutions and Enablers

Liability
• Automated driving

• Learning by doing (generate examples)

• Insecurity: who is liable? No law cases

• Internal dissemination of results

• Ethical liability
Privacy
• Who has access to data?

• Best practices

• No best practices

• Different trials

Access to data
• Right to use

• "My data" principle: user controls access

• Ownership

• Trials and demonstrations

• Purposes for use

• Data provision mandate in type approval

• Right to pass on

The following sections give a more detailed presentation of legal barriers and challenges discussed
in the workshop, and possible actions and measures identified to mitigate these barriers.
Liability:
Rules, regulations and the legal system does not always keep pace with the technology and its
implications. Automated driving introduces new liability issues: In case of unwanted incident is
caused by a vehicle relying on a (flawed) C-ITS service, who is liable - the vehicle manufacturer, the
data provider, or the service provider, or in specific cases, the road authorities? There is a lack of
court cases concerning this. National rules and regulations may vary, and OEMs may have different
strategies regarding this. Until liability issues are further clarified, the uncertainty regarding liability
represents a potential barrier towards deployment of C-ITS services for automated driving. As part
of this, there is a need to identify accountability relating to the different parts of the information value
chain: who is responsible for the data and for the data processing at any given stage of the process
resulting in a service offered to the end user? State of the art (SOTA) studies on experience from
other countries regarding how to solve such or similar liability issues could be a first step.
There are also issues about ethical liability vs. legal liability: Giving wrong or incomplete information
may not imply any legal liability, but may still cause some parties to feel ethical liability. That this risk
may result in totally opposite positions regarding the willingness to share data is exampled by two of
the NRAs involved in the NordicWay project: While the NPRA (Norway) has chosen not to publish
data on friction, to avoid risking their ethical reputation, their Finnish counterpart has specifically for
ethical reasons decided to give out information and warning of slipperiness and low friction, even
though false information may put their brand and image at risk, and provide risk of liability.
Unwillingness to share data caused by fear of possible liability issues related to "wrong", flawed or
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incomplete data may be mitigated with internal processes (particularly among the NRAs) including
trials and dissemination of results specifically relating to these issues.
Assuming that each actor is responsible for the data it provides, in the shape that it has when data
are handed over, the provider of (raw) data is not responsible for any data merging or processing
conducted by someone else. But what if someone does reverse engineering? These issues have
been looked into in the VDoIT project (Foss, 2015), but needs further work.
Security:
Security against hackers is particularly important if the vehicles are connected and automated.
However, as IT-people are working on these security issues, this topic has not been prominent in the
project discussions.
Privacy and access to data:
The legal framework for handling privacy may not be applicable for all privacy aspects relating to the
vehicle, OEM and the driver, and many people are sceptical to allowing access to and collection of
information which can be of personal character. There is a need for rules and regulations on EU and
national levels to clarify e.g. on who can be allowed to access position data from GPS. Due to
uncertainty regarding whether one is allowed to use these data, and the potential severe
consequences if privacy is not secured, the NRAs (as they should) make sure to be well on the safe
side of these issues. In order to secure the necessary willingness to share this type of data,
authorities (NRAs) need to engage in this field. Risks for unwanted incidents must be assessed, and
security mechanisms must be introduced where unacceptable risk is identified. The private sector
has to be a part of this risk assessment and mitigation (PP-cooperation)
There are a range of questions relating to the life cycle/movements of data being collected from the
use of C-ITS services: Who owns the data? Who can access the data? Who has right to use the
data, and for what purpose(s)? Can the data be passed on or bought/sold, and if so: What can be
distributed to whom, and in what form? This is also linked to value networks for the services.
8

The new EU act on data protection follows the "My data-principle": The users can control the access
to the data (ala Facebook), and every supplier has to be able to export the data to the user if he/she
requests this. These data are not necessarily personal identifiable data. There is a need for good
use cases, and pilots demonstrating the systems and providing experience with public trust and
acceptance.
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New C-ITS services may require data from the vehicles being provided to the Interchange. For
services believed to improve safety, efficiency and environmental performance, sharing of data from
vehicle could if necessary be made mandatory as a part of the vehicle type approval (NRAs could
require the data). Introducing legal obligation for the OEMs to provide data to the common platform
for communication this approach, requires proof of benefits. This needs further research.

3.4

Commercial and Organisational issues

Among the commercial issues, to Define needs, Benefits/Costs and Business models are
identified as the three main barriers towards further deployment.
Recommendations are to identify relevant use cases based on real user needs, then assess
benefits and costs to justify (or not) the C-ITS services in question.
Start with SRTI services to create a critical mass, then add other (commercial) services to this
later.

Number of users of service was considered the most critical of the commercial issues identified in
the survey (Figure 5), but this topic was less prominent in the workshop discussions, which was
broadened to also include organisational issues. In this setting, to Define needs, Benefits/Costs and
Business models were considered the three main barriers.

Figure 5: Survey response: Importance/criticality of Commercial issues
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Table 5: Commercial issues; Three main barriers for deployment of C-ITS, and enablers
Barriers and Challenges

Solutions and Enablers

Define needs
• Why do we need service?

• Define needs, end-users, authorities and industry

• Define service

• Include mobile network operators (MNOs) and

• What do service need?

data (infrastructure) providers

• Identify use cases to apply technologies
Benefits/costs
• Identify, specify, justify

• R&D, real-life assessment of benefits

• Investment depends on benefit

• Scale up to identify more costs and benefits

• Find local benefits of services

• Focus on large enough/realistic enough
tests/deployments
• Identify cost-benefit for different actors:
cooperate

Business models
• Business models/eco system which defines roles

• Knowledge and trust through cooperation
• Common public party interest: joint NRA

and responsibilities
• Match win-win situations
• Society and public authorities are part of the eco-

discussions
• Start small scale --> build up
• Define rules and roles

system
• How benefits are distributed in the eco system.
Eco system is wider than business model.

The following sections give a more detailed presentation of commercial and organisational barriers
and challenges discussed in the workshop, and possible actions and measures identified to mitigate
these barriers. Commercial barriers relating to business models are included in section 3.7.
Define needs:
Step 1 is to define the needs – then to find the best use case to cater for these needs. There has to
be a clear case as to why we need the service, and the cost and potential benefits related to the
service must be justified.
The context and definition of the service (e.g. geographical location, type of information/service) must
be taken into consideration when identifying relevant user groups. Defining their needs within this
context will provide a basis for evaluation of the service. Definition of roles and responsibilities in the
eco-system will also have to relate to the service context.
Define your use case according to what is relevant for you. In the NordicWay project, the question
has been: To what use cases are Day1 (1.5) services relevant and useful? There are different
possible approaches to answering this question: Either to identify/define needs for the specific Day1
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services, or to interpret the Day1 services into a relevant context. Example of the latter may be to
say that "heavy vehicle blocking main road" = "shock-wave damping", or that "Green light
management for tunnels" = "GLOSA".
It is also important to consider what the Service needs/requires in order to operate as intended for
all relevant user groups? E.g.: Connected automated vehicles without a driver require a complete
chain from a to b, while for connected vehicles with a driver, one does not necessarily have to have
a complete chain for the service to be valid.
All stakeholders in the C-ITS eco-system should be involved in defining needs. Roles and
responsibilities needs to be defined for all involved (end-users, authorities, industry incl. data
providers). These aspects are intertwined: Identification of roles/responsibilities can help defining
needs, and defining needs can help defining roles and responsibilities.
Real-life pilots can be a tool for identifying relevant scenarios and related needs. Situation-specific
needs may be identified and tested (e.g. user acceptability and HMI), and need of access for
flexible/dynamic/evolving user needs may be explored.
What services do the NRAs need, and what does the market need and prioritise? Services should
be developed through market iteration, and modified according to changing needs:
Needs -> modify -> experience ->needs ->modify -> experience, etc.
An active eco-system dialogue is needed to ensure that not just authority and private sector needs
are considered, but that also end user/road user needs are taken into account. More research should
be conducted to identify road user needs in this context.
The considerations of needs, roles and responsibilities should not just take into account the
technological readiness level for supplying the service, but also the organizations readiness level.
Costs and benefits:
Costs and benefits must be identified, specified and justified for to provide basis for decisions
regarding willingness to invest. These considerations should include costs and benefits at local as
well as system-wide level, and also for different levels of quality and coherence of service throughout
the system. Example: What are the costs and benefits related to meeting the minimum requirements
to support driverless automated vehicles, versus costs and benefits related to meeting the minimum
requirements to support connected automated vehicles with a driver?
Costs and benefits are unequally distributed, and the Eco system is wider than the business model.
How to identify benefits may be a challenge – even for own organisation. There is a need for further
research to identify and prove costs and benefits to different actors, and also to identify and define
win-win situations. Large-scale trials are needed to obtain real life-like data and effects: Pilots should
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be large and long-term in order to capture improvements of "rare" incidents (accidents), or to identify
indication of safety effects. How to perform tests of safety effects in a safe environment raises several
questions which calls for further research:
• How large should the pilots be to be able to say something about the effects (such as traffic
safety and number of lives lost)?
• What are the KPIs?
• Should the test go run in a different environment?
• Is the maximum potential benefit (e.g. total number of lives saved) large enough to justify the
related investment costs?
• Can other/alternative services/investments provide better cost/benefit ratio?
All stakeholders need to contribute by defining own role(s) and win-win-situations. As an example,
the NRAs needs to define/justify their mandate and role (e.g. provide data, provide the service to end
users) based on identified costs and benefits.
The more users of a common platform, the higher the potential benefits. If safety-related services
are established first, as a way to establish a critical mass of users, the cost/benefit issues might be
less complicated for other services being added later.
Security:
Security issues relate to the messages as well as the infrastructure involved. Hackers can intervene
with computers/systems on either side of the Interchange itself, and can "steal" national certificates
to distribute false messages via the Interchange. Hacking can also remove the entire service.
Vulnerability and security depends on type of service, i.e. level of automation: To manipulate
messages in interchange you must hack computers attached to the interchange. Messages are sent
through interchange with encryption. Cloud-to-cloud security must be taken care of.
The largest security issue is that interchange goes down (denial of service) or that national
certificates are stolen. If the interchange replaces all national access-points, this represents an added
vulnerability. However, it may be easier to hack the current national access points than the
interchange.
There is a need to distinguish between the responsibilities of the Interchange, and the responsibilities
of the bodies providing the messages to be distributed. The Interchange builds on mature technology
(used by banks), and security issues are being worked on by the ICT community.
Security issues will be further pursued in NordicWay2. In this process, the involvement of OEMs is
required to discuss security issues relating to the emerging paradigm shifts, e.g. connected vehicles,
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co-existence of and transition from physical signs to in-vehicle signs, and co-existence of physical
road infrastructure and the digital infrastructure/intelligent roads.

3.5

Coverage and quality of service

Coverage of mobile network:
The NordicWay test corridor is in high-quality coverage area. This is not the case for the
comprehensive networks in the Nordic countries. The NordicWay2 project will identify and document
state of coverage in the comprehensive network. How much data can be sent on different sections
in the mobile network, and delays in transition between 4G, 3G, 2G/EDGE should be explored. Areas
where the cellular network does not work (pain spots), and the need for investments, e.g. to develop
3G network, should be identified. Border crossing issues for coverage will be addressed in this work.
MNOs, users, communication authorities and OEMs should all be involved in these activities.
To encourage and secure necessary mobile network investments, coverage needs must be defined
and communicated to/discussed with mobile network providers, as incentives for investments.
Physical and digital infrastructure should be treated as one. This can be legislated by adding cellular
coverage as a requirement when building roads.
Quality of service:
The term "mobile coverage" does not include all relevant aspects of what is required for providing a
viable and consistent C-ITS service. An alternative could be to use the broader term "Quality of
service" to include a wider range of aspects; latency, data quality for speech/data, when moving or
stationary, etc.
Coverage or quality of service when the vehicle is moving is a lot more challenging than for nonmoving objects, and there is a need for more knowledge about what happens with data quality in
high speed. Today MNOs in Norway prioritise speaking over data for moving objects (voice over
data). Alternative approaches should be explored, e.g.: Would it be possible to give different priority
to different SIM-cards, or to give priority to security related data (over voice) by dedicating bandwidth
to automated services?
Network overload:
Although none of the technical NordicWay tests confirms this, the hypothesis is that overload in
mobile network can cause delayed messages in full-scale implementations. This is supported by
experience from Denmark, where mobile phone usage at the Roskilde festival leads to slow mobile
service on the motorway passing by the festival area.
Situations with overload of the cellular network needs to be handled, either by increasing the capacity
or e.g. by giving different priority to different types of services. To prioritise (data) traffic when the
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network is congested may be a useful measure especially then capacity problems relate to sudden
incidents. How such priority can be designed and operated, needs to be explored. Capacity issues
related to planned events can be remedied by moving portable base stations into the area, as
practiced in Norway (e.g. during the annual Pstereo music festival in Trondheim). This can be
effective for urban areas, but may be more difficult for more remote areas. Norway also makes use
of seasonal networks: Mobile network points are e.g. moved in to the mountains for Easter and to
the coast for the summer season.
Transferability to other parts of Europe:
The coverage problem may be even larger outside Nordic countries, and using the cellular network
for C-ITS services might not be a viable solution everywhere in other European countries. It is not
clear whether using mobile network for exchanging SRTI could be relevant for the rest of Europe.
Coverage is considered the most likely major issue for transferability of the NordicWay Interchange
to other countries/European regions. Some messages are delayed, and giving priority to the data
messages (which are very small) could improve this. Establishing mandatory mobile network
coverage in the trans-European network could be considered, along with the need for telecom
standards for this type of infrastructure.

3.6

Standardisation

Standards need to be trialled and tested, and further refined. The process should start with the
existing standards, and include real-life 24/7 measuring and performance testing over longer periods
of time. Which standards to build on needs to be identified. These standards should then be modified
and improved based on real-life experience of performance to ensure validity of effects/measures,
and to make sure that all relevant variations and issues are included. The process should include
identification of criteria for when to freeze/set/define the system: When is it good enough? These
activities should involve public authorities, industry, academia and research for independent
verification.
The process of defining and revising standards does not keep pace with the needs for new/more
detailed standards derived from emerging services and data. Different/conflicting interests across
countries and involved actors may be part of the explanation for the slowness of the process. The
industry is always at the table when standards are discussed, but the authorities are not necessarily
there. There is a need for further involvement from the authorities in standardisation processes. To
participate in these discussions, very specific knowledge is required. From experience, this is a
barrier which authorities need to mitigate to get involved in the standardisation process.
Standards should be used if they exist. If not, the parties must sit down to find a way to include new
data. When standards are missing or incomplete, ad-hoc standards should be used. There is a need
for procedures for adding new data when needed – e.g. every second month instead for every second
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year. Level A and Level B extensions should be compatible. Level B extensions can be used when
adding new data (as done in NordicWay).
As experienced in the NordicWay pilots, there is a need for continued work on profiles. Profiles of
the stakeholders should be agreed on in a systematic manner, e.g. for information about locations.
There is also a call for standards for meta-data.

3.7

Business models

To find viable business models for the market is a recurring challenge. Critical mass of users is one
of the primary issues: No single service provider has enough users/customers, and critical mass can
be different for different stakeholders. Critical mass of users needs to be further explored: What is
critical mass to whom? Who are the critical mass, and what size is critical for the different services
and suppliers? Identification of users and definition of user needs will be needed to obtain the
necessary number of users.
SRTI services can be launched early, to build infrastructure and critical mass of users, then allow
other services with a goal of automaton. Recruiting enough users of SRTI services will (hopefully)
make the platform interesting enough for other suppliers to build on top of. It will be important to
make sure the platform does not exclude future service opportunities, and theta vendor lock-in is
avoided.
Development of business models must be connected to ecosystems where roles and responsibilities
are defined. Identification of realistic win-win situations may have as much or more to do with roles
and responsibilities, than with money flows.
Issues and rules related to data needs to be resolved, e.g.:
• Who are giving data to the ecosystem, and who is paying for the data?
• Who owns the generated user data, and how can they be used?
Value for money and predictability is crucial for all involved, whether they be public or private: Costs
and benefits for each stakeholder needs to be identified, and acceptable distribution of costs, benefits
and risks need to be agreed on. To help get the system up and running, authorities should consider
taking responsibility for providing Interchange until critical mass, and then withdraw once this is
achieved.
Innovative procurement, aiming at providing the industry the necessary predictability could start with
inviting the industry to deliver a 10-year system. The Nordic NRAs may consider establishing
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common processes for tendering/procurement, with harmonised definitions of needs and minimum
levels of service required, including architecture for bidding, definition of functions and definition of
smallest project. The industry can cooperate/compete, but all contenders are required to deliver on
the same test suite to the entire interchange network.

3.8

Road trip example; Additional requirements and issues

The NordicWay activities have primarily related to the core network, and this was also the starting
point for the discussions of barriers and enablers. The NordicWay2 project will look closer into issues
relating to deployment of C-ITS services on the comprehensive network. To in order to identify
additional issues or new aspects arising from this broadening of network scope, the final session of
the Helsinki workshop was based on an example road-trip across the four involved countries, as
illustrated in Figure 6. The identified issues are candidates for further exploration in NordicWay2.

Mr. Søren Jensen spends his
autumn holidays exploring the
Nordic countries by car. He drives
from Copenhagen, across
Øresund, all along the Swedish
coast, over the Finland border and
further towards Norway, before
heading home.
If Søren is to receive Day-1 C-ITS
services throughout his entire
holidays, what MUST be in place
data-wise, technically, legally and
commercially?

Figure 6: Example Nordic Road-trip

For his Road-trip, Søren needs a continuous cross-border service tailored to his chosen route, which
he can trust with respect to e.g.: service coverage, HMI, message contents and access to all relevant
information along the route.
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Trust in a continuous cross-border service:
Particularly important to Søren is trust in a continuous cross-border service. This involves that
all services are available in all countries: the same bundle of services needs to be available, and
service providers should be able to provide service in all countries. Further, there should be a
continuity of the service when crossing borders. One should therefore find a way to make sure the
end-product is available over borders, with the same content, language and signage in messages.
In this phase of the NordicWay project however, this is an open issue at the final design of the endproduct is yet to come.
Søren also needs continuous access to data. This implies that both national and local (city)
authorities should be included, to ensure interoperability within each country. Additionally, continuous
data depends on data from all private parties that operate along the way, and their willingness to
share and report data is therefore essential Through aggregating data through the interchange, the
service can be tailored to Søren Jensen.
Another precondition are legal agreements on provision of service between Søren and provider of
service. Some important clarifications must therefore be made in the continuation of the NordicWay
project: Where does Søren sign up for the service? Preferably, he would only sign in on place and
avoid not individual agreements with different service providers. One should also clarify who provides
this service. This discussion shows a clear parallel to mobility as a service (MaaS), as everything
needs to be connected.
It is also important for Søren to consult the contract with his mobile operator, and Søren should
anticipate how much data he will use on his trip. This will influence roaming costs and costs of data
use. He should also ensure he is prepared to update maps for unfamiliar roads.
Service coverage:
Another critical issue for Søren is service coverage. The strategic network (of roads and
coverage) does necessarily not match the needs of Søren. Hence, all roads (in the comprehensive
network) should be included to ensure comprehensive service coverage (e.g. Weather warnings in
remote areas).
Tailored service:
As mentioned above, Søren should experience a tailored service. This requires that Søren
communicates intended route of travel. That way, he will not to get all information from the entire
network, but only information that is relevant for the chosen route. Further, he must be able to rely
on that information he needs will be in place, and in delivering the service one must therefore identify
for which places/areas the driver will need information.
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This launches a range of questions regarding maps and positioning: are maps accurate? Are GPS
signals accurate enough and reliable enough to provide an accurate position of the user? This could
be particularly difficult in rural terrain, and is challenging when travelling through the cap of the north.
Other issues relate to dynamic routing: providing Søren an alternative route if there for instance is a
blockage and he is not familiar with potential diversions. If Søren gets lost, there should be a userfriendly way to get back on track.
Other potential dynamic information can relate to ferries (information route schedule, availability),
smart harbours, hazardous locations or stretches (i.e. reindeer warnings) and weather-related
information along the way. Again, coverage is a critical issue, both in terms of cellular coverage and
coverage of i.e. potential hazards.
Interface to user: HMI
In progressing services through the NordicWay interchange, one needs to determine how to present
data from interchange to the driver. Should it for instance be presented as an in-car application, on
an own device etc. One must further discuss how much information should be presented. A
particularly interesting issue here is compatibility between roadside signs and signs shown by the
service, and the use of standard pictograms. DATEX II allows language crossing and has a common
nomenclature. However, service providers can be unwilling to change their use of symbols, and there
could be need for addition text to accompany symbols…?
The information must further be presented in a language that you understand. Søren needs
pronunciation of messages in Danish-friendly way. This is a challenge which requires cross border
cooperation and standardisation (e.g. names of Cities – local language can be hard to understand).
DATEX II could be a good alternative, and it is important to promote language-agnostic services.
Legal aspects and unintended consequences:
A particular challenge for cross-border services are the different traffic rules in different countries.
These must be accounted for in services, i.e. in relation to pedestrians (give way). They could be
communicated to the user when crossing borders, but one must clarify the liability of the user in
cases of misinterpreting local rules and regulations.
Another challenge is what happens if Søren trusts system too much. Over reliability can become a
problem if the system does not have data from entire route, if the service is more reliable in some
areas than others (due to available data or coverage), and if the system does not have any-in data.
An interesting issue is how to show Søren which events/data the messages are based on, and how
to communicate situations where the system has no in-data. Hence, solutions for providing
information about data availability/reliability/quality to the driver must be developed.
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3.9

Roles and actions for NRAs

This section describes the main issues addressed in discussions on what roles and actions national
road authorities (NRAs) should take in progressing the NordicWay Interchange.
The project discussions identified specific data-related areas where NRA's should take active roles:
There is a need for NRAs to be willing to invest and pay to facilitate further deployment activities,
and to accept that there is going to be a risk. For one, facilitating further deployment requires
establishing a single point of data exchange, which may itself save enough money (for NRA) for the
Interchange to be deployed. Secondly, it is important to offer industry long-term infrastructure
contracts etc. (e.g. 10 years). Thirdly, NRA should consider taking the cost of aggregating the data,
because of the potential societal benefits resulting from the services these data allow enable. Final,
NRAs should facilitate cost/benefit analysis, making costs visible and document value for money –
for the NRA and for the society
In order to operate as an active enabler, and to ensure that data are handled properly within the
NRA, there is a need for internal competence building and discussions regarding how to use data in
NRA, and the actual usefulness of data and algorithms.
NRAs can influence the quality of data through standards, and should therefore participate in the
standardization process. This can for instance be achieved through cooperation with C-ITS
Platforms, industry (OEMs) and standardisation groups, where e.g. issues on data quality and quality
of HMI may be addressed.
NRAs should promote the approach "the Nordic Way Interchange" within and outside Europe.
NRAs also play an important role in facilitating interoperability. The NRAs can push/brake in
establishing platforms between users, for instance through creating incentives for sharing data. One
approach could be to create an ecosystem for sharing, i.e. a system that allows actors to cooperate
and compete over services and users, and where being a part of the ecosystem represents a
competitive advantage.
Also central in facilitating interoperability, is promoting the open source model, which allows everyone
to modify raw data. Further, NRAs should deliberate on, define and communicate the needs of the
systems, which is particularly relevant for advancing the interoperability, and the interchange in
general, through innovative procurement. Interoperability with the Interchange could also represent
a requirement in contracts and agreements between road authorities and, for instance,
entrepreneurs. This is essential for critical mass. Such requirements would also reduce system
interactions to a single point of access, which involves cost savings for NRAs and encourages system
providers to adapt.
Deployment Roadmap
NORDICWAY

P–I–R

NordicWay/2017/M12

38/72

As NRAs do not consider it their role to operate and maintain an Interchange over a longer period of
time, commercial actors should bear the long-term responsibility. However, public funding is
considered essential for getting the system up-and-running, and for securing an eco-system that
enables commercial actors to take over. Hence, public authorities should take on the role as facilitator
to build the interchange, whilst encouraging the market to develop services on top of the interchange.
When the Interchange ecosystem is robust, and the market runs the interchange, the NRAs can
minimise their own role.
There are certain issues that must be clarified in facilitating the Interchange, however. Facilitating
the interchange involves dedicating funding and investments under insecurity. It is difficult to define
investment plans, and anticipate investment levels, when there is no permanent service provision.
Hence, longevity is a precondition for establishing a viable solution. Many partners must commit to
long-term service provision in several countries to expand market. This insecurity also involves that
someone must be willing to take a risk for the time it takes to build knowledge and experience, and
many would argue that these risks should fall on public authorities. One approach could be to use
public funding in the early phase of establishing the interchange, until (Day 1 safety related) services
are up and running. Access to the NordicWay Interchange's ecosystem could then be sold to
interested parties or included in contracts and agreements between the NRAs and their contractors.
However, this requires a certain level of risk and investment willingness on the side of the e NRAs,
but also willingness to pay and provide capital (and data) on the side of for instance OEMs.
As briefly stated above, knowledge building in NRAs is essential for progressing the NordicWay
Interchange further. This is crucial for identifying costs and benefits, for risk management and for
identifying win-win situations that balance cooperation and competition in the NordicWay Interchange
ecosystem.
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4

Potential benefits to stakeholders, and how to secure them

Through survey and workshop, the NordicWay partners have discussed the following questions:
• How do road users/road authorities/commercial actors benefit from C-ITS services over the
mobile network?
• What must be in place to ensure benefit to these groups?
• Who must be involved/responsible to ensure benefit to these groups?

An important common benefit is that of an improved shared situational awareness and a
common operational picture which enables better coordination of activities of the various actors
(car drivers, traffic managers, first responders, etc.).
To ensure realisation of benefits, mobile network coverage and seamless cross-border
functionality, access to and willingness to share data, as well as business models and rules of
engagement must all be in place in order to establish a viable eco-system for deployment of CITS services over the mobile network.

4.1

Road Users

Figure 7: Survey response: Potential benefits for Road Users

According to the NordicWay project team's responses to the online survey, the most likely benefit
from SRTI services road users will experience, is a lower risk of accidents (Figure 7). This was also
confirmed by workshop discussion.
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Improved traffic safety is a result of better situation awareness, with more informed and less stressed
drivers. It could also result from improved road maintenance, but along with improved network
efficiency, improve maintenance primary serves to improve driver comfort.
Several factors must be in place to ensure potential benefits to road users. For one, coverage
is essential. this refers both to the coverage of the mobile network, as well as the coverage
(penetration) of the C-ITS service. Coverage is also inherently related to cross-border
functionality. Secondly, high quality information is important. This implies high quality in
communication, in prioritising C-ITS services in the mobile network, and appropriate HMI. HMI
is also crucial for achieving user acceptance, and thus use of C-ITS services. Thirdly, benefits
to users highly relates to device interoperability, i.e. open interoperability between vehicles,
infrastructures, personal devices (mobile phones) etc. Finally, reaping all the benefits from
C-ITS services over the mobile network depends on establishing a functional interchange
with a feasible business models which encourages data sharing and service provision.
As described above, national road authorities (NRAs) must be involved in getting Day-1 services
up and running. Commercial actors are expected to play a larger role in later services, with add-on
serves through the Interchange. Finally, recruiting users and promoting use is essential for exceeding
critical mass and sufficient penetration rates.

4.2

Road Authorities

The survey showed that the most prominent benefits to road authorities is more data and data of
higher quality. Further, reaching transport policy goals for improved traffic safety is also prominent.
Cost-efficient data collection is considered a likely benefit among more than 80 % of respondents.

Figure 8: Survey response: Potential benefits for Road Authorities
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This was also a central topic in workshop discussions. The NordicWay Interchange
represents a new approach to ensuring cost control. Using cellular communication is
beneficial because it is a mature technology with lower risk, and can be used to serve a
multitude of purposes. Particularly, it requires shared (not dedicated) infrastructures, which
significantly reduces investment costs.
Another important benefit for road authorities is access to data. Cellular technology allows
for scouting more remote areas of the transport network, and allows road authorities to learn
more about the status on rural networks. This implies improved network management: through
providing information on the state-of-the road network cellular services can provide useful input on
maintenance needs and challenges.
When not relying on sensor, traffic data will also be more accessible, and easy access to data
from the larger transport network also enable road authorities to perform more effective and
efficient traffic management. For instance, traffic management can be improved through
connecting vehicles which enables relaying information to and from traffic management centrals. CITS services over the cellular network are expected to provide traffic management with information
which allows more proactive and effective traffic management. Examples include traffic forecasts
and road recommendations. One of the reasons behind potential improvements in traffic
managements in greater information granularity, which allows for targeted traffic management and
efficient dissemination of information.
Road authorities also find a potential benefit in the opportunity of adapting Day-1 services to local
needs and conditions. For instance, shockwave-functionality can be adapted to disallow more than
one HDV in a tunnel. Such adaptation enables road authorities to achieve goals related to traffic
flow, congestions, reduced emissions etc.
Several factors must be in place to ensure potential benefits to road authorities. For one, road
authorities will need access to data, not only safety-related data also traffic management data.
Road authorities must therefore deliberate on 1) how to get access to data? 2) when do they need
the data from commercial data providers, 3) are data real-time? and 4) are data exact enough to be
used for safety related purposes?
The last issue is particularly important as road authorities rely on passing on probability information,
for instance about
It is also important that the NRAs themselves define approaches for incorporating traffic management
into their projects. Currently there is not much active traffic management, which requires strategic
management data. Another issue which must be resolved, is who should be allowed to prioritise in
the transport system.
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In anticipation of large investments in fibre optics and digital infrastructure, there is also a need to
upgrade backbone systems.
Both public and commercial actors must be involved to achieve realise potential benefits. NRA must
cooperate with OEMs in order to receive reports on infrastructure and system status. OEMs can
provide information on how vehicles experience the infrastructure, both in terms of physical roads
and cellular infrastructure (coverage). A potential problem here is that the most challenging roads
also are the least accessible ones.
Further, NRAs must be involved with platform providers (i.e. Apple, Google.) in order to clarify access
to data. The same applies for core business actors such as Tomtom and Inrix. Finally, mobile network
providers are essential.

4.3

Commercial actors

The survey shows the most prominent benefit to commercial actors to be more and better quality
data available, and the interchange as a basis for new products and services.

Figure 9: Survey response: Potential benefits for commercial actors

This relates to the potential benefits identifies in the workshop as well. Primarily, the
interchange represents a commercial opportunity for making money through establishing
new services and developing existing ones.
Two issues in particular must be in place to realising potential profits. For one, sufficient demand
and a critical mass of users is a prerequisite for making profit. Secondly, certain interchange

Deployment Roadmap
NORDICWAY

P–I–R

NordicWay/2017/M12

43/72

mechanisms which enable service must be in place. These include appropriate infrastructure and
info-structure, rules of engagement, business models and willingness and trust.
Realising this potential depends on the involvement of both public and commercial actors: NRAs,
mobile network providers/operators, data providers (users or other sources), commercial actors,
service users.
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5

C-ITS Platform recommendations

5.1

Introduction

This section provides comments to the C-ITS Platform Final report (phase I) (European Commission,
2016) WP recommendations within the scope of the NordicWay project. The comments are based
on experience from the beneficiaries of the NordicWay project. Issues outside the scope of the
NordicWay project are not commented upon, except where these aspects will be part of the
NordicWay2 project.
Table 6: C-ITS Platform WG recommendations commented by the Nordic Way project

C-ITS Platform WG

Comments

WG1 - Cost Benefit Analysis
WG2 – Business Cases

In section 5.2.
NordicWay2: Business model for the Interchange, not
for the individual devices and services
No further input from NordicWay.
In section 5.3.
In section 5.4.
In section 5.5.
In section 5.6.
In section 5.7.
In section 5.6.
No further input from NordicWay.

WG 3 – Legal issues
WG4 – Data protection and Privacy
WG5 – Security and Certification
WG6 – Technical Issues
WG7 - Standardisation
WG8 – Public Acceptance
WG9 – Implementation Issues
WG10 – International Cooperation

The C-ITS Platform phase II Final report (European Commission, 2017) provides updated
recommendations, including clarification of the role of hybrid communication in C-ITS. References to
this work is included in the relevant sections of the following. The continued relevance of the
recommendations given in the Phase I Final report, and commented upon here, is confirmed in
section 9.5.3 in the Phase II Final report:
« All existing connectivity recommendations from Phase I of the platform remain
valid, in other words automated vehicles shall make use of a hybrid
communication strategy, which includes both short-range and long-range
9
communication technologies . The hybrid communication strategy is important
for the timely availability of information, which for interoperability reasons

9

see COM (2016)766: a European Strategy on C-ITS
(https://ec.europa.eu/energy/sites/ener/files/documents/1_en_act_part1_v5.pdf)
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necessitates open, standard interfaces. Additionally, mechanisms need to be in
place to ensure trust and in this respect a crucial milestone was met by the CITS platform in June 2017 with the agreement on the first version of the
common certificate policy by all involved public and private actors. »

5.2
5.2.1

WG1 on CBA
WG1 RECOMMENDATION 1 ON BCR AND MASTER PLAN

C-ITS Platform:
« When deployed pan-European C-ITS services are cost effective with a Benefit
Cost Ratio of up to 3 to 1 based on cumulative costs and benefits to 2030.
However significant benefits will only start to accumulate between 5 and 10
years after initial investments, depending on deployment scenario and uptake
rates. It is therefore strongly recommended to actively guide the deployment of
C-ITS through a Master Plan with clear goals, objectives and actions. »
NordicWay experience and comments:
This Benefit Cost Ratio (BCR) builds on the prerequisite that the services are communicated via CITS stations. NordicWay makes use of existing infrastructure, which gives a different (higher) BCR.

5.2.2

WG1 RECOMMENDATION 2 ON LIST OF C-ITS USE CASES

C-ITS Platform:
« The established list of Day 1 (and beyond) services is key to guiding C-ITS
funding and deployment initiatives, ensuring interoperability and continuity of
services and maximising the Europe-wide uptake of C-ITS. It is therefore
strongly recommended that use of this list – which is supported by all WG1
members and endorsed by the wider C-ITS community in the plenary sessions
– is taken up by all public and private C-ITS stakeholders, though it might not
necessarily happen in the same time frame. To support this it is also
recommended that coordination of future deployment activities, both EC and
MS funded, is based on this list which should be an integral part of the EC
Master Plan. The Working Group also recommends regularly updating the list
as new services are developed and deemed mature for deployment. »
NordicWay experience and comments:
Although we support the recommendation that the list of Day 1 (and beyond) services is taken up by
all C-ITS stakeholders, we do not fully agree that future deployment activities are to be based solely
on this list. Safety related services should be prioritised, and local additions, exclusions and
adaptations of services should be catered for.
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5.2.3

WG1 RECOMMENDATION 3 ON DEPLOYMENT OF SERVICES

C-ITS Platform:
« There is clear difference in the nature of Costs and Benefits of C-ITS services.
The majority of costs are essentially service independent. This means there is
little variation in costs in all scenarios (even when comparing scenario A to E,
see Table 7) and in the long term more or less equal to the cost of connecting
all vehicles and all relevant stretches of road and installing all required
management infrastructure. The benefits however increase with each service
deployed and it is therefore recommended to deploy as many services as soon
as possible (e.g. deploy all V2V safety related services as a single bundle rather
than separately). Furthermore, deployment should be such that adding new
services is straightforward and does not require significant hardware changes.
This recommendation is rather characteristic for introduction of new technology
and not following it would negatively impact the Benefit Cost Ratio. »
NordicWay experience and comments:
The statement that the majority of the costs are essentially service independent builds on the
assumption that the services are provided via ITS-G5. For services being provided over the mobile
network, the costs of data traffic will be service dependent, and will have to be carried by either
service provider or service user - or a third party, e.g. a national authority.
We support the statement that the benefits increase with each service deployed. We however have
reservations regarding the recommendation to deploy as many services as soon as possible. Before
deployment, all new services have to be thoroughly tested with respect to e.g. information formats
and routines for updates, as well as cross-border functionality.

5.2.4

WG1 RECOMMENDATION 4 ON DEPLOYMENT SPEED

C-ITS Platform:
« Faster deployment leads to earlier initial investments (though not necessarily
higher overall) but also to faster break-even and higher overall benefits. This
can largely be attributed to the fact that many impacts depend on sufficient
uptake. Hence slow uptake rates would therefore lead to relatively long periods
with little benefits. It is thus recommended to align all actors (this includes
amongst others vehicle OEMs, aftermarket device manufacturers, infrastructure
owners, telecoms and C-ITS service providers) and investments so as to push
for a very strong, simultaneous and fast uptake, where mass deployment could
start as soon as 2018. The continuation of the C-ITS platform alongside the
corridor approach could play an important role in this alignment. »
Deployment Roadmap
NORDICWAY

P–I–R

NordicWay/2017/M12

47/72

NordicWay experience and comments:
In line with the NordicWay comment to WG1 Recommendation 3, the advice from the NordicWay
project partners is to start with a small number of well tested safety-related services, and gradually
expand the number of services in a stepwise fashion. Through such a process, identification of
obstacles and enabling factors (recommended Follow-up Action by the WG1) can be an integrated
part of the activities, providing insight which can be utilised in the deployment of new services.

5.2.5

WG1 RECOMMENDATION 5 ON HYBRID COMMUNICATION

C-ITS Platform:
« Though many uncertainties related to using existing cellular networks for CITS services remain (including coping with latency-critical services, lack of
understanding of future business models or roaming issues, effect on individual
service impacts, etc.), analysis shows the benefits associated with the much
increased coverage easily outweigh the extra data cost despite these costs
being estimated higher than the investment cost for roadside units (the latter of
course on selected roads only). In line with work carried out by WG6 (on
frequencies and hybrid communications) the recommendation is to solve the
open questions related to hybrid communications and reap the benefits
associated with the coverage provided by existing cellular communication
infrastructure. »
C-ITS Platform Phase II:
The role of hybrid communication for C-ITS has been further commented in the recent Final report
from the C-ITS Platform Phase II (European commission, 2017):
« Hybrid communication, making use of complementary communication
technologies for C-ITS use cases, has been one of the key principles for
European C-ITS deployment, endorsed in the first phase of the C-ITS platform,
as well as communicated by the Commission in its C-ITS strategy COM (2016)
766 for C-ITS deployment in Europe. European C-ITS deployment initiatives,
notably all initiatives united in the C-ROADS Platform3, are already deploying
based on this hybrid communication approach.
Only one meeting of the Working Group on Hybrid Communication has been
conducted in the second phase of the C-ITS platform – hence no particular
recommendations are formulated in this report. »
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NordicWay experience and comments:
C-ITS Services using hybrid communications with cellular technology have been successfully piloted
in the NordicWay project. NordicWay2 pilots will provide evidence on data volumes related to the
services demonstrated. This will be valuable input for considerations of relevant business models.

5.2.6

WG1 RECOMMENDATION 6 ON INTEROPERABILITY

C-ITS Platform:
« Though many standards have been developed already, and further work is
ongoing, practical implementations still encounter interoperability issues.
However C-ITS largely depends on network effects to achieve long-term
societal benefits at EU level, it is thus recommended that the interoperability
issue is closely monitored, coordinated and addressed to achieve the critical
mass required. This includes geographical interoperability and backwards
compatibility. Lessons learned from Field Operational Tests and from pilot
deployment projects should function as feedback loops and evolve into
implementation guidelines to complement standards. All new initiatives should
contribute to and follow these implementation guidelines. »
NordicWay experience and comments:
Through the pilot activities, the NordicWay project has experienced challenges related to the DATEX
II standard and the ITS-G5 standard. There is a need for profiling, especially of the DATEX II
standard, to ensure interoperability. Experience with ITS-G5 in the Norwegian weigh-in-motion test
shows that there is a need for adding new types of messages in the standard, e.g. real vehicle weight
info.
We can also see that many services are quite similar from a functional point of view. Day 1 and Day
1.5 services should be grouped into clusters of services with common functionality, as there are risks
in further detailing DATEX II profiles for each service without ensuring that functionally similar
services are described in similar ways. This will be increasingly important as new services are added,
and facilitate implementation of new services.

5.2.7

WG1 RECOMMENDATION 7 ON INVESTMENT DECISIONS

C-ITS Platform:
« Main investment decisions lie with end-users and road authorities but benefits
are both largely societal (as opposed to individual) and not achieved in the
short-term. It is therefore recommended –in line with WG8 on Public
Acceptance –that strong and clear messages, targeting amongst others
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politicians, investors, decision makers and the general public, should be
prepared to secure these vital investments.
•

•

Implement all necessary measures to explain the added value of C-ITS
services to future C-ITS users (and the general public at large) as they will
take up the bulk of investments in the form of in-vehicle or aftermarket CITS communication modules and/or devices.
Compared with the equipment cost for connecting vehicles the
infrastructure investment cost may appear relatively small, however this
does not guarantee road authorities will easily find and free the budgets
required for the support of C-ITS services. To support their investment
decisions, more detailed work and CBA analysis at local/regional/sectorial
level is required, providing them with the necessary arguments for justifying
allocation of budgets. »

NordicWay experience and comments:
These recommendations assume C-ITS services to be deployed via ITS-G5 requiring C-ITS stations.
For deployment of C-ITS services over the Mobile Network, the National Road Authorities (NRAs)
need to cooperate with Mobile operators, OEMs and external service providers in order to find viable
business models for data traffic related to the services being deployed.

5.3
5.3.1

WG4 on Data protection and Privacy
WG4 RECOMMENDATIONS ON LEGAL BASIS

C-ITS Platform:
« Given that CAM/DENM messages are considered personal data and based
on the analysis carried out on the legal basis to process such data, the WG 4
strongly recommends implementing the principle of "informed consent" (by
providing the vehicles with ad-hoc technologies allowing to attach "consent
markers" to personal data). This should ideally require a standardization effort
to set out consent protocols rich enough to differentiate the applications. »
NordicWay experience and comments:
NordicWay recommend Informed consent as a principle. The NordicWay project has focussed on
Services over the mobile network, and for these, consents have to be administered by the OEMs or
external service providers – not the authorities.
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C-ITS Platform:
« C-ITS applications based on "vital or public interest" can process data without
drivers explicit consent, provided that:
•
•
•

conformance with "vital or public interest" with C-ITS road safety and traffic
management applications objectives is assessed on a case by case basis;
the legal framework and the set of applications falling within the "vital or
public interest" category are strictly defined;
data collected under these conditions are not further processed or repurposed beyond that category of applications. »

NordicWay experience and comments:
Emergency stop at the roadside could be an example of an application with "vital or public interest".
Broadcasting this type of information may have unwanted safety consequences for the road user in
question, as broadcasting information about position may make him/her a potential target for pirates.
Security relating to this type of service is probably a bigger issue with ITS-G5 than with cellular
communication, e.g. related to CAMs, as cellular communication provides an option to protect the
sender. This can e.g. be done by routing the message directly to the TMC via the NordicWay
Interchange.

C-ITS Platform:
« A detailed information awareness campaign is needed to inform drivers on the
negative consequences of disabling the broadcast, in terms of decreased road
safety and possible absence of incoming messages, and on the efficiency of the
privacy protection offered by consent markers and security provisions. »
NordicWay experience and comments:
It is more important to build trust than awareness. Once a service is proven to provide valid and
relevant support in a reliable, safe and secure manner, the awareness among the end users will
come as a result.

C-ITS Platform:
« WG4 strongly recommends implementing mitigation measures, such as those
in the field of security, that will contribute to lowering down the impact of C-ITS
on privacy and data protection and consider measures that can prevent abuse
or misuse of personal data. »
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NordicWay experience and comments:
In NordicWay this has been implemented by aiming at Privacy by Design, avoiding to communicate
any personal data via the Interchange. This is easier to achieve for mobile networks than ITS-G5
communication, as the information is not broadcasted publicly when using the mobile network.

5.3.2

WG4 RECOMMENDATIONS ON TECHNICAL ASPECTS

C-ITS Platform:
« It is recommended to foster the principle of ‘Privacy by Design’ and develop
systems flexible enough to guarantee full control of personal data by the data
subject. This may call for concepts as described in this document, with ‘consent
markers’ attached to CAM and DENM messages, and with the use of Human
Machine Interfaces (HMI) to inform drivers. »
NordicWay experience and comments:
Consent markers with CAM and DENM messages were included in the Finnish NW Pilot. NordicWay
architecture with the interchange network has already privacy by design. CAM messaging has an
inbuilt privacy problem, which needs to be addressed specifically.

C-ITS Platform:
« CAM/DENM messages can be transformed into “anonymized data” at the
moment of broadcasting, provided that additional technological, operational,
organizational and legislative measures are taken. Implementation of security
measures supporting anonymization are strongly recommended, notably
measures guaranteeing short lifetime for temporary certificates (typical less
than one 1 hour or even shorter), combined with a prohibition to keep any
record correlating temporary certificates with vehicle certificates. The work
carried out in the context of WG5 of the C-ITS platform on a common certificate
policy in Europe is therefore of considerable importance. »
NordicWay experience and comments:
Lykkja, Evensen and Søråsen (2016) describes a simple method for re-identification of CAM. This
illustrates that the ITS-G5 communication has some additional security challenges compared to
cellular communication. However, for critical "very low latency" applications (<100ms), cellular
communication may not be a viable alternative to the ITS-G5 communication.
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C-ITS Platform:
« Certificate Authorities and Vehicle Manufacturers involved in any European CITS Public Key Infrastructure schemes, should be bound by technical,
organizational and legal measures to ensure that:
•
•
•
•
•

only information required to generate certificates is exchanged;
the lifetime of the temporary certificates, taking into account overall cost
and complexity, is minimized;
the retention period of transaction logs at Certificate Authorities, having
regard to the purpose of retaining these logs, is minimized;
the Certificate Revocation Lists (CRL’s) are kept for a minimum period of
time, at all levels, for all authorities and all C-ITS units;
observed CAM and DENM messages and invalidated Temporary
Certificates are not stored and retained in vehicles. »

NordicWay experience and comments:
The use of certificates will be explored further in the NordicWay2 project. For services using the
cellular network, this will include aspects relating to roles and responsibilities for issuing certificates.
Communication between the vehicle and the Interchange (cloud) is handled by the OEMs and service
providers.

5.3.3

WG4 RECOMMENDATIONS ON ORGANISATIONAL ASPECTS

C-ITS Platform:
« It is recommended to increase awareness of drivers (data subjects) on their
ability to manage their personal data in this C-ITS context (see results of WG8
on public acceptance). »
NordicWay experience and comments:
The NordicWay project finds that this is an issue to be resolved between the end user and the
OEMs/service providers, as done in the Finnish and Norwegian NordicWay pilots.

5.4
5.4.1

WG5 on Security and Certification
WG5 RECOMMENDATIONS ON TRUST MODELS FOR C-ITS

WG5 has several recommendations in relation to trust models for C-ITS. For NordicWay, the most
important issue is to ensure support for cellular hybrid communication in the C-ITS Trust models. In
NordicWay, trust issues were handled manually, based on existing standards (Transport Layer
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Security - TLS). Nordic Way2 will continue to make use of existing standards e.g. within the domains
of security and identification.

C-ITS Platform:
« (7) A time plan for the design and deployment of the EU wide C-ITS trust
model with the most significant milestones (e.g. identification of the CAs or
definition of the certificate policies) should be drafted. The experience from the
EU C-ITS corridor deployment initiatives, standardisation activities and pilot
projects should be taken in consideration in the drafting of the time plan. The
time plan should include at least the following milestones:
•
•
•
•
•

Definition of the Certificate Policy, Certification Practice Statement and
Security Policy
Identification and design of the PKI
Definition of the distribution channels for the certificates
Definition of the compliance assessment process
Definition of the financing scheme»

NordicWay experience and comments:
These milestones should be included in the NordicWay2 tests of existing standards to achieve a CITS Trust model. Relevant findings and experience from this activity will be fed back to the
appropriate EU activities.

5.4.2

WG5 RECOMMENDATIONS ON REVOCATION OF TRUST FOR C-ITS

C-ITS Platform:
« (4) Further work needs to be done in the following area:
A common set of selected countermeasures related to the stakeholder’s
positions in this report needs to be defined for the E-SCMS operation.
•

•

•

Definition of the formats, size and delivery mechanisms of the CRL
(Certificate Revocation List) are urgently needed, e.g. through
standardization of the design of CRL.
Organization framework for the misbehaviour detection and subsequent
revocation of trust is needed. In addition, research into advanced
misbehaviour detection is needed.
Legal implications of revocation of trust need to be further analysed for
operation.
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•

Analysis of responsibilities in the multi-application/domain setting on C-ITS
stations. »

NordicWay experience and comments:
In the hybrid/cellular communication model, certificates are largely handled by the OEMs and service
providers. Certificates for the Interchange (cloud) are handled by national bodies in the respective
countries. Relevant findings and experience from NordicWay2 within this field will be fed back to the
appropriate EU activities.

5.4.3

WG5 RECOMMENDATIONS ON COMPLIANCE ASSESSMENT IN C-ITS

C-ITS Platform:
« The analysis conducted in the compliance assessment (WG5 - ANNEX 4)
identified the following recommendations:
(1) to pursue a compliance assessment process for C-ITS as proposed and
described in WG5 - ANNEX 4 for Day 1 deployment of C-ITS. During
implementation of this process, at least the identified risks and challenges of the
report have to be further analysed and discussed with the involved stakeholders
in order to ensure a well-functioning C-ITS compliance assessment process.
For the definition of the details of this process the main stakeholders in the CITS deployment, e.g. public authorities and road operators, vehicle
manufacturers and C-ITS station suppliers and C-ITS station operators, should
be directly involved to define the necessary next steps together.
(2) On the basis of the first recommendation, the central entities described in
WG5 - ANNEX 4 should be selected at European level. For example, a
governing body must be established which is in charge of defining the C-ITS
Station requirements to both realise those technical aspects and meet the
stakeholders’ needs. Further a compliance assessment authority, which
administers the compliance assessment criteria and the timing for the
applicability, should be defined.
(3) Need for Legal Certainty: The need for an appropriate legislative framework
(e.g., new EU delegated acts or the identification of the amendments to the
existing EU regulatory framework) needs to be analysed.
(4) The financing scheme needs to be discussed to identify which parties will
support or contribute to the financing scheme to support the compliance
assessment process.
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(5) A time-plan to endorse the compliance assessment process should be
defined. It is important that the first set of C-ITS compliance assessment criteria
is available at least 18 months before start of operation of C-ITS (an envisaged
goal for the first version of the C-ITS compliance assessment criteria would be
in 2017). This time-plan should define the main milestones and dependencies
among the different tasks. »
NordicWay experience and comments:
These recommendations relate to ITS-G5-based services. Within NordicWay2, plans are to study a
federation of Interchange nodes (clouds). For this, there is a need to consider compliance issues, to
ensure compatibility across the Interchange networks. The purpose of this is to ensure that safetyrelated messages are communicated in a consistent manner, irrespective of the Interchange provider
involved.

5.5
5.5.1

WG6 on Technical Issues
WG6 GUIDING PRINCIPLES FOR GRANTING ACCESS TO IN-VEHICLE DATA AND
RESOURCES

C-ITS Platform:
« (a) Data provision conditions: Consent
The data subject (owner of the vehicle and/or through the use of the vehicle or
nomadic devices) decides if data can be provided and to whom, including the
concrete purpose for the use of the data (and hence for the identified service).
There is always an opt-out option for end customers and data subjects. This is
without prejudice to requirements of regulatory applications. »
NordicWay experience and comments:
The NordicWay project has adhered to this principle.

C-ITS Platform:
« (b) Fair and undistorted competition
Subject to prior consent of the data subject, all service providers should be in an
equal, fair, reasonable and non-discriminatory position to offer services to the
data subject. »
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NordicWay experience and comments:
The Interchange is neutral, and accessible for all service providers. As mentioned, in NordicWay2,
plans are to study a federation of Interchange nodes. This means that service providers can build
their own interchange, and become part of the interchange network.

C-ITS Platform:
« (c) Data privacy and data protection
There is a need for the data subject to have its vehicle and movement data
protected for privacy reasons, and in the case of companies, for competition
and/or security reasons. »
NordicWay experience and comments:
Within the NordicWay context, this should be handled in an agreement between each OEM or
Service provider and its customers.

C-ITS Platform:
« (d) Tamper-proof access and liability
Services making use of in-vehicle data and resources should not endanger the
proper safe and secure functioning of the vehicles. In addition, the access to
vehicle data and resources shall not impact the liability of vehicle manufacturers
regarding the use of the vehicle. »
NordicWay experience and comments:
In NordicWay, CAM data has been available via dongle in the Swedish and Norwegian pilots. This
issue was mitigated by leaving the operation of this to the respective OEMs.

C-ITS Platform:
« (e) Data economy
With the caveat that data protection provisions or specific technologic
prescriptions are respected, standardised access favours interoperability
between different applications, notably regulatory key applications, and
facilitates the common use of same vehicle data and resources. »
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NordicWay experience and comments:
This has been a premise for the Interchange, which has been established for sharing safety-related
data through Open Access.

C-ITS Platform:
« The three technical solutions that have been identified for this access to invehicle data and resources are the following:
•

Two inside the vehicle:
o

o

the On-board application platform (allowing the unified deployment of
certified applications and their subsequent execution directly in the
vehicle, including access to the in-vehicle resources to host
applications and to display these applications on the vehicle’s HMI to
allow the customer to select and implement them)
the In-vehicle interface (allowing the connection to the vehicle of
external devices)

Both solutions support real-time applications.
•

One outside the vehicle:
o

the Data server platform, an external data server where relevant
vehicle data are transferred to and made available to service
providers. Contrary to the two inside the vehicle solution, it does not
allow for all real-time applications. »

NordicWay experience and comments:
These solutions have been part of the NordicWay pilots:
• The in-vehicle solutions were operated by the OEMs, providing the project with a subset of data
for the respective pilots.
• The NordicWay Interchange works like a Data server platform (outside the vehicle). Tests in
Finland show that the Interchange can be used for real-time applications. For applications
requiring less than 100 ms latency, the interchange is not suitable, but for other, less timesensitive real-time applications (e.g. slippery road warnings), it represents a viable alternative to
ITS-G5 communication.
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5.5.2

WG6 HYBRID COMMUNICATIONS

C-ITS Platform:
« Cellular Communication - Ensuring coverage across the road network
To ensure the possibility to disseminate C-ITS related information to all
transportation users, and because road authorities will not always equip all
roads with short-range communications, it is envisioned to stimulate the
coverage of cellular communications to support connected & automated driving.
It is therefore advised to consider geographical coverage obligations to
complement existing population coverage requirements. »
C-ITS Platform Phase II:
The Phase II Final report (Section 9.1) includes examples of measures that could be envisaged for
the digital infrastructure, including:
« The digital infrastructure is composed of data bases and geographical data as
well as the related back-office functions. It contains both static and dynamic
data and connects and interacts with vehicles through hybrid communication
equipment incorporating at least short-range and long-range communication
systems. Continuous improvement of cellular coverage for long range
communication and deployment of short range communication infrastructure
along motorways and urban environments supports tactical and strategic
information exchange (e.g. safety and automation related applications) such as:
•

Two-way real-time exchange of traffic safety or traffic efficiency related
warnings (hazardous situations such as end of traffic jam, dangerous
weather conditions, etc.) between vehicles and infrastructure (meaning
detection of the hazardous situation and generation of the warning
message can come from both).

NordicWay experience and comments:
Coverage of cellular communication has been tested in the NordicWay project. Hybrid/cellular
communication can provide the road users with seamless services from door to door without requiring
major public investments. While NordicWay pilots have focussed on SRTI services in the NordicWay
Corridor, which is part of the core network, the NordicWay2 project will look into cellular coverage on
the comprehensive network. This will give a more in-depth picture of the readiness for automation
and door-to-door-capabilities of the hybrid/cellular communication for C-ITS.
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5.5.3

WG6 GUIDING PRINCIPLES FOR GRANTING ACCESS TO IN-VEHICLE DATA AND
RESOURCES

C-ITS Platform:
«3. The Working Group recommends exploiting the advantages of all
communication technologies proposed for C-ITS services, meaning said
services needing to be communication-layer agnostic. Such an approach would
allow benefiting from the complementarity of current and future competing
technologies, the working group therefore recommends including adequate
migration strategies. »
NordicWay experience and comments:
The NordicWay supports the inclusion of all long-range communication standards in the definition of
Hybrid hybrid/cellular communication.

C-ITS Platform:
«4. The Working Group, in line with WG1 on Cost Benefit Analysis,
recommends solving the various outstanding issues with the use of cellular
communications for C-ITS services in order to gain access to the wide coverage
offered by existing infrastructure, leading to faster uptake of C-ITS services. »
NordicWay experience and comments:
As mentioned above, coverage of cellular communication has been tested in the NordicWay project.
For the NRAs, hybrid/cellular communication represents a more compelling alternative than ITS-G5
for providing safety-related C-ITS services covering the entire national networks.

C-ITS Platform:
«6. Regulatory requirements have led to the integration of multiple different
equipment on-board both passenger and commercial vehicles. These tend to
use different radios/frequencies. The Working Group recommends studying how
these different regulatory requirements could be more effectively met. This
could reduce the amount of radios used, hence reduce the amount of hardware
needing to be integrated and reduce the risk of interference between the
different radios. »
NordicWay experience and comments:
The NordicWay project has mitigated these issues by using the mobile network for communication.
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5.6

WG7 on Standardisation

C-ITS Platform:
« Within the C-ITS Platform a horizontal overall discussion took place on the
general needs regarding the topic C-ITS standardisation from a deployment
perspective. The following key items have been identified:
•
•
•

The need for elaboration of test standards
The need for profiling of standards to ensure interoperability in
implementation
The need for proper maintenance of standards due to implementation
needs »

NordicWay experience and comments:
NordicWay is based on cellular and MN-IT standards. In general, standards to be applied must be
validated against real life-experiences, and profiles developed. Pilots and demonstrations provide
opportunities for such validation.
Demonstrations conducted in the NordicWay project have identified needs for profiling of standards:
• Within the DATEX II standard, there is a need to further refine specific topics such as description
of location

5.7

WG8 on Public acceptance

C-ITS Platform:
« Infrastructure owners – the assumption is that this is largely public sector
focussed (albeit some bridges, toll roads and tunnels are privately operated,
and probably ahead of the game on ITS already). Key messaging needs to be
on education about benefits, but also reassurance that they will not invest in
technologies that are outdated and obsolete within a few years, but which are
capable of future technology updates. »
NordicWay experience and comments:
Large- scale piloting is a tool for building knowledge and competence within the NRAs about the
capabilities and limitations of C-ITS solutions. Hybrid/cellular communication provides the
infrastructure owners with an alternative which requires low investment costs for them, allowing them
to concentrate on providing data for the services to be deployed.
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C-ITS Platform:
« General Public - Citizens in general should be concerned about the societal
cost of road accidents and fatalities and the justifiable investments in
technologies that aim to reduce it. Vulnerable Road Users could gain as
connected vehicles bring in a real leap in road safety, reduced air pollution and
less congestion through better traffic management. »
NordicWay experience and comments:
The Finnish NordicWay pilot offers evidence that public acceptance of C-ITS services can be
achieved with low(er) costs, using hybrid/cellular communication to deploy the SRTI messages
(Bjerkan, 2017).
OEMs are not mentioned among the core stakeholder groups. In order to ensure public acceptance,
they are vital, as they manage the HMI and many trust-related issues with the general public.

5.8
5.8.1

WG9 on Implementation issues
NON-EQUIPPED USERS

C-ITS Platform:
« agreed upon: ….
•

Consider a retrofitting strategy, possibly based on nomadic devices, as a
possible way of accelerating the deployment of critical safety systems, thus
reducing the challenge of non-equipped users. »

NordicWay experience and comments:
The Swedish pilot included retrofitting roadworks warning-vehicles with Truck Mounted Attenuators
(TMAs) with ITS-G5 equipment and cellular devices. This type of activities (RWW) are within the
domains of the NRAs, and they can therefore give requirements for retrofitting of vehicles used for
road maintenance purposes. Equipped vehicles provide automatically generated data with consistent
quality, which makes it attractive for the OEMs to use in their systems, and which also provides the
NRAs with valuable information about maintenance activities.
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C-ITS Platform:
« agreed upon: ….
•

Promote the sharing of safety-relevant information between, on the one
hand infrastructure-based or equipped users and, on the other hand, nonequipped users, on the basis of nomadic devices or infrastructure based
systems »

NordicWay experience and comments:
NordicWay has demonstrated this through the pilots.

5.8.2

OTHER IMPLEMENTATION ISSUES

C-ITS Platform:
« Building upon the stakeholder experience
1. The first clear recommendation from the analysis of the stakeholder’s
experience, is the need to use harmonised standards that ensure
interoperability, and continuity of services through national borders. WG9
members stress the importance to keep in mind this guiding principle when
developing the roadmap for the deployment of C-ITS in the EU. »
NordicWay experience and comments:
This recommendation is very much in line with the views and experience of the NordicWay project.

C-ITS Platform:
« Which standards are available and what is missing?
2. "Profiling of standards" is a field on which there seems to be a substantial
work to be undertaken. Unfortunately, time did not allow making sufficient
progress into mapping the issue and future actions to be undertaken. WG9
recommends the Commission to continue exploring this area, in order to have a
good understanding, and when appropriate transfer the issues identified to the
appropriate technical WGs. »
NordicWay experience and comments:
This is strongly supported by findings from the NordicWay project.
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C-ITS Platform:
« The "Hybrid" Issue
In view of the upcoming phase of the C-ITS Platform, WG9 recommends:
To elaborate on potential needs / lacks emerging from the "hybrid issue",
including the organisational side of C-ITS. More concretely, consider organising
some specific meetings where both technical experts and people involved in
implementation issues could share their views, and help progressing in view to
develop practical tools such as investment guidelines for cities in relation to
which communication types are the best suited depending on the needs to be
fulfilled through C-ITS applications. »
NordicWay experience and comments:
Hybrid cellular communications is to a large degree building on existing standards, and is thus more
regulated than the ITS-G5 communication. This leaves fewer unsolved issues for Hybrid cellular
communications than for ITS-G5 communications.
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6

Conclusions

The NordicWay Roadmap builds on experience from the NordicWay pilot activities and partner
expertise. The Roadmap does not have the ambition to indicate a clearly defined road forward, with
specified milestones and timeline. The Roadmap however provides project- and test-based insight
into challenges and obstacles ahead, and some suggestions for how to solve or mitigate these
challenges. Some of these issues will be addressed and further explored in the NordicWay2, while
others fall outside the scope of NordicWay2, and are left for other projects and actors to engage in.
Data sharing, standardisation and data quality have been identified as the main three data-related
barriers towards further deployment. These barriers are related to each other: Data sharing is needed
to improve data quality, and to share data, standardisation is needed. Recommendations are to not
wait for standards, but work on data sharing and data quality in parallel with standardisation. The
need for real-world testing and enhanced profiling of standards, e.g. to further refine specific topics
such as description of location within the DATEX II standard, has been prominent in the discussions.
Interoperability, maturity and standardisation have been identified as the main three technical
barriers towards further deployment. Recommendations are to initiate large-scale real-life
performance test (24/7 over longer periods of time) to refine standards; enhance interoperability, to
build critical mass with trust in service and willingness to get involved and to invest.
Liability, privacy and access to data have been identified as the main three legal issues which form
barriers towards further deployment. Recommendations are to test and identify best practice for data
security and liability related to C-ITS services.
Among the commercial issues, to define needs, benefits/costs and business models have been
assessed as the main three barriers towards further deployment. Recommendations are to identify
relevant use cases based on real user needs, and then to assess benefits and costs to justify (or
not) the C-ITS services in question. Start with safety-related traffic information (SRTI) services to
create a critical mass, and then add other (commercial) services to these later.
Through a survey and a workshop, the NordicWay partners discussed how road users, road
authorities and commercial stakeholders can benefit from C-ITS Day1 SRTI services over the mobile
network, and what must be in place to ensure benefits to all of these groups. An important common
benefit is that of an improved shared situational awareness and a common operational picture which
enables better coordination of activities of the various stakeholders (car drivers, traffic managers,
first responders, etc.). To ensure realisation of benefits, mobile network coverage and seamless
cross-border functionality, access to and willingness to share data, as well as well-working business
models, mutual trust and rules of engagement must all be in place in order to establish a viable ecosystem for deployment of C-ITS services over the mobile network.
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The NordicWay project has piloted selected Day 1 services identified in the work of the C-ITS
Platform Phase I (European Commission, 2016). This roadmap provides comments to C-ITS
Platform Phase I and Phase II (European Commission, 2017) recommendations which fall within the
scope of the NordicWay project. The comments are based on experience from the NordicWay
project.
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Appendix A. The NordicWay Online survey
A.1 Participation
A total of 17 project participants responded to an online project-internal survey. The purpose of this
survey was to provide input for the planning and content of the project workshop on Evaluation and
Roadmap, presented in Appendix B. An overview of the respondents' affiliation is shown in

Figure A- 1: Survey respondents' affiliation

A.2 Text responses
Graphs based on the survey responses are shown in sections 3 and 4 in this document.
Respondents rating specific issues as Critical or Important, or specific effects of C-ITS deployment
to be Very likely or Likely, were invited to provide additional comments or descriptions on these
issues or effects. Other issues or effects could also be commented in the same manner. These text
responses are presented below.
Data-related Issues:
Comments from the survey elaborating on the most important data-related issues, include:
• Data must be made available in a harmonized way using compatible formats. This can be
achieved by enabling a digital infrastructure for message exchange where infrastructure related
data is a core part. Vehicle manufacturers, service providers and other parties shall contribute
with data.
• Providing publicly funded data, e.g. from infrastructure, to trusted parties without cost will
enable earlier realization of safety features that will deliver values to the complete society therefore, make sure municipalities ensures ownership of their tax-funded data.
• Need to know how to analyse new types of data and data of varying quality.
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Cooperative ITS hinges on data, and will only be effective if the data is as complete, high
quality and comprehensive as practically possible. Otherwise, the users can not trust the
service, will not use it, and have no benefit from it.
A lot of producers are necessary to get good penetration. Data need to be trusted.
If the quality of the data is not sufficient or the share of the informed events drivers do not use
the service.
Agreements have to be put in place in order to stimulate the different organisations to share
data with each other. Sharing of data should preferably result in a win-win situation, with
improved data quality and data availability as a result.
Sharing data among different service providers is crucial.
Data quality: Garbage in, garbage out. It is important to be able to differentiate good data.
ecosystem: willingness to share data and standardisation are important aspect.
Metadata - in particular standardized metadata - are important to ensure consistency and
completeness of data descriptions.
Compatibility of formats and standardization are important to ensure consistent syntax and
semantics of data.
Availability is important to meet requirements for up-to-data on traffic and traffic-related issues.

Technical issues:
Comments from the survey elaborating on the most important technical issues, include:
• Security and privacy are very important topics. This has to be part of the design of the data
sharing, especially for vehicle generated data.
• Interoperability between countries, service providers, OEMs and other players in the
ecosystem is crucial in order to scale the services and reap the benefits.
• Interoperability will likely be a prerequisite for sharing data to enable collaborative safety
features, since fleets from single OEMs will often be too small.
• Security and privacy are most critical. However not all services will require very strict security
and privacy, and those problems are issues that are solved in other areas and universally
addressed. The most important thing is to start to share real data from real life applications to
learn how this will work.
• Interoperability is essential to facilitate services for all travellers, drivers and vehicles - a C-ITS
service for Volvo drivers only would not really fly. HMI is critical for a) the use of the service
(with poor HMI it will be switched off), and b) for the user to fully understand what the service is
telling him/her and how he/she is supposed to react. Security is critical to safeguard against
hacking and cracking the vehicle systems.
• Ease of use will dictate customer adoption, along with interop.
• Maturity is important for developing services for operational/mission-critical use.
• Interoperability and standardization are key elements when sharing data between systems via
machine-to-machine communication.
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•

Security (including privacy) will become a key issue when sharing information for missioncritical use.

Legal issues:
Comments from the survey elaborating on the most important legal issues, include:
• Respect of driver/passengers privacy is imperial. OEMs will likely not accept reduced privacy,
nor will good authorities.
• For me the only critical issue is about sharing of data. In case of stakeholders not willing to
share data essential for safety (or traffic management), there should be a mandate from the EU
or the Nordic governments to do so
• From a technical point of view the issues are important because of the implications for the
dependability and performance of services and for the cross-border use of the services.

Commercial issues:
Comments from the survey elaborating on the most important commercial issues, include:
• Benefits for private business and the society needs to be clarified in order to make the
investments.
• Connected safety features and C-ITS generates good values to society, cost is low relative to
benefits. Insightful parties will focus on short lead time to realization of benefits rather than on
cost - payback time is short.
• For any commercial player, the business model and costs for setting up and operating the
service are critical information, in addition to the customers' willingness to pay. Evidence on the
benefits are crucial for the public sector with regard to their willingness to contribute.
• Evidence of benefits of the service are needed in order to be able to market the service and to
start deploying the services.
• Business models regarding the delivery of the services, and on the availability of data from the
other stakeholders are needed.
• Have a general feeling that the referenced commercial issues are important for the large
private stakeholders (car and mobile industry). They may also be important for public
stakeholders mostly because of requirements to using the services and the costs they imply.
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Appendix B. Evaluation and Roadmap workshop, Helsinki
B.1 Workshop programme
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