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Lipis Advisors is a leading strategy 
consultancy specializing in the payments 
sector. Based in Berlin, Germany, Lipis 
Advisors has conducted research projects 
covering over 100 markets globally for 
clients on all six continents. In addition 
to advising banks, regulators, and 
technology providers in Europe and 
North America, Lipis Advisors has helped 
developing markets modernize payment 
systems aimed at boosting fi nancial 
inclusion and economic development. 
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• Industry-wide payments modernization 
research for South Africa with a detailed 
focus on market needs and international 
best practices, co-sponsored by the 
Payments Association of South Africa 
(PASA) and BankservAfrica.

• South African Reserve Bank’s payment 
systems Vision 2025, including 
facilitating industry roundtable to align 
on industry goals.

• Detailed report on fi ntech solutions to 
improve lending to small- and medium-
sized enterprises in Afghanistan, 
sponsored by the Afghan Credit 
Guarantee Foundation (ACGF). 
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and strategy, as well as the underlying 
technologies that support payment 
infrastructures. Our diversity of research is 
refl ected in our international team hailing 
from nine countries on four continents. 
Lipis Advisors advises on all forms of 
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mobile payments, online payments, and 
RTGS/wire payments. 
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1 “There are two key dimensions of categorization that are most important: 1) the nature of the 
payment instrument: through which means—paper or digital—are the instructions carried, and 
2) the payer-payee interface: whether the payer, payee, or both use an electronic medium in a 
payment transaction.” Better Than Cash Alliance. (n.d.). How to defi ne digital payments, https://
www.betterthancash.org/tools-research/toolkits/payments-measurement/focusing-your-
measurement/introduction”

Key questions for 
policy makers in-
volved in payments 
modernization

• What approach should be
taken for payment systems
reform?

• Are you ready to identify,
manage, and mitigate risks in
your payments ecosystem?

• Are current payment systems
suited to needs of system
participants and end users?

• How future-proof and resilient is
your payments ecosystem?

• Have you considered all the
processes required for the
digital transformation of your
payments ecosystem?

• Is the technology deployed in
current payment systems fi t-
for-purpose?

• Are all stakeholders in the
payments ecosystem included
in industry processes?

• Have you already earmarked
investments for payment
system upgrades? Is there
a clear understanding of
the investments needed for
payment system upgrades?

lectronic payment systems are the backbone  
of a modern economy and central to a digital  
fi nancial services eco-system. These systems 

do not just contribute to the ease and safety at which 
fi nancial transactions occur but are also being championed 
as enablers of economic development through increased 
fi nancial inclusion.  

Electronic payment systems have been around since the 
development of the electronic funds transfer in 1871 by 
Western Union, however payments are rapidly undergoing 
signifi cant changes, spurred by new technologies, the entry 
of new players, and new regulations aimed at increasing 
competition and innovation through digital means.1

This brief is intended as a general guide to navigate the 
fragmented payments landscape of legacy infrastructures, 
hybrid systems, and cutting edge technology. We present a 
multi-phased approach for payments modernization e� orts 
that highlights potential fi nancial stability risks, benefi ts to 
di� erent stakeholders, and challenges that may be faced in 
implementation.
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Payments, the Bedrock of 
Digital Financial Services 
Electronic payment systems facilitate the exchange of payments and payments-related data 
between banks and other authorized participants. A payment system is comprised of scheme 
rules, governance, regulation, and technology. Payment systems can be used in a variety of 
contexts, including:

 Interbank funds transfers

 Government payments 

 Social grants – health sector, education, crisis, and welfare 

 Commercial payments – retail, e-commerce, bill payments, B2B 

 Person-to-person transfers (P2P)

Figure 1 Payment ecosystem Source: Lipis Advisors

  PART I.
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Most markets around the world have one or more di� erent types of electronic payment systems. 
Examples included automated clearing houses (ACH) for bulk payments, card switches for retail 
and e-commerce, and high-value RTGS systems for large interbank transfers. The newest payment 
system type is real-time payment systems, which enable the instant exchange of payment 
messages on a 24/7/365 basis. Each of these payment system types have evolved over time to 
meet market needs and enable the further development of the digital economy. Regardless of the 
type of payment system a market pursues, the system should be tailored to local needs. While the 
specifi c needs and goals of a payment system may di� er between markets, any e� ective payment 
system will ensure both stability and inclusivity for all system participants. Key aspects of stable and 
inclusive payment systems include:

Regulators should develop tools for assessing how payment systems can contribute to core goals 
such as economic development, fi nancial inclusion, and fi nancial sector stability. While some of the 
potential benefi ts of modern payment systems are clear – bringing more of the informal economy 
under regulation and supervision, supporting small- and medium-sized enterprises (SMEs), and 
improving opportunities and living standards by increasing access to underserved groups – the actual 
approach and actions needed to realize these benefi ts may be unclear. Should a market develop 
new payment systems or make improvements to existing systems? Is existing regulation su�  cient or 
are new regulatory frameworks more appropriate? Should a central bank establish a new department 
for payment systems or develop a fi ntech sandbox  to spur innovation in the market? The plethora of 
options and lessons from other markets can feel like more of a curse than a blessing for many.

The following sections will outline the steps that national authorities can take when developing 
modern electronic payment systems. While technology is a key component of electronic payment 
systems, technology decisions should only be made after clear goals and governance frameworks 
are developed by the fi nancial services community.

Figure 2 Key aspects of stable and inclusive payment systems Source: Lipis Advisors
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  PART 2.

1. DESIGN & DEVELOPMENT PROCESS                 

As with any fi nancial sector modernization project, the process around 
developing a new system is as important as the technology and governance 
frameworks that are ultimately implemented. Managing the divide between 
incumbent players in the existing payments space and creating opportunities 
for new entrants will be as much politically challenging as technical. This 
process should be guided by a clear set of goals and desired outcomes and 
an understanding of the implications of this for all players in the market.    

Including stakeholders such as commercial banks in this process will provide 
insights into how payment systems are used and help create industry buy-in 
that is crucial to the adoption of new systems. It is also key to include newer 
players such as fi ntechs to understand the needs of underserved groups 
and the technologies used to deliver digital services to end users. Beyond 
the overarching goals of economic development and fi nancial inclusion, 
this process should also develop criteria for measuring the “success” of the 
payment system. These criteria can include rates of system adoption, cost, 
reduction in cash usage, and fraudulent payments, among others. 

Countries that pursue a process that is guided by clear goals, includes buy-in 
from market players, and develops a clear set of criteria for defi ning “success” 
are in the best position to see widespread benefi ts from payment systems 
development.  In order to facilitate this development process, countries should 
consider the following:    
     

Market Surveys

 Industry Consultations

 National Assessment

� e evolution toward 
digital payments and 
fi nancial inclusion

A key aspect of electronic 
payments in the digital age is 
that both the payment instrument 
itself is digital (ensured through 
electronic payment systems) 
and that the interface used by 
customers is also digital (typically 
o� ered through a bank or third-
party provider). While fully digital 
payments are the end goal, some 
markets may retain the capability 
to initiate electronic payments 
through non-digital interfaces 
in order to support underserved 
people and businesses without 
prior knowledge about digital 
fi nance solutions. Non-digital 
interfaces could include bank 
branches or agents who allow 
customers to provide cash that 
is converted into an electronic 
payment. This approach was 
followed by M-Pesa, one of the 
world’s greatest success stories 
with mobile payments. Initially, 
M-Pesa customers went to 
authorized agents to send or 
receive payments via the M-Pesa 
network. Today, the M-Pesa 
network can be digitally accessed 
by consumers via their mobile 
phones. The M-Pesa app has also 
expanded to include additional 
services such as international 
remittances and short-term loans. 
A step-by-step approach to fully 
digital payments can help build 
trust in the fi nancial system and aid 
fi nancial literacy e� orts.

A Multi-Faceted Approach 
for Inclusive and Stable 
Payment Systems
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2. FRAMEWORK 
A payment system framework is the structural and 
functional design of a payments infrastructure for an 
intended environment (technology agnostic). Policy 
will help determine how the system will be operated 
within a jurisdiction and which entity will manage 
system operations. Whether the system is operated 
by a public or private institution will dictate the 
suitable governance structure. In order to support an 
inclusive and stable fi nancial system, the payments 
framework has to be well thought out with clear 
objectives. Elements of a framework include:

PARTICIPANTS
 The scope of participation in payment systems 

should be decided from the perspective of 
e�  ciency, inclusiveness, and appropriate risk 
management. In many countries, banks are 
the sole participant type given they are the 
most regulated fi nancial institutions. However, 
in many developing countries, the unbanked 
are excluded from a bank-centric model. 
Widening the scope of participation to include 
non-bank payment service providers can 
help expand the reach of fi nancial services. 
However, this requires a balance between 
ensuring the credibility and soundness of the 
system while promoting inclusiveness. Potential 
participant types include: 

 Financial institutions (e.g. banks)

 Non-bank payment service providers 
(telcos, card services, fi ntechs)

 Government institutions (Treasury 
Department, tax authorities)

 Large businesses (multinational 
corporations, regional B2B suppliers, 
insurance companies, e-commerce 
providers)

a



8
© 2020, Lipis Advisors GmbH. All rights reserved.

 OPERATING MODEL
 Electronic payment systems are typically run as industry utilities – even when they are not 

operated by a public entity such as a central bank. System operators ensure the technical 
provision of payment services, maintenance and updating of hardware and software, and 
monitoring and oversight. A payment system operating model includes: 

 Pricing model – cost recovery vs. for profi t

 Transaction and participation fees

 Settlement – real-time vs. deferred

 Operations and maintenance – redundancy, hard- and software updates, etc.

 Monitoring and oversight – cooperation mechanism with regulatory authorities

 ACCESS AND STANDARDS
 In order for a payment system to integrate seamlessly nationally and internationally (in 

the case of cross-border payments), there has to be agreement on operational protocols 
and conduct rules for all participants. These can take on di� erent levels of sophistication 
depending on the current state and future objectives for a digital fi nancial services 
ecosystem. The design of this will also be heavily infl uenced by the intended participants. 
Examples of this are:

 Interface standards – APIs, QR codes, NFC (domestic)

 Payments messaging standards – national proprietary standards vs. international 
standards such as ISO 20022 (domestic and international) 

 In recent years, nearly every new real-time payment system has adopted the ISO 20022 
standard for payments messaging. In addition to its rich data capabilities and increased 
rates of automation, ISO 20022 is expected to facilitate cross-border interoperability 
between payment systems. This is particularly crucial in regions with high levels of trade 
between national markets.

c

b
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3. OVERSIGHT & MONITORING
Financial inclusion and fi nancial stability are not mutually exclusive. However, regulators need to 
get the balance right. If well designed, regulation can help securely expand the reach of fi nancial 
services while spurring consumer choice and innovation. The following factors should be considered 
when designing oversight frameworks for digital payments: 

 REGULATIONS
 Regulations can help to promote more stable and inclusive digital payment systems within 

a given jurisdiction. Current regulations may need to be updated or new regulations will 
need to be drafted. Supervisors and regulators will need the right mix and combination of 
regulatory and technical knowledge and skills. To make it work, regulators should consider 
how electronic payment systems may a� ect or be a� ected by the following areas of 
regulation:

 Licensing & authorization

 Consumer protection

 Supervision

 Capital requirements

 FINANCIAL CRIME
Electronic payment systems create both opportunities and threats for regulators in the 
areas of fi nancial crime, including areas such as money laundering, terrorism fi nancing, or 
illicit transactions. Regulators can leverage the huge amounts of data generated by digital 
fi nancial services and big data analytics to help combat fi nancial crime. Modern electronic 
payment systems can give regulators and system participants the tools they need to 
go beyond suspicious transactions reports and more proactively fi ght fi nancial crime. 
Regulations and practices that may need to be updated or reinforced with new processes 
and procedures include:

 KYC and account opening

 AML/CTF procedures

 Sanctions screening

b

a
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DATA PROTECTION
 Opening up payment systems and making them 

more transparent and inclusive will require a 
regulators to re-think how they view the treatment 
of customer data. Regulations around data 
usage will be a determining factor in ensuring that 
digitization delivers the promised benefi ts to the 
unbanked and society at large without creating 
risks to end user privacy.

Corporate data management

 Privacy protection

 Consent management

 Storage of sensitive information in line with 
regulatory requirements

 COORDINATION AND INFORMATION SHARING
 E� ective supervision of payment systems and 

their participants requires strong coordination 
and dialogue among regulators and auditors 
at both the national and international levels. 
Regulatory dialogue and coordination are a must 
in a technological environment that is very dynamic 
and complex. To equip regulators with tools 
that can help them scrutinize participants using 
sophisticated technology and di� erent business 
models than banks or insurance companies, one 
should consider:

 Memorandums of Understanding (MoU) 

 Task Forces (e.g. Financial Action Task Force)

 Information exchange platforms

c

d



11
© 2020, Lipis Advisors GmbH. All rights reserved.

Systemic failures

Recent failures, multi-year fraud, and accounting scandals in the fi ntech and 
digital payment industry are raising profound questions among stakeholders; from 
consumers (retail customers, SMEs, corporate customers) to investors, regulators 
business partners and counterparties (banks, fi ntechs, IT providers). The shocking 
downfall of Wirecard – once a celebrated success story in the fi nancial services 
industry – is a wake-up call for relevant stakeholders and authorities alike. Systemic 
failure can come from multiple vectors.  There are increasing concerns that the right 
questions were not asked, and issues that were red fl agged were not properly looked 
into and dealt with by relevant stakeholders.

This highlights the crucial pre-conditions for stability- getting the process and 
framework right at the outset. Supervising and auditing of fi ntech fi rms and 
overseeing digital payment systems requires a unique skill set for supervisory 
authorities and explicit coordination between regulators, auditors, lawyers and 
investors. Getting the process and framework wrong can lead to numerous problems 
in the digital fi nancial services eco-system. Examples in the following Risk Failure 
Matrix identifi es and lists what can go wrong and for whom.

Risk Failure Matrix

     PROBLEMS AND 
     CHALLENGES

Poor business conduct/o� ering (poor service 
quality, delays, KYC, etc)

Authorization/licensing process inadequate 
(fi rms with weak governance get approved)

Technology failure (system down, power 
failure, etc.)

Fraudulent transactions and money 
laundering

Poor corporate governance (lack of 
transparency, etc.) 

     EXAMPLES OF GROUPS      
     AT HIGH RISK

Retail customers, SMEs, corporate customers, 
counterparties

Retail customers, SMEs, corporate customers, 
counterparties, business partners, investors, 
regulators

Retail customers, SMEs, corporate customers, 
Business partners, counterparties, regulators

Business partners, investors

Business partners, counterparties, investors, 
regulators

Figure 3 Risk Failure Matrix Source: Lipis Advisors
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4. TECHNOLOGY 
Once national authorities and system participants have collaborated on the right process, 
framework, and oversight and monitoring schemes, the last piece of the puzzle is technology. 
IT often drives discussions on payment system development and modernization but leading with 
these questions has the risk of developing payment systems that fi t with technological o� erings 
instead of fi tting with the goals and objectives of the payments community. Technology should 
ideally be fi t for purpose – even if this means customizing the IT stack to meet local needs. Seen in 
this way, technology is actually the most fl exible part provided that it is guided by clear goals and 
objectives prior to implementation. The general features of technologies used for payment systems 
and the important concept to be considered are as follows:

CLEARING AND SETTLEMENT 
Clearing & settlement (C&S) is at the core of all payment systems. A C&S mechanism ensures 
that all system participants can send and receive payments to any other participant and 
that the underlying settlement of those transactions is executed at the central bank.2 

Di� erent C&S arrangements exist for cheques, cards, electronic fund transfers, securities, etc. 
Figure 4 provides an overview of key systems and features.3

Settlement method – continuous or deferred net

Liquidity management 

Service-level agreements (SLA) – transactions per second, response times, etc.

System-wide transaction value limit

Returns and refunds – immutable vs. reversible transactions

a

2 There are a number of di� erent settlement arrangements that can be used for retail payment systems. Traditionally, systems such as 
card networks or ACHs settled on a “deferred net” basis, meaning that settlement takes place after payment fi les have been cleared 
and disbursed to system participants (typically the next day or during multiple settlement cycles on the day a payment is made). Many 
newer systems settle on a continuous basis, meaning that individual payments are settled in real time. This can be done by mandating 
that all system participants fully prefund liquidity in the payment system or through changes to make a central bank settlement 
mechanism operate on a 24/7/365 basis. Ultimately, the choice of settlement model will depend on a balance between controlling risk 
and e�  ciently managing settlement liquidity among banks. 

3 Figure 4 provides an overview of core C&S mechanisms used around the world. However, other types of C&S arrangements exist, such 
as closed-loop solutions (see section on interoperability).
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Figure 4 Core C&S mechanisms Source: Lipis Advisors

Cards
Card schemes sort and route transactions between acquiring and issuing banks over proprietary networks. 
Card networks can be owned locally (e.g. by multiple fi nancial institutions or a national payment system 
operator) or by one of the major global card networks such as Visa or Mastercard. Similar to the ACH, card 
networks usually calculate net positions between network participants. Acquiring and issuing banks might 
settle directly with each other or through the central bank-run RTGS system. While card networks allow 
for payments to be made anytime through 24/7 authorization, the actual processing and settlement of 
payments typically occurs during banking business hours.

Real-time
Real-time payment systems are message-based low-value payment systems that clear transactions and 
post funds to the benefi ciary’s bank account within seconds. Settlement of real-time payments can be 
done on a deferred net basis or, more typically, in real time (typically through pre-funding of transactions 
since most RTGS systems do not operate 24/7). Unlike most other low-value payment systems, real-time 
payment systems operate on a 24/7/365 basis. Almost all new real-time payment systems globally use ISO 
20022 for payments messaging, which is expected to drive the development of data-rich value-added 
services and enable global interoperability with other systems using ISO 20022.

ACH
An Automated Clearing House (ACH) is a low-value payment system used to process bulk payment fi les. 
These fi les are cleared by a central payment system operator (PSO), which nets obligations between 
system participants in predetermined cycles. Most ACHs have multiple daily clearing cycles, with 
settlement occurring at pre-determined times in the central bank RTGS system. In an ACH system, a time 
window exists for banks to fund their settlement accounts at pre-determined cycles.

RTGS
A country’s Real Time Gross Settlement (RTGS) system is the backbone of all payment systems. Typically 
operated by the central bank, the RTGS system is used for high-value payments and to settle payments 
made in low-value payment systems. RTGS systems process each individual payment message in real time, 
and each party to the transaction must fully fund each payment through liquidity held in the central bank 
settlement account.  

MESSAGING AND AUTHORIZATION 
The second core component of a payment system is the messaging and authorization 
mechanism that enables system participants to connect to a payments infrastructure. While 
most legacy payment systems do not separate clearing & settlement from the messaging 
and authorization mechanism, many newer systems separate the messaging/authorization 
layer from core C&S functionalities. Even if the separation has not (yet) been pursued, the 
division of roles is important to keep in mind. The messaging and authorization mechanism 
can help ease access to payment systems for new players such as non-bank payment 
service providers (PSPs) . Such players can then fully put their resources to developing 
innovative services that work on top of clearing & settlement mechanisms. 

Non-bank access measures

Overlay service layer (Third Party Access Layer)

API (Central API vs. API Hub)

b
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Figure 5 Payment system access overview Source: Lipis Advisors

DISTRIBUTED LEDGER, BLOCKCHAIN AND DIGITAL CURRENCY
Industry interest in blockchain – the underlying technology that enables Bitcoin and other 
cryptocurrencies – has skyrocketed, and its relevance to payments is expected to rise in the 
medium-term. Blockchain is a form of distributed ledger technology (DLT), which enables 
a global distributed network with no central authority to exchange a payment or related 
transactional data over a network that provides a single source of truth for all participants. 
Despite the absence of country-wide implementations today, DLT could potentially 
bring great benefi ts to payment, clearing and settlement activities by reducing friction in 
information sharing amongst participants. Despite its potential, advantages are yet to be 
seen on a large scale and are highly dependent on exact design of the DLT arrangement.

Relatedly, an increasing number of central banks have begun exploring the development of 
central bank digital currencies (CBDC) in a variety of forms, a development which could have 
a dramatic impact on furthering fi nancial inclusion. While a CBDC does not necessarily have 
to use a DLT-based network, DLT shows promise in facilitating cross-border payments and 
could be used to link national CBDC schemes. Regardless of the purpose of CBDC, central 
banks could either issue a conventional digital currency which relies on existing infrastructure 
to store value and conduct transactions or issue a cryptocurrency that is based on DLT 
to transact.4 Given the variety of forms5, approaches towards digital currencies should be 
aligned with clearly defi ned industry needs and functional requirements.

Simplifi cation and speed-up of processes

Quicker and easier reconciliation

Cost reduction e� ect

Interoperability

Enhanced operational resilience and reliability against cyberthreats6

c

4 Central Banks already use conventional digital currency for wholesale payments by directly operating accounts for commercial banks.
5 Other considerations exist, such as account-based or token-based, interest-bearing or noninterest-bearing, or traceable or 

untraceable CBDC.
6 Bank for International Settlements (2017) Distributed ledger technology in payment, clearing and settlement – An analytical framework, 

https://www.bis.org/cpmi/publ/d157.pdf
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INTEROPERABILITY
No payment system operates in a vacuum. The introduction of a new payment system 
typically occurs within an ecosystem that includes other interbank payment systems, services 
o� ered by banks to their customers only, and a host of non-bank closed-loop solutions 
that can be accessed by consumers and businesses alike. As the digital economy continues 
to progress, it is important for all stakeholders involved that mechanisms exist to ensure 
interoperability between systems and solutions. Interoperability is particularly important in 
markets with large underserved populations who rely on informal fi nancial services. In this 
context, interbank payment systems should be designed in a way that can provide a bridge 
toward formal fi nancial services for underbanked consumers and businesses.

Cross-border payments interoperability is also becoming more relevant, particularly in 
regions with a high degree of intra-regional trade or consumer remittances. Ensuring cross-
border interoperability requires consultation among national authorities as well as the use 
of common technical standards such as ISO 20022. Cross-border interoperability can be 
achieved through bi- or multilateral agreements (e.g. exchanging payments between central 
banks) or through the creation of new payments infrastructures used by stakeholders in all 
participating markets. The Southern African Development Community (SADC) has taken 
this approach in launching the SADC-RTGS system which connects banks in 16 markets in 
southern Africa. Moving forward, we can expect more links between retail payment systems 
as well as the development of new cross-border payment systems to facilitate the secure 
exchange of payments for international trade. 

Closed-loop solutions interoperability (e.g. M-Pesa, MojaLoop)

Cross-border interoperability (e.g. bilateral agreements, cross-border infrastructure)

Figure 6 Cross-border payment system interoperability Source: Lipis Advisors 

d
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CONCLUSION                 

There is no one-size-fi ts all solution for payment systems. There is a wide diversity of 
scenarios and possible solutions depending on a markets existing payment systems 
and states of economic development. But while all markets need to tailor payment 
systems to local needs, every country can benefi t from the lessons learned in other 
jurisdictions when modernizing payment systems. No country needs to start from 
scratch when looking to modernize or develop new payment systems. But navigating 
the complexity of payment services, new technologies, and evolving end user 
expectations will require expert guidance and a truly collaborative industry process 
that sets clear goals and desired outcomes. As the digital economy gains steam in all 
corners of the globe, modern payment systems can provide policy makers and industry 
participants the tools they need to ensure stability and fl exibility for years to come.

Checklist for policymakers

Set clear goals before implementing technologies: Identify the needs of a new payment 
system, then fi nd suitable solutions for the market. Decisions on suitable technologies should 
come at the end of this process.

Defi ne stakeholder roles: Consider stakeholder mapping and update the payments taxonomy. 
Determine the appropriate market segmentation of payment processors, banks, non-banks, 
fi ntechs and new entrants.

Design a future-proof payment system framework for the whole payments ecosystem: The 
payments industry is changing rapidly and the surrounding framework must be able to fl exibly 
embrace future changes. It is helpful to develop a vision on the future of the market’s payment 
ecosystem before designing the accompanying framework. 

Rules and regulations to ensure stability and foster innovation: In addition to controlling for 
systemic risk and ensuring security, rules and regulations should also facilitate innovation and 
competition in the market.

Understand risk and benefi ts of technologies and use them e� ectively: Emerging technologies 
can create unique non-traditional risks for regulators and auditors, who need to continuously 
identify, manage and mitigate these risks. Regulators and other stakeholders should keep in 
mind how new technologies can help them more e�  ciently supervise and comply with relevant 
rules and regulations. 

Build a data governance framework: Payments generate enormous amount of data which can 
be leveraged by banks and other businesses to improve service and develop new products. 
However, this data contains sensitive private information that needs to remain confi dential. 
Data governance frameworks should ensure a balance between utilization and protection of 
the data according to the needs of the market.
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