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1 Introduction to Salesforce Communicator
1.1 Feature Description

Companies that have installed a Zultys MX IP phone system and that use
Salesforce.com as their customer relationship management (CRM) system can
integrate the two systems using Zultys Salesforce Communicator OpenCTI. After a
call center agent installs the software, he/she can make, transfer, and disconnect calls
through the MX from within a Salesforce window and obtain a caller's Contact
information in a Salesforce screen display. Additionally, Salesforce automatically logs
the call record in its database.

* Full call control from within a Salesforce.com contact record, including:
— Inbound contact record screen-pop
— Hold, Transfer
— Call notes and call log
— Click-to-call from the CRM record

1.2 Salesforce Communicator Requirements

Following requirements must be met for Zultys Salesforce Communicator Version 3
to function properly:

e Agent’s computer is running 32-bit or 64-bit version of Microsoft Windows XP
(with SP3), Windows 7, Windows 8, or Windows Terminal Server.

e The MX system is running Version 11.0 (or higher).

e Salesforce Enterprise Edition, Unlimited Edition or Professional Edition license is
active.

e Agentis logged into Salesforce Enterprise Edition, Unlimited Edition or
Professional Edition using either Internet Explorer Version 8 or above, Firefox
Version 11 or above, or Google Chrome Version 11 or above. Any HTML 5
capable browser should work.

e Agentis a member of a Salesforce Call Center established for Zultys. Salesforce
Call Center does not have any association with MX user or call group
assignments.
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e Agentis bound to a phone set or a softphone. Salesforce and Salesforce
Communicator OpenCTI do not provide a ‘built-in” audio device.

e A Zultys Salesforce Communicator User license is active for any user that is to
access the Salesforce application.

e A self-signed or trusted security certificate is active on the MX system.

e CRM Access for each user to access Salesforce is enabled in the Users’ profile.
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2 Implementing Zultys Salesforce Communicator OpenCTI
2.1 Installing Zultys Salesforce Communicator Version 3 (OpenCTI)

1. Go to http://www.salesforce.com/

2. Login with correct credentials

Proceed to application package.
https://login.salesforce.com/packaging/installPackage.apexp?p0=04tFO000000KkyN

3. Press 'Continue' -> Next -> Grant access to all users -> Next -> Install ->
Installation is complete

4. After installation is complete, go to App setup -> Customize -> Call center ->
Manage call Centers. Zultys Call Center Adapter Open Cti 1.0 must be present
in the list.

5. Click Zultys Call center link -> Manage Call center users -> Add more users.

6. Search for the current user using corresponding form and add it

7. Go to 'Home' tab; Zultys SF application window must be displayed

8. Login to app with MX user credentials

9. Launch MXIE and login to the same MX with corresponding user, binding it to
device (phone or softphone)

10.User will have the ability to initiate, answer and reject calls from web Ul, change
presence status, call back, etc.

11.0n PC REMOVE any previous adapter, no longer needed/supported

Note: It may be necessary to add exceptions to your browser if the application
fails to start. These exceptions are:
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2.2 Main Screen

Dunsme 2500

Paul.Chase / ﬁf |'|_

Q- 7 7 r -
| Roles ]:7///[ Version ]

| Settings |

Bzutysme 2000
Paul.Chase f |E Zultys Inc L2200 |
D~ , /iR Paul.Chase

/ D 340 83280450 e -

|
* Recent Cal '5
' Awailable

b
(_Numberto call ] () Not Available

‘% Busy

¥} At Lunch

§ In a Meeting
(D Be Right Back

() Appear Offline

User/Administrator Manual for Salesforce Communicator V.3 (0000000350)/
Revision 2 Dec. 28, 15

© 2015 Zultys, Inc. No reproduction of distribution without permission

Page 9 of 43
T ——




o zuLTYS Technical Publications

3 Running Salesforce with Zultys MX
1. Click on the link for Salesforce in your web browser.

2. Login with the proper Salesforce credentials:

Selesfrie dreamforce
SEPTEMBER 15-18, SAN FRANCISCO
1 saved username It'S 4 dayS Of Iearnlng
You have attempted to access a page that requires for anyone’ |n any role

a salesforce.com login. If you are already a user of
the system, please log in below.

LEARN MORE
charles.detranaltes@zultys.com

1,900 industry leaders reveal 4 big customer

-
Log in to Salesforce service trends.
'7 Remember Username

Forgot your password? | Sign up for free.

Log in to a custom domain.

Copyright ® 2000-2015 salesforce.com, inc. Al rights reserved.

3. A Zultys Salesforce Communicator pane opens in the left pane of the Salesforce
window. If this is the agent’s first login, the pane appears as below. Enter the
agent’s Zultys MX log-in information. The log-in is stored on the agent’s
computer and will not be requested again.

|E Zultys Inc |
Login: Room&041.Phone |

Password: |--------- |

Uri: \mev.zultyslab.local |

D Auto login

Login

Login: Is your MXIE User name

Password: is your MXIE password
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Url: IP address/DNS name of the MX system

4. Bind to the desired device in the Settings menu.

LY zuttys inc ?
PauIChase
/'ﬁr
1

»| Roles j"ﬂ [ 1In.n"narau:nn
| Settings |

-

Settings x

~ Bind settings

'-._.-' Device ID

() External number

Apply Cancel

5. When connectivity is achieved, the Select Role to Login screen appears.
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Role selection 0

¥ System_Down_Queus
D Amazon_Support
TechSupportady

[ |TaRGETTechSupport
[ |racTechsupport

[ auto apply for future logins

Apply Cancel

6. Select the checkboxes for roles to log in as and press Apply.

7. The pane appears as below, and a gray indicator signals that the line is open.
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E Zultys Inc e 7 WU
Faul.Chase
{5, ~ 4083230450 ™~

» 4083280450
* 4083280450

00-00 | ]

B %

=

P Hecent Calls

Note: The roles that a user is logged in as are synchronized between MXIE and
Salesforce Communicator. For example: if an Agent is logged into an Operator role in
MXIE and later deselects this role while logging into Salesforce Communicator, the
agent will also be logged out of their Operator role in MXIE.

3.1 Setting Presence

You may set your presence in the Salesforce application. Select the presence
indicator drop down and set the desired presence.

E Zultys Inc [« el | WU
FPaul.Chase

Og:msszan%u C -

Awailable
(§) Mot Available
a Busy
¥1 At Lunch
§ InaMeeting
(5 Be Right Back

() Appear Offline
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4 Making a Call within Salesforce

4.1 Using an Existing Account

1. Display the Account or Contact screen.

Account

[
“ ABC Company
Customize Page | Edit Layout | Printable View | |
Contacts [Se1 Opportunities [51 Cases [4] Open Activiies i01 Activity History [E+1 Notes & Attachments [01
Account Detail _Edlt Delgti
Rating Wam

Account Owner  John Jones [Changel

Account Name  ABC Company [View Hierarchyl Phone (212} EE:‘-1=JDJ‘~.[
555-1005

Fax (312)555-1005

Parent Account

2. Click on phone icon next to phone number.

3. The MX will call the agent’s bound phone.

4. When the phone is answered by the agent, then the MX will complete the call.

4.2 Using the Zultys Adapter
1. In the Zultys Communicator pane, enter the number to be called in the dial
window.

Ezultyslnc ”- 3 u}',}

Faul.Chase i

OT I|I ﬁ‘l -

Il !
> Recent Cal i[ Logout

b
[ Numbertocal |

2. Click the handset icon or press ENTER. The MX will call the agent’s bound

phone.
3. When the phone is answered by the agent, then the MX will complete the call.
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5 Receiving a Call within Salesforce
5.1 Accepting a Call

When a call is received, the Zultys Communicator pane displays the caller information,
and the agent can either answer the call or decline it.

kA zutysine 2@ O
Faul.Chase
(-, = |4083280450 ]~

» 4083280450

~ 4083280450

P Recent Calls

You will have the option to take notes on the call via the connector.
While on the call, the following Call Control functionality is available:
— Hold
— Transfer
— Park
— Disconnect

— Multiple Calls
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5.2 Contact Screen Pane

1. When a call is answered from a telephone number that is stored in the Contact
database, the Salesforce Contact window automatically opens with the caller’s
contact information displayed.

sestece.con m [ @

€ a
‘“ =
~ SR —
p—
| Home Campaigns Leads Accounts Opportunities Contracts Cases Solutions Products Repors Deshboards
Take Salesforce with you wherever you go.
Run your business fram any mobile device with the Salesforcel Mobile App.
ncoming call * -  Contact Ly i '
Mr. John Helms
H You have incoming ca
from WIRELESS, CALLER. g p—— - e
— Contact Detail dit | Delete | | Ciane || Reauest Update
= ContsctOwner  ChadesDelnalesiChangsl . eweme 180212028900
m - Hame Wit John Helms Home Phone (6021 202-9900%
190)292-8900
Recent Caill ther Phone  (802) 202-8900 %
Charles DeTranaltes, 8/26/2015 129 PM Last Modified By harles DeTranaltes, 83112015 11:56 M
Search
ea | Deiete | Cians | | Request Update
| | —— i
Gt (=) Opportunities Wew Ogportunity Opporuntes Hep 7
T~ Limito tems | own
Mo records to Gaplay
advanced Searcn
| Cases Mew Case
Create New... -
o recorts to dsslay
Open Activities Naw Task || Hew Event | | Rew Meeting Request #% chanes DeTranates
&/ latnHelms Inceming cal from
& Chad Sanders Ne records to display
& Charies DeTranalies WRELESS CALLER (6022528500)
& Dennis Murphy Activity History Loga Cai || ail Merge | | Send an Email | Request pdate || View All Answer
& ShenBarne
S il Vtahee Action Subject Related To Task  DueDate Assined To Last Modtied DateiTime [}

If the Caller ID is identified with more than one contact in the Salesforce Contact
database, a list of contacts associated with that Caller ID will display in the Zultys
Communicator pane.

After answering the call, clicking on the appropriate caller’'s name opens that
caller’s contact window.

2. If there is no Caller ID match in the Contact database, the agent can create a
new Salesforce Contact page and save the Zultys Communicator call Log to the

new contact.
Note: ZSFA will not automatically populate the CallerID field in Salesforce!
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5.3 Activity History (Call Log)

Salesforce will keep a record of call activity in the Activity History area. You may
Edit/Delete each activity record within Salesforce.

Activity History

Action  Subject
Edit| Del Call from WIRELESS CALLER
Edit| Del Call from WIRELESS CALLER

Edit|Del Call from Ina Dzerushava

LogaCall || Mail Merge = Send an Email || RequestUpdate | View All

Related To Task Due Date
4 /812015
v 9412015
4 812712015

Assigned To
Charles DeTranaltes
Charles DeTranaltes

Charles DeTranaltes

Last Modified Date/Time
91812015 11:22 AM
91412015 10:51 AM
812712015 153 PH

Activity History Help (2
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6 Call Control

The Zultys Salesforce Communicator pane presents control buttons for ending the
call, putting it on hold, parking and transferring it.

L Zuttys Inc xRN 7 MU
FPaul.Chase
(%, ~ |4083280450 )~

» 4083280450

~ 4083280450

P Recent Calls

6.1 Ending Call

Click on the End Call X button.
6.2 Putting Call on Hold/Retrieving Call

1. To place the call on hold, click on the Hold button.

2. The call is put on hold, and the control button changes to a Retrieve From Hold
button.

3. Toretrieve call, click on the Retrieve From Hold Button.

6.3 Parking a Call/ Retrieving a Parked Call

B

1. To park a call, click on the Park — button.

2. A popup message appears in the corner of the screen with the Park ID.
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‘ ’@ Zultys
Call has been parked with ‘

1D "01"

. To retrieve a parked call, click on an open line. A dial pad opens.

3
4. Dial the Park Server followed by the Park ID and press the Dial button.
5. The MX will call the agent’s bound phone.

6. When the phone is answered by the agent, then the MX will complete the call.

6.4 Transferring Call

@

1. To transfer the call, click on the Transfer = button.

2. The transfer to window appears.

3. Enter the transfer number by keying it directly into the phone number window.
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4. Alternatively, the transfer number can be retrieved from the Salesforce database.
Click on the Lookup icon next to the phone number window.

Enter phene number to tranzsfer to...

| N

5. The Salesforce Lookup window opens.

6. Conduct a search.

€ Lookup

Pick an object |Ulser =
IAccnunt

Additional Directory Mumber
Campaign Member

Search

Case

Contact

Lead
s Remaote Access
John Jones

7. Click on phone icon next to the identified party.
8. That person’s number is automatically entered into the phone number window.

9. Click on the Initiate Transfer button. Call is transferred.

Enter phone number to tranzfer to...
(3561
Initiate Transfer
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7 Web Browser Support

Zultys Salesforce Communicator Version 3 functions in Internet Explorer, Firefox,
Chrome, Safari, and Edge.

E:

15
—
salesforce BME===Ng

Accounts Contacts Cases Solutions Reports Dashboards +

[ zuttys inc |
o [ ] : | nternet
[ auto login [
o) | | - Explorer1
Version: 11.0.9600.17905
Update Versions: 11.0.21 (KB3065822)
Product ID: 00150-20000-00003-AA439
'@' Install new versions automatically
© 2013 Microsoft Corporation. All rights reserved.
Mv Tacke
Chrome:
2 “5
salesforce BESSSSGE
@ Accounts Contacts (-~~~ Enlesinma s Ponadia Rockbonnda |
= — [m] X
= ) e About X\
| zuttys inc /@t S
Login: | \ - =» C' |[3 chrome://chrome Dy q] =
Password:{ ] "
url: L 1 Chrome About
L] Auto login
| Login | History

e Google Chrome

A web browser built for speed, simplicity, and security

‘ Get help with using Chrome | | Report an issue |

Version 44.0.2403.130 m n

@ Google Chrome is up to date.
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Firefox:

. ‘!5
salesforce -

m Accounts Contacts Cases i Reports D +

| X
— el mewees E
Login: | Frida)
Password: | ] F’ f 2
P — Irerox
[ Auto login 390
Login Restart Firefox to Update
o Firefox is designed by Morilla, a global community working
— together to keep the Web open, public and accessible to all.
Yi
Want to help? Make 2 donation or get involved!
Licensing Information End-User Rights Privacy Policy
».
L SETTINGS

salesforce Il

=g Reading

m Accounts Contacts Cases Solutions Reports Dashboards  + Reading view style
| Default
BB zutys o | Paul Chase at Zultys
Login: Friday August 7, 2015 Reading view font size
Password: -
uri: Calendar New Event| |New Meeting Request | Medium
[ auto login
= Scheduled Meetings | Requested Meetings .
=2 ' Advanced settings
Today 81712015 :
You have no events scheduled for the next 7 days View advanced settings
About this app
Microsoft Edge 20.10240.16384.0
© 2015 Microsoft
Terms of use
New
My Tasks - Privacy statement
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Safari on MAC:

m Accounts Contacts Cases Solutions Reports Dashb~———- =

® 0 Displays Storage Memory  Support  Service "
A zuttys inc | 1 I
Login: F 0
Password 1 - OS X Yosemite i
Url: i Version 10.10.4
Safa
[ Auto login Version 8.0.7 (10600.7.12) MacBook Pro (13-inch, Mid 2012) b
Login Copyright © 2003-2015 Apple Inc. Processor 2.5 GHz Intel Core i5
All rights reserved. Memeory 4 GB 1600 MHz DDR3
Startup Disk Macintosh HD
q Graphics Intel HD Graphics 4000 1024 MB
- I . - [ R
System Report.. Software Update...
™ and €& 1983-2015 Apple Inc. All Rights Reserved. License and Warranty

My Tasks
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8 Salesforce Administrator’s Setup
8.1 To create additional call centers for a particular CTI adapter

If the Zultys Call Center has not yet been established, it will need to be created. The
easiest way to establish a Zultys Call Center is to import the Call Center Definition file.
A call center definition file specifies a set of fields and values that are used to define
a call center in Salesforce for a particular CTI adapter. Salesforce uses call center
definition files in order to support the integration of Salesforce CRM Call Center with
the Zultys MX. The first instance of a call center record for a particular CTI adapter
must be defined by importing the adapter’s call center definition file. Subsequent call
centers for a CTl adapter can be created by cloning the original call center record.

A call center corresponds to a single instance of a CTI system at your organization.

To create your first call center for a CTl adapter that was just installed:

1. In Salesforce, click Your Name » Setup » Customize » Call Center » Call
Centers.

2. If the Introducing Salesforce CRM Call Center splash page appears, click Continue.

Introducing Salesforce CRM Call Center Heo i

Salesforce CRM Call Center improves the productivity of your call center users by providing fast and easy access to accounts, contacts, cases, and other salesforce.com
objects that are direcily related to incoming calls. By embedding a SoftiPhone within salesforce.com, Call Center allows your call center users to perform all the functions
their job from a single application.

Getting Started with Salesforce CRM Call Center T —
R o focCals

1. Install CTl adapters
= Update each users machine so that it has the appropriate Salesforce CTl adapter for the user's call center. [’}
2. Define a call center e e e e
+ Specify the call center's name, IP address, port, and any other connection information. Caller ID 4155551212
« Enter dialing options for international, long distance, and external calls.

Q Line1 OncCal LZ.

Duration 00:22
3. Manage users
+ Select the users who are members of this call center. Found 1 Case
4. Update the call center directory Case ;0501001
= Add useful phene numbers beyond the call center user extensions that salesforce.com automatically includes Number = —
5. Con 1
= Select the call details and salesforce.com objects that are automatically displayed with inbound, outbound, and internal W, i—
s ]
L Hold

= Assign a SoftPhone layoutto any user profile.

Transfer

ﬂ Conference

Powerad by

r&howme this page again

Continue
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Click Import.

All Call Centers Help for this Page @

—
o

A call center corresponds to a single computer-telephony integration (CTl) system alr] in place at your organization. Salesforce.com users must be assigned to a ¢
center before they can use any Call Center features.

Import
Name *k Version Created Date Last Modified Date

No records to display.

Next to the Call Center Definition File field, click Browse to navigate to the ZSFA installation
on a user’'s PC. This XML file is named after the type of CTI system that the adapter sup-
ports. For example, the MX’s adapter's default call center definition file is named ZSFA.xml.
Click Open to enter the path in the Call Center Definition File field.

Call Center Import Help or tis Page @
To create your first call center record for a CTl adapter that was just installed, import the adapter's default XML call center definition file into salesforce.com. The call ce
definition file is located in the adapter’s installation directory, and is typically named after the type of CTl system that the adapter supports (for example, @
"CiscolPCCEnterprise7x.xml"). View sample definition file Q
N
23 X
Import | Cancel
New Call Center Import Information | = Required Information
Call Center Definition File II Browse... I

Import| Cancel

Click Import.

Click Edit next to the name of the new call center to make any additional changes.

12.In the Call Centers list page, click the name of a call center that uses the same
CTI adapter as the call center that you want to create.

13.Click Clone.

14.Specify a unigue value for Internal Name. This name identifies the new call
center record in Salesforce and is limited to 40 alphanumeric characters. It
must start with an alphabetic character.

15. Make any additional changes to the new call center as necessary.
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16.Click Save.

Technical Publications

8.2 Enabling an Existing Call Center for a user

To enable Salesforce Communicator on your MX IP phone system, users need to be
assigned to a specifically created Zultys Call Center. The Salesforce Call Center
does not have any association with MX user/call group assignment, or creation of a

call group on the MX.

8.3 Modifying an Existing Call Center

If you are upgrading from Version 1 or Version 2 of ZSFA, it is recommended to create
a new call center using the above process and assign the newly created call center to
the users.

€

v 9 3+ 4@ =

User Detail Edit  Sharing  Change Password
Force.com Home —
Mame  Charles DeTranaltes Role
. Alas  cdetra User License Salesforce
System Overview
Emsil  charles detranallzs@muiys. com Profle  System Adminisirztor
Username  charles detranaltes@uftys com ct
Personal Setup
Mickname  Charjes DeTranaltes@zultys.com ©
© My Personal Information e Minen
Fersonalinfarmaton Company
Change My Password Department
Reset My Secuity Token Division
Wy Groups: Addres:
Change My Dispiay
Time Zone  (GWT-07.00) Pacific Daylight Time (Americallos_sngeles)
GrantLagin Access
Locale  English (United States)

Calendar Sharing
Reminders & Alerts Language

Delegated Approver
» Email

» Import

*) Deskiop Integration
¥ Call Center Seftings
» My Connected Data

Manager
Recerve Approval Request Emails
Newsletter

Admin Newsletter

Federation ID

App Setup Time-Based Token

¥ Customize

> Create

» Develop

* Depioy
Sehema Builder
Lightning App Bullder Hev
Camvas App Previewer
Installed Packages
AppExchange Warketplace
Critical Updates

Administration Setup

* Manage Users

» Manage Apps

» Manage Territories

* Company Profile

¥ Security Cantrols

> Domain Management
» Communication Templates
» Translation Workbench
* Data Management

» Monitoring

> Mobile Administration

Createa By

Engiich

Color-Biind Palette on Charts.

Onlyif1 am an approver Send Apex Warning Emails

Receive Salesforce CAM Content Alerts as Daily
Digest

ladg] £
Make Setup My Default Landing Page

Force.com Quick Access Menu

Development Mode

Show View State in De

st
enter  Zultvs Call Center Adapter Open Ci 10
Phome  (408) 328-0450 "
Extension  713%
Fax
Mobile:

Email Encoding
Employee Number

Start of day

End of day

Used Data Space.

Used File Space.

LastLogin

Last Password Change or Reset

Alexanger Weintraud, 2912011 19:24 AN Modified By

Edit || Sharing | Change Password

General US & Westem Europe (IS0-8850-1, ISO-LATIN-1)

600 AM
1100 PU

970K View]

08 Mewl

SHO2015 19:01 AN

81262015 131 P

Charles DeTranaltes, B/27/2015 1:39 PM
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9 MX Administrator Setup
9.1 MXrequirement

Zultys MX firmware version 11 or higher should be installed and MX port 7779 should
be opened.

9.2 Create a Certificate

In order for the MX to communicate with Salesforce.com, a digital security certificate
must be installed and the user profile should be enabled for CRM access.

9.3 Enable CRM Access

To support Salesforce integration, ‘CRM Access’ feature of User Profile in MX
Administrator should be enabled (see Section 8.8 for more information).

9.4 Generating a Security Key

Generating a security Key is a precursor to generating any one of the certificate types.

1. In MX Administrator navigate to Maintenance -> Security Certificate
Management.

nt [ Maintenance | View Support Window
& 44 Backup

\%] Restore

Scheduled Backup

m Archive

E Sysleg Configuration
@ Software Licenses

i

@ security Certificate Management

[E)\ Update Firmware

(&) Rollback to Old Firmware
&F Install Language Pack

Install New MXmobile Software
\ Install New Reports

¢ Clean Install

Patch Manager

22 shutdown MX

2. Select Generate -> Security Key.

3. Click on Generate, and select Security Key from the dropdown list.
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4 Gacy rity Certificate Management

Certificate | Certificate Chain |

MX has no certificate. You can generate or upload i1.|

X doesrl t have security key. Please generate or upload on_a

[ Generate l Remove Download l[ Upload ]’ ¥ Close ] lq:)l—e:
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4. Click OK in the following popup message.

F h
Security Certificate Management ———

. You are going to modify security key on MK, All certificates are going
J_\ to be verified and removed in case of incompatible.

b

5. Verify Security Key is successfully installed.

Once the Key is generated, the screen updates to reflect this information

% Security Certificate Management |:||§| fg|

Certificate | Certificate Chain |

MX has no certificate. You can generate or upload it.

Security key is OK

Generate ] [ Remave ] [ Download l [ Upload ] l ¥ Close ] & Help

9.5 Generate and Install a Self-Signed Certificate

1. In MX Administrator navigate to Maintenance -> Security Certificate
Management.
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e

t [ Maint e| View Support Window |
® &1 Backup |
3y Restore

I\_ Scheduled Backup

@ Archive
@ Syslog Configuration

Software Licenses

@ Security Certificate Management

(c_f‘l Update Firmware

Rollback to Old Firmware

Install Language Pack

® @ @

Install New MXmobile Seftware

()

Install Mew Reports

p‘_% Clean Install
Patch Manager

&2 shutdown Mx

2. Generate Cetrtificate.

% Security Certificate Management

Certificate | Certificate Chain |

MX has no certificate. You can generate or upload it.

Security key is OK

Generate H Remave H Download ” Upload ” ¥ Close ] 'ﬁéﬁ'—e:
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3. Select Generate -> Generate Self-Signed Certificate.

i i anagemen
Certificate | Certificate Chain

MX has no certificate. You can generate or upload it.

4

Security key is OK

[ Generate E’ Remove IV” Download IV” Upload IV” 3 Close ] I::(:J:]Help

Security Key...
Certificate Request...
Self-Signed Certificate...

4. Complete the form with necessary information.
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General Info
Country Code -
State or province Ohio
Locality Middlefield
Organization Name Zultys_CLE

Organization Unit

Days 355 =

Host Address 10,0.0.225

Alternative Host Addresses

! l Generate Certificate ] ’ 3 Close ] I{JIHE|D I

5. Click Generate Certificate.

6. Click OK to the warning popup up message.

"

-
Generate New Certificate ﬁ

~  Warning! Alternative addresses you entered will be used to generate
@ #5093 Subject Alternative Wame data. Please be advised that some
systems do not recognize that inforrmation and will verify certificate

based on Host Address information only.

| ok || Concel

7. Click OK in the confirmation popup message.
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-
Generate New Certificate u

New certificate successfully generated.

8. Click Close.

Data:
Version: 3 (0x2)
Serial Number: 777 (0x303)
Signature Algorithm: shatWithRSAEncryption
lsguer: C=US, 5T=0hio, L=Middlefield, O=Zultys_CLE, CH=10.0.0.225
Validity
Not Before: May 4 13:45:35 2010 GMT
Not After : May 4 13:45:35 2011 GMT
Subject: C=US, 5T=0hio, L=Middlefield, O=Zultys_CLE, CN=10.0.0.225
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (2048 bit)

Modulus (2043 bit):
0lef:2a:57:6e:94:c1:25:79:94:a5:4c:57:9c:The
bed:3b:61:71:d4:25: 08 ebie T bib B 2110
ci:bfe1:52:e%:a9:6aefiee:9bi36:10:5b:11:23:
d2icfef2iidecTichTe:b2idSab:bdald: 28:71:
chich:68:9b:a0:Tica:f3:99:39:e7:08:93:7d:57:
be:9b:9ciefice:T 3400 9d:4d: 20:568: T befbe1a:
T2:bfef1:f0:48:44:da:21:dbe27:b4:86:da5b:
b4:37:e 305 M6 eheticedeThic :b3idg:81:

4

Security key is OK

[ Generate IV][ Remove IV][ Download IV][ Upload IV][ ¥ Close E:{é] Help
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9.5.1 Manually Installing Self Signed Certificate
When using a self-signed certificate on the MX you MUST manually install the

certificate on each PC using Salesforce.
To manually install open your browser and enter in the following URL
https://[IP or FQDN of the MX]:7779/

the browser will notify you that the certificate is “not trusted”, create an exception for
the MX. No page will actually draw, after a few moments close the browser window.
The exception has been created.

9.6 Generate a Request for a Certificate from a Certificate Authority

1. In MX Administrator navigate to Maintenance -> Security Certificate
Management.

non: sel
t | Maintenance | View Support Window
®| 3 Backup

@ Restore

Scheduled Backup

u_ﬂ Archive

g Syslog Configuration

E Software Licenses

@ Security Certificate Management

:é:] Update Firmware

(%) Rollback to Old Firmware

@ Install Language Pack

Install New MXmobile Software
l Install New Reports

P_l: Clean Install

Patch Manager

o shutdown MX

2. Generate a Certificate Request.
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Certificate | Certificate Chain

MX has no certificate. You can generate or upload it.

4

Security key is OK

[ generate |+] [ Remove |v| [ pownload |v] [ wolead [v| [ ¢ gose |

— Security Key...

Self-Signed Certificate...

3. Complete the form with necessary information.
bt —

General Info
Country Code s -
State or province Ohio
Locality Middlefield
Organization Mame Zultys_CLE

Organization Unit

Host Address 10.0.0.225

Alternative Host Addresses

-
192, 168.15.150

Generate Request 3 Close ':.(_J.:' Help
l J

4. Click on Generate Request.
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5. Click ok in the warning popup.
rvaer'u:eratnxe Certificate Request ﬁw

- R

. Warning! Alternative addresses you entered will be used to generate
¥ #5093 Subject Alternative Mame data. Please be advised that some
systerns do not recognize that information and will verify certificate

based on Host Address information anly.

| ok || Ccancel

e

6. Save generated Certificate Request.

'ﬁg Save As

il
| .. =« Do_Not_Distribute » teacher
(9l ot

Organize v New folder = @

~ [ 4 || s=arch t=acher

¢ Favorites = Documents library

Amange by:  Folder =
M Desktop

teacher

& Downloads —

%] Recent Places

Mo items match your search.
B Deskiop
- Libraries
|Z] Documents

&) Music

[E=] Pictures

ﬂ Videos

% Homegroup - ] i o

File name: -

Save as type: | Certification Request (*.csr) -

7. Purchase online a certificate from a Certificate Authority. When requested,
upload the above CSR file.

8. The certificate authority will download your certificate.

9.7 Install a Certificate from a Certificate Authority

In MX Administrator navigate to Maintenance -> Security Certificate
Management.
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* Security Certificate Management

Certificate | Certificate Chain |

MX has no certificate. You can generate or upload it.

—————
Security key is QK

Generate ] ’ Remove ] ’ Download ] ’ Upload ] ’ H Close ] g Help

9.7.1 Upload -> Certificate
1. Navigate to certificate file location and select.

2. Certificate is displayed. Check that data shown is correct.
3. If required, upload a certificate chain.

9.7.2 Upload -> Certificate Chain
1. Navigate to certificate file location and select it.

2. Mobile phone connectivity is now enabled.

9.8 Enable CRM User Access

For agents to integrate with Salesforce, the MX Administrator must ensure that the
CRM User Access checkbox is checked within each agent’s profile.
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1. In MX Administrator navigate to Configure -> Users.

File Provision | Configure Auto Attendant Maintene
2 |88 2n{%:| €O Dial Plan &
B (3 Phone Services
IS Fax and Voice Mail Limits
Devices

%5 Assignment

@ Timeouts

Lp Audio

A Holidays

B System Speed Dials

B Operator and Call Groups
% E-mail Notification

[E: MS Exchange Configuration
External Messaging Settings
I Fax Cover Pages

@l Call Attached Data

2. Select Users.

D Profiles... |

3. Click Profiles which is located at the bottom of the resulting screen.

4. Select a profile of a Salesforce user from the list on the left side of the Profiles
window
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Users | ;\dmin\sh'atorsl Pagingl Cal R.Ecurdiﬂgl

I GEﬂEﬁ'l Call restrictionl External messaging I Misc |

1] LU TIUL UV Passworu = EXUerision

[ Do not allow repeating digits in password

[ allow digit passwords only
Language [5v5TEM LANGUAGE -
Music on Hold [Do not change ']

[ & member of pickup group # 1 =
|¥] Enable voice mail
|l can return calls from voice mail
[¥] Can register unmanaged devices
[ send DID as calling party number
[ can view parked calls
Enable MXIE usage
Enable IM
[ Enable videa
[] can set presence { presence note of other users
|| Desktop Integration

m

|| Enable Mobile Access
[¥] Enable unified messaging using M3 Exchange
[ Automatically set location of bound device to MXIE location

CRM User Access
[ [Use call language for VM prompts L

5. Scroll down the list of options on the right side of the window and checkmark
CRM User Access.

6. Repeat step 5 for all the Profiles for users who use Salesforce Communicator
Adapter.
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10 Troubleshooting
10.1 Agent is unable to install Zultys Salesforce Communicator software

Installer must have Microsoft Administrator privileges.

10.2 Zultys Salesforce Communicator does not initialize or function

e Make sure port 7779 is open.
e Make sure the certificate is valid.

e Make sure ‘CRM Access’ is enabled in User Profile section of Zultys MX
Administrator.

e Make sure self-signed certificate is installed if using self-signed certificate, see
“Manually Installing Self Signed Certificate” earlier in this manual.

10.3 Zultys Salesforce Communicator Log-In Failed
Check that your MX user login information is correct.

10.4 Call does not appear in the Zultys Salesforce Communicator pane
window

Check that the Zultys Salesforce Communicator software is running.

10.5 The Click-to-Dial feature in Salesforce is disabled

Check that the Zultys Salesforce Communicator is running.
10.6 Disabling Mixed Content Messages in Internet Explorer 9

In Internet Explorer 9 a popup warning about “Mixed Content” is displayed.

Only secure content is displayed,  What's the risk? Show all content

1. Click on the Gear-like toolbar icon in the top-right corner of the Internet Explorer
9. Select Internet Options from the popup menu.
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(= [ E o]
& Blank Page x u i '5::? ﬁ
»
»
»
»

Print

File

Zoom (100%)
Safety

View downloads Ctrl+)

Manage add-ons

\ F12 developer tools

Go to pinned sites

Internet options

About Internet Explorer

2. Inthe Internet Options window, select the Security tab.

3. Click onthe Custom level... button while the Internet zone is selected.

Internet Options [

| General | Security | privacy | Content | Connections | Programs | Advanced |

Select a zone to view or change security settings.

@ & v O

Localintranet Trusted sites  Restricted
sites

Internet = =
This zone is for Internet websites, L i
except those listed in trusted and

restricted zones,

Security level for this zone
Allowed levels for this zone: Medium to High
Medium-high
- Appropriate for most websites
(=) - Prompts before downloading potentially unsafe
content
- Unsigned ActiveX controls will not bg/lo

Enable Protected Mode (requires resig/ing Internet Explorer)

Default level

Reset all zones to default level

[ ok J[ cancel ][ aoply
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4. Scroll down the list of options and select Enabled for the Display mixed
content.

Security Settings - Internet Zone @

Settings

(©) Enable -
|_| Allow webpages to use restricted protocols for active conten
() Disable
() Enable
@ Prompt
|_| Allow websites to open windows without address or status b;
@ Disable

O Enable

| | Display mixed content B
() Disable ==
®

T Prompt
|_| Don't prompt for dient certificate selection when only one ce
@ Disable
() Enable
\ M and drarn fr o Snd nacks flas:

< | m | »

*Takes effect after you restart Internet Explorer

Reset custom settings

Resetto: | medium-high (defauit) v] [ Reset.. ]

[ ok ][ cance |

5. Click OK twice to save the settings and close all of the options windows.

It is suggested to do this for Internet, Local intranet and Trusted sites.
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