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In what seems like overnight, billions of Internet 
of Things (IoT) devices have popped up around 
the world, from fitness trackers to cars. Common 
things in the home like speakers, TVs, printers and 
even kitchenware come with an internet connection. 
Equipped with sensors, audio recorders and video 
cameras, these devices have the power to make our 
lives easier. They improve navigation in cars, remotely 
change home temperature and enable greater acces-
sibility through voice-activated commands. And that’s 
not even taking into consideration their potential on 
the industrial scale.  

But the rapid development of this technology, and 
the race to be first to market, has outpaced public 
discussion and agreement about what intimate de-
tails we’re OK with putting into other people’s hands. 
Additionally, a lot of these devices are so cheaply and 
quickly produced that very little thought goes into 
the security or care with which they handle the sensi-
tive information they receive.

In the last few years we’ve witnessed countless ma-
jor hacking scandals, from baby monitors and toys 
hijacked by complete strangers who can broadcast 

messages to children, to cars that can be taken over 
and have their brakes cut remotely. Meanwhile, civ-
il rights groups and policymakers are questioning 
whether companies are being transparent about the 
information they are collecting about us, how anony-
mous that information truly is and who exactly they 
are sharing or will share it with. 

In an effort to give businesses a better sense of how 
to begin approaching IoT design in a more priva-
cy-conscious way, Ryerson’s Transmedia Zone has 
reached out to people across industries to develop a 
clearer picture of some the key privacy issues in this 
space. On November 22, 2017, we held our first salon 
on IoT and privacy, bringing together professionals 
working in tech, law, academia and advocacy for an 
informal conversation. Additionally, several industry 
stakeholders participated in one-on-one interviews 
outside of the event. This guide is the result. It aims 
to provide IoT users with a snapshot of the privacy 
risks they might face. It will also hopefully give busi-
nesses a better sense of how to begin approaching 
IoT design in a more privacy-conscious way.    
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INTRODUCTION



7PRIVACY BY DESIGN PRINCIPLES IN SHORT
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Proactive not reactive: 
preventative not remedial. 
Anticipate privacy invasion 
events before they happen.
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PRIVACY
MATTERS

Privacy as the default setting. No 
action is required by the user to pro-
tect their privacy.

Privacy embedded into design. Privacy 
measures are baked into the architec-
ture of an organization’s IT and business 
practices.

Full functionality: positive-sum, not zero-
sum. It’s not a trade-off. You can collect infor-
mation about users and give them full function-
ality while being transparent and responsible.

End-to-end security: full lifecycle protection. Data 
is securely collected, used and retained, and then se-
curely destroyed.

Visibility and transparency: keep it open. Make sure the 
user is fully aware of how and why their personal informa-
tion is being collected.

Respect for user privacy: keep it user-centric. Put yourself in 
the user’s shoes. Give good default settings and communicate 
your activity clearly. 

Privacy matters… because it can protect us from discrimination and 
misuse of power over us by governments, organizations and individu-
als. Having the right to choose what we share and who we share it 
with gives us control over our lives. Knowing we are being watched, 
and that data is being collected about us, changes the way we 
behave. Having little control over our personal data can limit how 
we express ourselves and who we affiliate with.

When referring to privacy, we’re talking about privacy of 
communication, movement and personal information.

“Privacy is all about retaining control over the uses of 
one’s personal data,” in the words of Dr. Ann Cavouki-
an, former three-term Information and Privacy Com-
missioner of Ontario. She says that users should be 
able to choose for themselves what they wish to 
disclose, when and to whom. She has long advo-
cated for providing people with strong privacy by 
proactively embedding it into the design of sys-
tems, practices and technologies. Using con-
cepts found in her 7 Foundational Principles 
of Privacy by Design (PbD), this guide exam-
ines how IoT can be improved.



As Abubakar Khan, a Director with the Office of the 
Privacy Commissioner of Canada, points out, “In 
communities, it used to be that if I had information 
on you, you probably had something on me as well. 
But now that pendulum has shifted drastically.” 

Many IoT companies and related third parties have 
huge amounts of information about people. While us-
ers are often willing to give this information away in 
exchange for services or better products, sometimes 
more data is gathered than necessary. There is a de-
bate underway about whether this is a fair trade, and 
whether users deserve to have more choice in what 
they’re giving away. At the very least, people have 
the right to know what is happening to the informa-
tion they are providing. Advocates and policymakers 
are questioning whether the average person truly 
understands what companies are telling them about 
what happens to their data. 

Too Much Fine Print

Most connected devices we buy come with their own 
privacy policies or terms of use that should in theory 
tell you what is happening with your personal infor-
mation. But as Bill Abbott, former Assistant General 
Counsel at Bell Canada, notes, “informed consent is 
a bit of a sham.” He says that even lawyers – people 
who are well positioned to understand the jargon 
and risks to privacy – often click and accept without 
reading the fine print. 

Is it really a choice?

Some connected devices have privacy policies that 
are even more complicated. Take cars for example: 
smart cars connect to the internet to assist with things 
like navigation, on-board entertainment and roadside 
support. Even if you’re not buying a car for its connec-
tivity, without reading the fine print you may not have 
a clear sense of what personal information your car 
is collecting and what’s happening with it. In a 2015 
report, the BC Freedom of Information and Privacy 
Association (FIPA) showed that smart cars often have 
multiple privacy policies. This could include policies 
from the automaker, a third party providing remote 
access to your smartphone, or a mobile network pro-
viding in-car Wi-Fi access. Each of these entities likely 
has different intentions for your data. If you want to 
know what’s happening to your personal information 
– never mind the car’s specs, warranties and finances 
– you might have to read upwards of three legal poli-
cies.
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Transparency

If companies want to have a respectful relationship 
with their users, it’s key for them to clearly commu-
nicate what they’re doing with their customers’ data. 
This is especially the case if they are profiting from the 
data. Alyssa Harvey Dawson is General Counsel for 
Sidewalk Labs, the smart city initiative from Google’s 
parent company, Alphabet. She notes, “What’s [often] 
missing is the connection to the consumer of where 
the benefit is. In terms of data collection, it should 
show people how it improves their lives. People can 
connect with that more.”

So what does transparency look like? 
How can a company communicate what 
it is doing with people’s data? 

In the EU, the new General Data Protection Regula-
tion (GDPR) coming into effect in May 2018 requires 
companies to explain what they’re doing with person-
al data in easy-to-understand language. The UK Infor-
mation Commissioner’s Office recommends doing it 
in layers. For example, a company’s website could ex-
plain their IoT device’s privacy policy in three layers:

• The first layer is a brief headline, like “How will we 
use your information?”

• The user can click to expand the second layer, which 
explains to the user in simple terms what the company 
is doing with the data and includes brief details about 
what types of organizations the company might share 
this information with. 

• The third layer is a link that the user can follow to 
read the full privacy policy.

The Office of the Privacy Commissioner of Canada 
is also encouraging businesses to take a layered ap-
proach to explaining privacy policies, and to offer us-
ers simple explanations about the basics. This includes 
clearly explaining what personal information is being 
collected; who it is being shared with; why it is being 
collected; and any potential risk or harm.

  WHAT’S HAPPENING 
TO MY DATA?



Empowering users

Once a user has a clear sense of what a company is 
collecting, storing and sharing about them, the next 
question is: do they have the option to say no?

Is ‘take it or leave it’ fair?

IoT devices can have features that collect and use dif-
ferent kinds of personal data. In some cases, a user 
may be fine with sharing their personal data for one 
purpose, but not another. For example, some data 
might be used to make sure the product can func-
tion, while other details about a user are collected for 
features they might not care about. Some personal 
data might even be collected to repurpose and sell 
to third parties, or to store to potentially sell in the 
future.

However, with many IoT products people must agree 
to share every kind of information requested in the 
terms of service in order to use the product at all. 
In this way, the terms of service agreement acts as a 
gateway to the product: one must “agree” in order 
to proceed. Rights groups like the Canadian Civil Lib-
erties Association (CCLA) and researchers like Citizen 
Lab question whether this is real consent. As FIPA 
points out in its 2015 report, the average person buy-
ing a car is usually focused on things like mileage and 
safety, but many new car models offer connected 
components. How many consumers would think of 
questioning a car’s privacy policy, let alone have the 
knowledge to do so in an informed way? Assuming 
the buyer can even understand the policy, do they re-
ally have the option to say no to the terms if it means 
they can’t have the car? 

Giving people the choice to opt out

While the IoT space is still relatively new, data col-
lection itself is not. Other industries have long been 
exploring how to give their customers more control 
over how their data is used. A good example of this 
is TELUS’s approach to de-identified data – informa-
tion which is no longer tied directly to an individual. 
In an effort to be more transparent, TELUS updated 
their website with a section on data analytics which 

Going a step further – opt-in

While some companies are giving users the option 
to selectively opt out of data collection, others pro-
vide privacy by default and require users to explic-
itly opt in. IoT thermostat company ecobee says that 
while they don’t share user data with third parties for 
profit, customers have the option to share their data 
with energy companies like Enbridge to help them 
save on their energy bills. ecobee also gives its users 
the option to share anonymized data with scientists 
researching things like energy consumption and cli-
mate change. “Ultimately, it’s their data,” says Jor-
dan Christensen, the company’s VP of Technology. 
He says that the vast majority of the data collected is 
made available back to users.
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includes an infographic and video on big data and 
provides their mobility customers with the ability to 
opt out of programs that use de-identified data. In 
the IoT context companies may want to consider find-
ing new ways to provide an opt-out option to their 
consumers.

Brenda McPhail, Director of the Privacy, Technology 
and Surveillance Project at the Canadian Civil Liberties 
Association, argues that the opt-out option should be 
easy to find. “You shouldn’t have to be the kind of 
proactive user who seeks out privacy policies,” she 
says. Instead of having to go to the company web-
site, it would be better if users were shown a pop up 
with the policy when they first set up their device or 
as they perform updates, and better still if it were an 
opt-in option.



BUSINESSES: PRIVACY POLICIES THAT 
PUT USERS FIRST
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1

2

How easy is the privacy policy to find? 
Users shouldn’t have to search for their device’s privacy policy. Ideally, the policy is 
part of their first interaction with the product. 

3

How is “personal information” defined? Is the definition explained to users?
Research into fitness trackers by the Citizen Lab has shown that companies have 
inconsistent definitions of the term “personal information.” For example, most com-
panies agree that email addresses and phone numbers are “personal,” but opinions 
vary when it comes to fitness data, which could include a person’s physical character-
istics, age, location, etc.

How much of what is collected and stored is actually needed?
Is the data being collected necessary for functionality? Why is it being stored and 
for how long? Reducing the data accumulated about a user helps to minimize the 
amount of personal information that can be leaked during a data breach.

4
Can users access their own data?
If users are agreeing to share data containing personal information and habits, it is 
only fair that they should also be able to access it in a readable fashion.

5
How are changes to what’s being done with user data communicated?
How are users told that the original privacy terms have changed? How easy is it to 
find the new policy?

6
What happens to the data if the company dissolves? Is it explained in the privacy 
policy?
If the company goes out of business or is acquired by another company, could cus-
tomers’ data be traded or sold? Are users aware of what might happen?

7
Does the policy actually reflect what the technology is doing?
How does the device gather, transfer and store data? Is this in line with the way that 
the policy explains how the data is used? Has an audit been performed to make sure? 

“DO I HAVE A 
SAY IN WHAT 

YOU’RE 
COLLECTING 
ABOUT ME?”



Are things I’m saying being recorded by my de-
vice? If so, who has access to these recordings?  
Where are they stored and for how long?

Most voice-activated IoT devices require a “wake 
word” (like “OK Google” or “Hey Siri”) for the system 
to start actively listening and responding. However, 
the Office of the Privacy Commissioner of Canada 
found that device manufacturers typically don’t have 
clear policies on audio recordings. Many devices that 
record your voice don’t include in their privacy poli-
cies any details on how they store the audio and who 
has access to it. Christopher Parsons, the researcher 
who conducted the analysis, says this is an area where 
more regulation is needed.
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Audio

Can my device enable strangers to track my move-
ment?

A Citizen Lab study of fitness trackers found that out 
of eight different brands only one made it impossible 
for stores to track the device’s wearers while they are 
walking through a mall. For fitness trackers that rely 
on Bluetooth, if the network radio’s unique identifier 
(a.k.a., MAC address) isn’t changed with some fre-
quency, it is possible to pinpoint the device and moni-
tor it as it moves. This becomes especially relevant in 
malls, for example, where retailers frequently digital-
ly track the movement of their customers. This data 
could also be sold by malls or stores to third parties.

Is there a real “off switch” on the tracking abilities?

In November 2017 Quartz reported that Google 
could – in theory – track the location of an Android 
phone even if location services were turned off and 
the SIM card was removed. That’s because the phone 
would periodically send a Cell ID to Google’s servers, 
a unique number identifying the closest cell tower. 
While it’s standard for Android phones to commu-
nicate back and forth with cell towers and Google, 
at the time the Android privacy policy didn’t clearly 
reflect that Google had access to this information. 
Google says they started sending Cell IDs in an at-
tempt to improve network reliability and that they 

weren’t logging this data. They have since updated 
the Android operating system so that Cell IDs are no 
longer sent back to them. Still, this is a reminder that 
a lot of technologies do not have a true “off switch” 
for location monitoring.

Tracking

Data in general
Consumers should consider the life of their data. 
Questions to keep in mind include: What is collected? 
How it is used? Who might it be sold to? How long 
does the company retain access to this data?

Data in the cloud
Many of the experts at our salon stressed that not all 
servers in the cloud are equally secure. Some went 
as far as to say that they do not trust smaller com-
panies with very sensitive personal information. It’s 
important to consider the reputation of the company 
and how they claim to be storing personal informa-
tion. For example, has the company had past data 
breaches? If so, how negligent were they and what 
have they done since?

CONSUMERS:
THINGS TO
CONSIDER



In the fall of 2016, hundreds of thousands of IoT devices nearly brought down parts of the 
internet for a day. The Mirai malware turned internet-connected security cameras, DVRs, 
routers and printers into a botnet – essentially a zombie network of devices able to launch 
coordinated attacks on websites. One of Mirai’s targets was the internet infrastructure com-
pany Dyn. By flooding it with traffic from fake users the attack brought down major websites 
including Twitter, Paypal, Spotify and news sites in the U.S. and Europe.

This attack not only showed the power of an IoT botnet, it proved that many of these de-
vices have extremely weak security. One of the features of the Mirai malware was to scan 
the web for devices with factory-default usernames and passwords. Some were even hard-
coded, making it impossible for the owners of the devices to ever change the default pass-
words. Even if a user reset their device to wipe the malware, it could be re-infected the next 
time Mirai scanned for default passwords. What’s even more disturbing is that unlike other 
computers, these “smart” IoT devices generally don’t show signs of slowing down when 
they’re infected with malware, so a user may never know that their product has been com-
promised. Because it’s generally very difficult to know if your IoT product has been hacked, 
it’s critical to build these devices with good security in the first place. 

Following the major publicity surrounding the attack against Dyn, XiongMai Technologies, 
a company that manufactures components in many of the DVRs and surveillance cameras 
used in the attack, issued a recall. They could have avoided the pain of recalls and bad press 
had they hardened the security of their code in the first place. This example also shows how 
IoT companies can be vulnerable to third-party manufacturers from whom they buy parts. 
Meanwhile, versions of the Mirai malware are still popping up.
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SECURITY FAILURES:
“AN ARMY OF IOT DEVICES”



The Mirai botnet was used in one of the largest internet attacks in history, but it wasn’t necessarily the worst 
offender against privacy. Poor security practices have led to countless data breaches involving IoT devices. 

HD Moore is a world-renowned hacker and the founder of Metasploit, an open-source software project that 
helps security teams test for bugs. Currently the VP of Research & Development at Atredis Partners, Moore 
spends a lot of time working on the security problems in this space. “The lack of security updates is the 
biggest issue plaguing connected devices,” Moore says. “The majority of connected devices never receive 
a single update, let alone updates for every newly identified vulnerability. Consumer device manufacturers 
often stop producing updates for devices older than a couple years. Even those companies that do provide 
regular updates often do so in an insecure way, exposing the device to additional risk.”

Moore provided the following tips for implementing product updates:

1

2

Security updates should be delivered and installed automatically whenever pos-
sible. They should also be provided for discontinued products.

3

Devices should use digital signatures to verify the legitimacy of software updates. 

Software updates should be able to prevent a downgrade to older, potentially 
insecure, versions.

4
Updates delivered via external media (like USB sticks or SD cards) should be cop-
ied to internal storage before the digital signature is verified. This prevents a 
Time-of-Check-Time-of-Use (TOCTOU) attack.

5
Open source components used in the software image should be updated as often 
as is feasible, to include security updates across the device, from the kernel to the 
user-land libraries.

Woodrow Hartzog is a professor of law and computer science at Northeastern University. His research fo-
cuses on the problems that arise as data is collected by new technologies. Hartzog has one major recommen-
dation for improved IoT security: “companies should consider using ‘lobotomy switches’ that kill connectivity 
but allow the device to keep operating with no active internet connection. This will ensure that IoT devices 
can be used regardless of how long they are receiving software patches.”

DATA BREACHES
VIOLATE PRIVACY
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Tips: Securing IoT devices at home

Wherever possible, change the default username and password of the device.

Check for and install updates from the manufacturer to ensure you have the latest security patches.

Consider using a home security gateway for your IoT devices, in order to better monitor network 
traffic going in and out of your house.

UPGRADE WI-FI SECURITY
One of the most important ways to improve the security of your IoT devices, or at least prevent 
basic attacks and the spread of malware to home computers, is to secure the internet connection.

1

2

Upgrade modem security: Check your password settings. Modems are often work-
ing with the lowest security settings installed, to minimize setup complications and 
reduce the number of support calls. Make sure that your wireless network is pro-
tected by the highest security protocol available (commonly WPA2).

3

Disable remote admin: Make sure your router/wireless access point does not have 
“remote admin” capabilities enabled. 

Buy your own router: Consider buying a router that is not provided by your internet 
service provider. Devices provided by ISPs are often less secure due to remote man-
agement capabilities that make them more prone to attacks.

*What to look for in a good router: Look for a router that uses the most recent 
protocols (WPA2, VPN capability, management interfaces that communicate via an 
encrypted medium such as SSH or SSL) and that gives you the ability to set up sub-
networks (VLANs).

4
Advanced partitioning: Set up a separate network for your IoT devices. Commonly 
known as VLANs, these can segment your local “home” traffic separately from the 
traffic from your IoT devices. Most IoT devices require internet access, but there is 
no reason for them to be on the same network as your personal data.

5 Unplug: Consider unplugging your connected devices when they’re not in use. 
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IoT devices aren’t just operating in our homes. They are part of a larger ecosystem of net-
works communicating with one another. Soon these devices will become an even bigger 
part of our world through smart transportation systems and smart cities.

The scale of the potential security and legal issues may seem beyond our control as individu-
als. In response, Brenda McPhail from the Canadian Civil Liberties Association suggests that 
as a society, “it’s time we start looking at privacy as a right.” 

It’s not a new idea; privacy advocates and scholars have promoted privacy as a human right 
for decades. But it’s a sentiment that’s often lost on the very people who use technologies 
that capture so many of their intimate details. That’s why McPhail and other salon partici-
pants argue that people should be better educated about what their privacy rights actually 
are, ideally from a young age.

Many of the problems we face on the IoT and privacy front stem from a lack of government-
enforced consequences and industry-led standards, as well as insufficient consumer aware-
ness. Without legal requirements or economic incentives, many companies might feel that 
there is no reason to go the extra mile. But that doesn’t mean that there are no benefits 
to being a leader in privacy and security. Recent studies have shown that an overwhelming 
majority of Canadians are concerned about their privacy. Offering higher standards and 
communicating them well could provide a company with a competitive advantage, making 
theirs a product of choice. 

WHERE DO WE GO 
FROM HERE?
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