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With the EU General Data Protection Regulation, in short GDPR, coming into play on the 25th 
May 2018, consent management has become a stringent matter for everyone. The GDPR’s 
provisions regarding consent do not only target data stored in the case of contracts but also 
data used for marketing purposes and even cookies. Prepare to say goodbye to the classic 
notice “By continuing to navigate on this website you agree to cookies”. Once the GDPR is in 
place, you will need specific consent for each type of cookie you plan to store on the users’ 
computer. You’ll also need to give them the option to opt-out of cookie consent just as easily. 
But before we all panic, let’s start things slowly. 
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Consent until the GDPR

Consent was always needed, but until now certain ambiguous practices like inactivity or even 
pre-ticked boxes were allowed. It was also rarely considered that a data subject could   
withdraw consent after they had given it. Take for instance the consent for cookies. How 
many websites do you currently see that allow you to take withdraw consent for cookie? Or 
how many times have you registered on a website to access a report for example, but ended 
up realizing you were subscribed to their newsletter, or that you were receiving various offers 
for items the website owners were selling? 

The Data Protection Act contains no definition for consent. However, the Data Protection 
Directive, to which the Act gives effect, defines consent as follows: 

We will discuss each of the requirements for consent under the GDPR later. For now, we see 
the changes that have come up as compared to the Directive. We notice the need for consent 
to also be unambiguous and for it to be given through a clear affirmative action. These new 
provisions, though they may seem like a small change, remove the possibility of using 
pre-ticked boxes or other practices that in some ways “forced” the consent of those less 
informed on their rights. Explicit consent is required for the processing of sensitive personal 
data, a requirement that we will later see in the GDPR as well.    
What’s more, the Data Protection Act requires that the individual’s wishes are absolutely 
clear. Consent request should cover the specific processing details, the type of information 
needed, the purposes of the processing and any other aspects that may affect the individual. 
Consent is the first basis for processing set out in the Data Protection Act, but other conditions 
can apply as well, such as legitimate interest. 

To compare, we look at article 4(11) of the GDPR which defines consent as: 

“...any freely given, specific and informed indication of his 
wishes by which the data subject signifies his agreement to 
personal data relating to him being processed.”

“Any freely given, specific, informed and unambiguous   
indication of the data subject’s wishes by which he or she, by 
a statement or by a clear affirmative action, signifies 
agreement to the processing of personal data relating to him 
or her.” 
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Consent according to the GDPR

Data subjects must be able to choose whether or not they want their data 
to be processed. Under no circumstances should consent be coerced. 

For consent to be considered valid, data subjects should be informed of the 
controller’s identity, the purpose of the  processing and how processing 
might affect them.  

Data subjects need to be told all purposes for processing their personal 
data before they give their consent.   

Consent management should be performed through positive, affirmative 
action so that the wishes of the data subjects are clear. 
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The infographic presented in the figure above summarizes the main requirements of the 
GDPR with regards to consent. Let’s break them down a bit. 

As a data controller, you have to make sure data subjects can choose whether or not they give 
their consent for data processing. Under no circumstances should consent be coerced. Also, 
since it is important to make sure data subjects have a choice, consent will not be used as a 
basis for processing when there is a clear imbalance between the controller and the data  
subject. A good example here is the case when the controller is a public authority or in the 
relationship between employer and employee. In the same manner, the performance of a  
contract will not be based on consent, unless it is necessary for the contract itself. 
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OTHER SPECIFICATIONS

In the GDPR consent needs to be specific, meaning it cannot be bundled with other matters. 
Data subjects need to be told exactly why their data is needed and how it will be used.  
Consent cannot just be another box to check among a long list of other things. Also, once  
consent is obtained, the data can be used only for the purposes specified initially. Any time 
other purposes arise, a data controller needs to obtain separate consent for the new   
purposes. For instance, if someone gives you their name and email address to create an 
account on your website so that they can access certain content, you cannot start sending 
them emails with products you are selling. The initial consent was not given for marketing 
purposes. 

The subject needs to know not only the purpose of the processing but also the identity if the 
controller. Otherwise, consent is not considered valid. Also, the language in which consent is 
requested has to be easy to understand for someone who has no legal knowledge. 

Finally, the data subject wishes need to be clear. This means that pre-ticked boxes are not 
valid consent. Inactivity, the idea that “if you proceed or if you don’t disagree means you 
agree” is not valid either. Consent has to be consent in the real sense of the word, without any 
room for interpretation. 

When dealing with special categories data - data revealing racial or ethnic origin, political 
opinions, religious beliefs, data concerning health, biometric and genetic data - consent needs 
to be explicit. This means there needs to be clear and affirmative action by the data subject. 
However, take into consideration, that processing special categories of data is prohibited. 
There are only a few exceptions.    
    
Processing data of children is another special case. Consent is not enough and if the child is 
younger than 16, parental consent is required.   
Another question asked by many is what will happen with the consent obtained prior to the 
GDPR. Should it be re-obtained? The short answer is no. The longer answer is that if you do 
not re-obtain it, you need to be able to provide records of how you obtained consent in the 
first place. You will also need to offer the data subject the possibility to withdraw consent, 
should they require it. 

 1    https://www.i-scoop.eu/gdpr/explicit-consent/
 2    http://www.privacy-regulation.eu/en/r52.htm
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We briefly mentioned the cookie policy and how it will need to change in the paragraphs 
above. Let’s take a closer look at how cookie consent should look under the GDPR. Changes 
are due to the fact that cookies can be seen in personal data in many circumstances, as they 
sometimes can be used to identify an individual. In the GDPR they are addressed in Recital 30 
that states:  

This will affect cookies used for advertising, analytics and other cookies used for functional 
services like chats and surveys.
So what are the key changes?

                 “By using this website, you accept cookies” will not be enough. The data subject 
needs to be given a real choice. That type of phrase is not informative as to why cookies are 
needed and does not give an alternative. Website owners will not be able to constrict users 
by forcing them to accept cookies if they need an information from their website.  
                       Consenting to cookies needs to be a clear affirmative action. We can include here 
clicking through an opt-in box or choosing certain settings in a menu. As already explained, 
visiting a website does not imply consent.    
                       Websites will need to provide an opt-out option - it must be as easy to withdraw 
consent as it was to give it. This means users should be able to remove consent through the 
same type of action as when they gave their consent. For example, if they clicked through 
some boxes on a form on the website, they need to be able to find the same form to revoke 
consent. 

 
Natural persons may be associated with online identifiers…-
such as internet protocol addresses, cookie identifiers or other 
identifiers…. This may leave traces which, in particular when 
combined with unique identifiers and other information   
received by the servers, may be used to create profiles of the 
natural persons and identify them. 
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On February 16th, the Court of First Instance of Brussels has convicted Facebook for 
non-compliance with the Belgian privacy and cookie rules. The issues had started long before 
that, on the 13th of May 2015 when the Privacy Commission publish a recommendation 
urging Facebook to implement several corrective measures. Since no agreement could be 
reached, the issues were taken to court. 
 
Besides the financial penalties, Facebook should cease placing specific browser-identification 
and tracking cookies without properly informing the data subject. They should also cease 
collecting data-cookie through social plugins placed on third-party websites, as their use can 
result in a violation of the fundamental right to privacy. Furthermore, the court ordered  
Facebook to delete all personal data from data subject’s on Belgian territory, if that data was 
obtained via the cookies found to violate regulations. 

It is expected that Facebook will appeal the decision. However, in order to avoid incremental 
penalties, it should also address the concerns raised by Belgian authorities. While the case is 
not directly related to the GDPR as it began before the new Regulation was in place, it creates 
a precedent for enforcing such laws. For a long time, few people thought about the risks using 
cookies implied. The penalties imposed to Facebook will hopefully help raise awareness and 
create a precedent that will be used once the GDPR is enforced.  

3    https://iapp.org/news/a/brussels-court-facebook-must-play-by-the-belgian-privacy-and-cookie-rules/
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Alternatives 
When consent is not necessary

The most discussed alternative to consent, both under the Data Protection Act and under the 
GDPR is legitimate interest. The main advice is that while it is possible to use legitimate
interest instead of consent in some cases, it is a basis that should be used carefully and 
always choose consent when the possibility exists. 

Legitimate interest is helpful in certain cases. A good example is that of a finance company 
which is unable to locate a customer that has stopped making his payments. The customer 
does no longer live at the address given in the contract and he has not provided the new 
address to the company. In order to seek payment of the debt, the financial company seeks 
help from a debt collector. It is obvious the customer’s consent was not obtained for this 
transfer. However, the situation is a clear example of legitimate interest, that does not need 
the customer’s consent. 
 
Even in this condition, where the interest of the company clearly overrides that of the   
customer, the processing of the information has to be fair and lawful. For example, the  
financial company has to make sure the data transferred to the debt collector is accurate and 
that only relevant data for the purposes of the processing is shared. 

 

Necessity of processing does not always override consent, but when it does, certain   
conditions must be met. For example, we can define as necessary the processing that occurs 
in relation to a contract which the data subject has entered into. In the same idea, when the 
data subject makes a request in order to enter a contract, we have necessary processing.
“Vital interest” of the data subject is also found in this category. However, this condition will 
mostly apply in life and death situations, when the medical history of a patient needs to be 
disclosed for emergency treatment. 
 
Something to note here: if the organization can achieve the purpose in a different manner or 
if the necessity is related only to how the business operates but not to the interest of the data 
subject, the conditions for processing to be necessary are not met and consent is required.  

LEGITIMATE INTEREST AS A BASIS FOR PROCESSING

WHEN THE PROCESSING IS NECESSARY
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Processing sensitive data

We’ve briefly mentioned the strict conditions under which sensitive data can be processed. 
Now we’ll go into more details regarding this category of persona data. In the GDPR there are 
ten conditions under which sensitive data can be processed and we find them all listed in 
Article 9(2) as follows: 

(a) the data subject has given explicit consent to the  
processing of those personal data for one or more specified 
purposes, except where Union or Member State law provide 
that the prohibition referred to in paragraph 1 may not be 
lifted by the data subject; 

(b) processing is necessary for the purposes of carrying out 
the obligations and exercising specific rights of the controller 
or of the data subject in the field of employment and social  
security and social protection law in so far as it is authorised 
by Union or Member State law or a collective agreement  
pursuant to Member State law providing for appropriate  
safeguards for the fundamental rights and the interests of the 
data subject;(c) processing is necessary to protect the vital  
interests of the data subject or of another natural person 
where the data subject is physically or legally incapable of 
giving consent; 

(d) processing is carried out in the course of its legitimate   
activities with appropriate safeguards by a foundation,   
association or any other not-for-profit body with a political, 
philosophical, religious or trade union aim and on condition 
that the processing relates solely to the members or to former 
members of the body or to persons who have regular contact 
with it in connection with its purposes and that the personal 
data are not disclosed outside that body without the consent 
of the data subjects; 
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processing of those personal data for one or more specified 
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or of the data subject in the field of employment and social  
security and social protection law in so far as it is authorised 
by Union or Member State law or a collective agreement  
pursuant to Member State law providing for appropriate  
safeguards for the fundamental rights and the interests of the 
data subject;(c) processing is necessary to protect the vital  
interests of the data subject or of another natural person 
where the data subject is physically or legally incapable of 
giving consent; 

(d) processing is carried out in the course of its legitimate   
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data are not disclosed outside that body without the consent 
of the data subjects; 

4     [...]data are processed by or under the responsibility of a professional subject to the obligation of professional 
secrecy under Union or Member State law or rules established by national competent bodies or by another person also 
subject to an obligation of secrecy under Union or Member State law or rules established by national competent 
bodies.”

(e) processing relates to personal data 
which are manifestly made public by the 
data subject; 

(f)  processing is necessary for the  
establishment, exercise or defence of 
legal claims or whenever courts are 
acting in their judicial capacity; 

(g) processing is necessary for reasons of 
substantial public interest, on the basis 
of Union or Member State law which 
shall be proportionate to the aim  
pursued, respect the essence of the right 
to data protection and provide for  
suitable and specific measures to  
safeguard the fundamental rights and 
the interests of the data subject; 

(h) processing is necessary for the  
purposes of preventive or occupational 
medicine, for the assessment of the 
working  capacity of the employee, 
medical diagnosis, the provision of 
health or social care or treatment or the 
management of health or social care  
systems and services on the basis of 
Union or Member State law or pursuant 
to contract with a health professional 
and subject to the conditions and  
safeguards referred to in paragraph 3 ; 
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(i)  processing is necessary for reasons 
of public interest in the area of public 
health, such as protecting against  
serious cross-border threats to health 
or ensuring high standards of quality 
and safety of health care and of  
medicinal products or medical devices, 
on the basis of Union or Member State 
law which provides for suitable and 
specific measures to safeguard the 
rights and freedoms of the data  
subject, in particular professional  
secrecy; 

(j)  processing is necessary for  
archiving purposes in the public  
interest, scientific or historical research 
purposes or statistical purposes in  
accordance with Article 89(1) based on 
Union or Member State law which shall 
be proportionate to the aim pursued, 
respect the essence of the right to data 
protection and provide for suitable and 
specific measures to safeguard the  
fundamental rights and the interests of 
the data subject. 

Sensitive data can create a higher risk to a person’s rights 
and freedoms, hence the stricter processing rules.  
In addition to the conditions that must be met in order to 
process classical persona data, at least one of the  
conditions listed above must also be met. 



Data protection and consent
across the world

The GDPR is not the only law dealing with consent. While the changes it is bringing seem to 
have the greatest impact, consent is an important aspect in other legislations as well. Figure 
2 presents the data protection laws across the world, providing a comparison between  
various such laws. In the following paragraphs we will tackle consent in PSD2, COPPA, but 
also consent in other legislations across the world.   
 

HEAVY ROBUST MODERATELIMITED

CONSENT IN PSD2

PSD2 which stands for the Payment Service Directive is the key legislation for banks.   
It enables bank customers to use third-party providers to manage their finances. The law will 
enable third-parties to build financial services on top of banks’ infrastructure. As a result, 
banks will not only be competing with each other, but with any other company offering  
financial services. Unlike the GDPR, PSD2 is a Directive, so penalties will be defined by the 
individual member states. The GDPR does not directly address this Directive. Considering 
however, PSD2 will inevitably deal with personal data, compliance with the GDPR will be a 
must for those offering banking services. 
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PSD2 which stands for the Payment Service Directive is the key legislation for banks.   
It enables bank customers to use third-party providers to manage their finances. The law will 
enable third-parties to build financial services on top of banks’ infrastructure. As a result, 
banks will not only be competing with each other, but with any other company offering  
financial services. Unlike the GDPR, PSD2 is a Directive, so penalties will be defined by the 
individual member states. The GDPR does not directly address this Directive. Considering 
however, PSD2 will inevitably deal with personal data, compliance with the GDPR will be a 
must for those offering banking services. 

You already get an idea as of why consent is crucial for this law. Consumers must give  
consent to merchants that want to take payments from bank accounts directly via APIs. 
Explicit consent is required for many operations in PSD2 especially for new services or for 
marketing purposes. 

The Children’s Online Privacy Protection Act, in short COPPA, refers to the personal data of 
children below 13, for which parental consent is required. Note that in contrast, the GDPR sets 
the age for parental consent at 16 leaving to national legislations the option to lower the age 
to 13, but not lower. 
 
Those already compliant with COPPA, will have no problem with children’s personal data 
within the GDPR, as the Regulation has a more general approach. The only difference will be 
within those countries where the age limit will be set to 16 within the GDPR. In that case, 
companies compliant with COPPA will need to include those between the ages of 13 and 16 
in the children category. 
 

The US has about 20 privacy and data protection laws and hundreds such laws in its states 
or territories. With the GDPR, US companies doing business in the EU will have the option to 
register with the EU-US Privacy Shield. This is a self-certification program through which US 
companies can prove they are compliant with the GDPR. A program criticized by many, the 
Privacy Shield does not guarantee a US company is truly GDPR compliant, but it deems  
companies adequate for business with the EU. The US Department of Commerce published 
an fact sheet containing an overview of the EU-US Privacy Shield. Long story short, the rights 
of the data subject need to be the same as per GDPR. And yes, this includes consent. 
Outside of the Privacy Shield, laws in the US are less strict than the GDPR. Data can be 
collected, stored and processed as long as the data subject has “adequate notice” as  
appropriate to the sensitivity of their data. There are no general limitations to data storage 
from the existing US privacy or data protection laws. Other differences are found for instance 
in the right to access. In the GDPR, access will be a fundamental right of the individual, 
whereas in the US it is merely considered a fair information principle without any obligation 
to provide access. 

 5     https://www.commerce.gov/sites/commerce.gov/files/media/files/2016/eu-us_privacy_shield_fact_sheet.pdf
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collected, stored and processed as long as the data subject has “adequate notice” as  
appropriate to the sensitivity of their data. There are no general limitations to data storage 
from the existing US privacy or data protection laws. Other differences are found for instance 
in the right to access. In the GDPR, access will be a fundamental right of the individual, 
whereas in the US it is merely considered a fair information principle without any obligation 
to provide access. 

Singapore enacted the Personal Data Protection Act (PDPA) on the 15th October 2012. There 
were three phases to its implementation: 

                   provisions related to the Personal Data Protection Commission - January 2013 
      provisions related to the National Do-Not-Call Registry - January 2014
                   the main data protection provisions - July 2014 
     

SINGAPORE

personal data practices that enter the scope of “federal work, undertaking or business”. It also 
applies to organizations who collect, use and disclose personal data for a commercial activity. 
Finally, PIPEDA also applies to inter provincial and international collection, use and disclosure 
of data. 

Consent is a key element in PIPEDA. Organizations must obtain meaningful consent for 
collection, use or disclosure of personal data. What does meaningful mean? If the data  
subject was given clear information on the purpose of the processing, then consent is   
considered meaningful. A clear similarity with the type of consent required within the GDPR 
can be seen. 

Canada has a number of 28 privacy statutes that govern protection of personal data in the 
public, private and health sectors. The most known worldwide is PIPEDA - the Personal  
Information Protection and Electronic Documents Act. It applies to consumer and employee 

Like the GDPR, the Act has extraterritorial effects. This means it applies to anyone processing 
personal data of individuals from Singapore regardless of the location of that organization. 
The provisions, however, do not apply to the public sector, which has separate rules. In this 
the Act certainly differs from the GDPR, which applies to the public and the private sector 
alike.     
     
There are certain differences between the GDPR and PDPA and one of the major ones is 
around consent. At first sight, PDPA requires, just like the GDPR, that the data subject be 
informed on the purposes of the processing and misleading practices to obtain consent are 
strictly forbidden. The difference come in Article 15 of the PDPA which states that if an  
individual voluntarily provides their data to an organization, it can be implied that he consents 
to data processing. The justification behind this is efficiency. However, the fear is that this 
encourages companies to append additional purposes for the processing, without  
re-obtaining consent, based on the fact that data was given voluntarily. 
 

CANADA
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considered meaningful. A clear similarity with the type of consent required within the GDPR 
can be seen. 
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public, private and health sectors. The most known worldwide is PIPEDA - the Personal  
Information Protection and Electronic Documents Act. It applies to consumer and employee 

Like the GDPR, the Act has extraterritorial effects. This means it applies to anyone processing 
personal data of individuals from Singapore regardless of the location of that organization. 
The provisions, however, do not apply to the public sector, which has separate rules. In this 
the Act certainly differs from the GDPR, which applies to the public and the private sector 
alike.     
     
There are certain differences between the GDPR and PDPA and one of the major ones is 
around consent. At first sight, PDPA requires, just like the GDPR, that the data subject be 
informed on the purposes of the processing and misleading practices to obtain consent are 
strictly forbidden. The difference come in Article 15 of the PDPA which states that if an  
individual voluntarily provides their data to an organization, it can be implied that he consents 
to data processing. The justification behind this is efficiency. However, the fear is that this 
encourages companies to append additional purposes for the processing, without  
re-obtaining consent, based on the fact that data was given voluntarily. 
 

We find another difference in the area of withdrawing consent. Like the GDPR, the PDPA 
allows the individual to withdraw consent and organizations cannot prohibit this right from 
an individual. However, if any legal consequences arise from this, it will be borne by the data 
subject. Also, an organization has no obligation to inform third-parties that an individual 
withdrew consent. 
 
All in all it can be said that the GDPR includes protections not found in the PDPA. The right to 
object, highly seen in the GDPR is not as present in the PDPA. For example, the GDPR allows 
objection in cases of direct marketing, automated decision making and profiling, the right to 
data portability. Also, the PDPA does not provide any extra protection for sensitive personal 
data, unlike the GDPR which highly restricts processing such data. Considering the extensive 
jurisdictional reach of the GDPR, it will be interesting to see how companies based in   
Singapore, processing data of EU citizens will comply with the additional provisions.

At the moment China doesn’t have a comprehensive data protection law. There are rules 
about data protection that can be found  across other laws and regulations such as the  
General Principles of Civil Law and the Tort Liability Law. The year 2017 saw the  
Cybersecurity Law being promulgated and effective starting June 2017. Its purpose is to  
protect online information, rights and interests of the citizens and ensure national security 
and public interests. To note, this law is generally referred to as the “General Data Protection 
Law”. 

Consent is to be obtained from the data subject before data processing occurs. The individual 
should also be informed of the purposes, means and scope of collection and consent needs to 
be explicit. Employee data is left in an unclear state, as the law does not say whether the 
same provisions apply or not. 
 

As pictured in Figura 2 Russia has only a moderate level of data protection laws. Provisions 
of data protection laws can be found in Russia’s constitution, international treaties and spe-
cific laws. The Constitution enables the right to privacy for every individual.
As far as consent is concerned, there are certain provisions around it. For example, consent 
can be given in any form, but the data controller has to be able to prove they did obtain it. 
Records of consent are thus important for consent lifecycle management. There are a few 
special cases when the consent should be given in writing, preferably in hard copy form. 
Included here is consent when sensitive or biometric data is concerned, in the case of cross 
border data transfers, when the data collected will be included in publicly accessible sources 
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and where legally binding decisions are made on the grounds of automated data processing. 
An electronic signature can also be considered valid consent in these cases. Written consent 
should contain the identity of the data subject, including data from passport or ID, the identity 
of the data controller, the purpose of the processing, the list of data that can be collected and 
the types or processing that are authorized. Like in the GDPR, consent can be revoked.  



In Conclusion

One certain thing is that the GDPR will change the face of data protection. Some form of data 
protection law exists in many countries and even those that do not have such regulations will 
have to comply with the GDPR if they want to process EU citizens’ data. The Regulation will 
affect everything that has to do with personal data, including things like cookies, that until 
now were barely taken into consideration.  
Consent management will become a crucial step to any business activity. Make sure that the 
data subject knows the exact purpose of the processing. Also make sure they understand the 
purpose! Do not explain it in a language only someone from a specific field would understand 
like a lawyer or a computer programer, because that consent will not be valid. When asking 
for consent, make sure the data subject knows who you, as a data controller are. Once  
consent is obtained, do not add other purposes for processing. If the terms change and you 
need to add other purposes, ask for consent again. 
 
The same type of consent needs to be asked when using cookies. You will need to let the data 
subject know what type of cookies you’d like to use and let them choose which ones they 
allow you to use. For example, there will be the cookies that are strictly necessary for the 
 website function. These are the cookies that cannot really be switched off because in that 
case the website will not work. These cookies also do not store any personal data. Another 
category will be the cookies used for performance and analytics. If the user switches these 
off, analytics will not be performed and website will not be able to monitor their performance. 
Make sure you inform the data subjects of this, but then allow them the possibility to choose 
if they want them or not. Functional cookies are another category and in many cases they are 
provided by third parties - for example if you use Vimeo videos on your website, they’ll have 
their own cookies. Of course, they are optional to the data subject. Finally the cookies used to 
display ads are also optional to the data subject. You should also include in the consent the 
exact names of the cookies that will be stored on the user’s computer. This will help those with 
a medium to high experience with computers but it will also increase the data subject’s trust. 
It is however an optional step. While this is not a requirement specified word for word in the 
GDPR or the ePrivacy Regulation, it does fall into the category of “specific and informed  
consent”. If you just tell the user a cookie category (i.e. performance cookies) but you do not 
tell him how many files will be stored on his computer and what those files are, your request 
is not 100% transparent and consent cannot be truly called informed and specific.

At first, consent management will not be an easy task, but it won’t be impossible either. Will 
the users’ feel the immediate benefits or will they be confused by all the consent that is asked? 
A certain degree of confusion will probably exist, especially with the average computer users 
who don’t know much about the GDPR. It will also be up to business owners to come up with 
consent forms that are quick and easy to understand. While compliance with the GDPR might 
not be an easy task, we expect the changes to eventually be positive for everyone.
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