Load, Security and Resiliency
Testing in the 5G/loT Era

lan Carpenter - Valid8

Link to the Recorded Event:

https://youtu.be/FuenihsLKlw

VALIDS...

Flexible. Affordable. That's Different.
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Interacting During This Event

» Slides and Recording will be sent after the event
* Enter Questions into the Question Bar

* We'll try to get to as many questions as possible at the end of
the presentation
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Today's Speakers

lan Carpenter
President, CEO and Founder

Valid8
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About Valid8

In business for over 18 years

Expertise : Telecom Networking
* Products : World-class testing platform & applications

* Multi-Domain (5G, 4G, loT, MCX, VOLTE/IMS, RCS,
Cloud/Lab)

* Multi-Industry (Telecom, Automotive, Public Safety,
Healthcare, Aerospace, Private 4G/5G Networks)

* Multi-Purpose (Security, Performance, Conformance,
Customizable, Flooding, Fuzzing, Handovers)

Services : Custom solutions and support

Customers :
« Large FT500 & small organizations
« Equipment vendors, service providers & integrators

Locations world-wide

Vs VALID8.COM | © 2020 Valid8.com, Inc.

VALID8 OFFICES

London, UK
v Munich, Germany
V"~ EMEA (Tucana)

Vv~ Wakefield, MA, V" Tokyo, Japan (Glean)

San Jose, CA, USA
USA y Hong Kong, PRC

\f f Taipei, Taiwan

Bangalore, India

Company CONFIDENTIAL - Do not distribute without written approval from Valid8



What is Meant by "Load, Security and
Resiliency Testing"

* Load - Creating a large number of mobile initiated procedures including
« Attach,
» User Session Establishment,
» Detach

« Security - Ensure that security procedures work, and the network handles correct and incorrect
messages

« Diameter

« GTPv2-C/ PFCP

« HTTP

 NGAP/S1AP

* NAS - Falling back to older security modes

» Resiliency - how the network recovers from a failure, including failover and recovery time
* Cut links
* Measure the failover time

* Reenable links
* Measure the recovery switch back time
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Challenges Performing Load, Security and
Resiliency Testing

* Difficult to simulate large numbers of loT devices without
spending a lot of time and money

* Inflexible test capabilities. Unable to simulate specific, real-
world threats

« Hard to interpret/take action on the results
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DEMO - 4G loT NETWORK TESTING
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Flexible, Robust Testing Capabilities

» Uncovering common vulnerabilities

» Simulating test cases at scale

» Customizing tests for real-world scenarios
* Flexible, actionable output and reporting
» Cost-effective, virtualized testing
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Q&A

For more information visit:
www.valid8.com

v’ Solutions for Security
v Solutions for Conformance

Email: info@valid8.com

Call: +1 781 702 4434

WB VALID8.COM | © 2020 Valid8 .com, Inc. Company CONFIDENTIAL - Do not distribute without written approval from Valid8



http://www.valid8.com/
mailto:info@valid8.com

Additional Slides
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Automation

» Can be integrated into any Continuous Integration (Cl) system
via the HTTP API, including

» Jenkins
 CircleCl

« Gitlab

« and others
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Dashboard—
continuous

monitoring
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The Valid8 Solution

FLEXIBLE AND COST-EFFECTIVE TOOLS

All-in-one, cost-effective
base platform
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Highly configurable:
add only the tools you need

Simulated independent 3rd-party
environment for testing
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Test Report
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Protocol Engine
Platform

« Valid8's advanced run-time environment is designed
specifically for testing signaling systems such as
telecommunications and network equipment, web
applications and APIs, and appliances.

* Designed from the ground up to be browser
controlled, the Linux-based Protocol Engine offers
flexibility and versatility that is unmatched by rival tools.
The modern and responsive user interface provides
control, scenario editing, remote access and sharing
capabilities. Call-flows can be modified and integrated
version control aids team driven development and
testing. Our open Cloud API allows complete integration
into existing test automation environments.
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