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Executive
Summary

Malicious actors have used ransomware as an 
attack methodology since the 1980’s. Every time 
organizations seem to find a way to mitigate this 
threat, cybercriminals find a new way to circumvent 
security controls. Early ransomware encrypted 
organizations’ business and sensitive data, leading 
to loss of revenue and employee productivity. In 
response, businesses strengthened their business 
interruption and disaster recovery processes, 
focusing on data backup to eliminate the need 
for paying ransoms. In response, cybercriminals 
again evolved their methodologies. Recent 
ransomware attacks include both encrypting 
data and exfiltrating sensitive information to hold 
hostage unless the victim pays the ransom. 

Attack, Detect, and Respond (ADR) solutions 
enable organizations to emulate cybercriminal 
activities. Using ADR, organizations can take recent 
threat intelligence and apply business risk context 
to it, giving their security teams a way to look for 
and remediate security weaknesses in advance. 
With ADR, organizations can use continuous 
insights to create a proactive approach to threat 
mitigation where Red and Blue teams work 
cooperatively toward a common security goal.
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Ransomware: 
The Never-Ending 

Story

Although ransomware has evolved over the years, 
organizations have struggled with it since the late 1980s. 
Joseph Popp, an AIDS researcher, perpetrated the first 
ransomware attack in 1989, sending 20,000 5.25-inch 
floppy disks to researchers across 90 countries. Popp 
told the researchers that the disks contained a survey 
that would help determine patients’ risk of contracting 
AIDS, but when researchers opened the files, it infected 
their computers. Similar to modern ransomware, Popp’s 
code executed on computers, lying in wait through 89 
computer restarts. When it finally encrypted filenames 
on the 90th computer startup, it directed victims to send 
a fake company, P.C. Cybrog, a “licensing fee” before they 
could unencrypt the data.1

By today’s standards, this ransomware attack is crude. 
Victims needed to insert a portable storage device and 
execute a program. Additionally, the attack encrypted 
only filenames, not the data stored in the files. However, 
cybersecurity professionals can recognize several 
similarities to today’s modern ransomware attacks:

In other words, more than thirty years after the first 
ransomware attack, organizations continue to face the 
same problem. However, the rise of the internet, digital 
transformation, and public awareness compound these 
problems making the business case for detecting and 
defending against ransomware a mission-critical issue.

1. Social engineering: Leveraging end-user 
emotions to convince them to take actions 
that are against their best interests.

2. Data encryption: Scrambling information 
and making it unusable to an organization.

3. Anonymous payment: Sending payment is 
the only way to get the data unencrypted.

1 Waddell, K. (2016, May 11). The Computer Virus That Haunted Early AIDS Researchers. 
The Atlantic. https://www.theatlantic.com/technology/archive/2016/05/the-computer-virus-that-haunted-early-aids-researchers/481965/
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The Internet: The More 
Attacks Change, The More 

They Stay The Same

Over the last twenty years, the internet has changed 
how organizations do business. When Popp propagated 
his ransomware attack, he distributed physical objects. 
Today, malicious actors no longer need to know physical 
addresses or use physical objects. Although the internet 
increases business operational efficiencies, it also makes 
disseminating ransomware easier for malicious actors. 

A primary change impacting businesses is the use 
of email. Data from Statista offers insight into email’s 
necessity to and impact on businesses:2

Few organizational leaders would be surprised at 
these email statistics. Particularly as organizations 
moved toward a distributed workforce, they leveraged 
email as a primary communication tool. However, that 
same enabling tool is also a primary vector for malicious 
actors looking to disseminate ransomware.

2 Statista. (2021, March 19). Number of e-mail users worldwide 2017–2025. 
https://www.statista.com/statistics/255080/number-of-e-mail-users-worldwide/

projected global number of 
email sent and received in 2025

percentage of emails opened 
on mobile phone in 2018

percentage of emails opening in 
iPhone email app

percentage of internet users 
reporting that they avoid 
opening emails from unknown 
senders

376 Billion

43%

29%

45%

approximate global number of 
email sent and received daily306 Billion
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In 2020, cybercriminals used the same types of social 
engineering strategies Popp used to target people’s 
COVID-19 fears. Meanwhile, experts project they will 
continue to leverage those fears into 2021, as people try 
to get vaccinated. For example, according to INTERPOL 
between January and August 2020:3

Moreover, in December 2020, INTERPOL released 
an additional warning stating, “It is essential that law 
enforcement is as prepared as possible for what will 
be an onslaught of all types of criminal activity linked 
to the COVID-19 vaccine.”4 Just like Popp leveraged 
researchers’ fears of the AIDS epidemic and desire to 
prevent illness, cybercriminals leverage the COVID-19 
pandemic during a unique moment in global history.

However, their social engineering attack approach 
remains the same no matter what emotions they use 
in their campaigns. Cybercriminals target business 
email accounts with messages that prey on end-users 
heightened emotions and include a time-sensitive call 
to action that triggers the flight-or-fight response. While 
people logically recognize the risk and know cyber 
hygiene best practices, they often take actions against 
best interests because of the tactics used.

3 INTERPOL. (2020, August). INTERPOL report shows alarming rate of cyberattacks during COVID-19. 
https://www.interpol.int/en/News-and-Events/News/2020/INTERPOL-report-shows-alarming-rate-of-cyberattacks-during-COVID-19
4 INTERPOL warns of organized crime threat to COVID-19 vaccines. (2020, December 2). INTERPOL. 
https://www.interpol.int/en/News-and-Events/News/2020/INTERPOL-warns-of-organized-crime-threat-to-COVID-19-vaccines

• 907,000 phishing messages were linked to COVID-19 

• Phishing emails themes included national/global 
health authorities, government orders, financial 
support initiatives, vaccine offers, medical supply 
offers, and COVID-19 tracking apps.
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Digital Transformation: 
The Ransomware Costs of 

Business Operations

The rise of the internet created email which makes 
delivering ransomware via social engineering attacks 
easier.  As organizations began using networks to make 
data sharing easier, threat actors sought to weaponize 
those by using them as delivery mechanisms. They infect 
one device, and the ransomware propagates across 
all devices connected to the same network. As threat 
actors look to digitally transform their methodologies 
alongside corporate digital transformation 
strategies, they turn their attention to the cloud.

Although many organizations had already started 
to move operations to the cloud, COVID-19 stay-at-
home orders forced them to rapidly adopt more cloud-
delivered applications to maintain business continuity. 
In fact, according to a Forbes podcast September 2020, 
COVID-19 accelerated digital transformation strategies 
by an average of six years.5 As organizations’ attack 
surfaces rapidly expanded, most security teams worked 
to put basic controls in place, often being forced to 
forego the enhanced vulnerability assessment processes 
normally used when onboarding new applications.

5 Koetsier, J. (2020, September 14). 97% Of Executives Say Covid-19 Sped Up Digital Transformation. Forbes. 
https://www.forbes.com/sites/johnkoetsier/2020/09/10/97-of-executives-say-covid-19-sped-up-digital-transformation/
6 RiskSense. (2021, March 11). Ransomware Report 2021. https://risksense.com/ransomware-report-2021/

Meanwhile, threat actors are nothing if not 
entrepreneurial in nature. They want the highest return 
on investment for the least amount of work. Software-
as-a-Service (SaaS) applications offer exactly the sweet 
spot of easy to exploit vulnerabilities and high value data 
that can be used as part of a ransomware attack. 

According to RiskSense’s report, “Ransomware: 
Through the Lens of Threat and Vulnerability 
Management 2021,” threat actors increasingly targeted 
known vulnerabilities in SaaS applications. According 
to the report, RiskSense noted several trends linking 
ransomware and cloud-based applications, including:6

• 18 unique Common Vulnerabilities and Exposures 
(CVEs) tied to ransomware

• Ransomware targeting 12 SaaS products with 
47 vulnerabilities

• 19 vulnerabilities exist in the Open Source category 
are tied to ransomware
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According to the report, “Top 
Product Names” of SaaS 
applications whose CVEs can be 
tied to ransomware are:

Additionally, the “Top Product 
Names” of open source products 
whose CVEs can be tied to 
ransomware are:

• Adobe-Air

• iCloud

• Outlook 365

• IBM - Lotus-domino

• Notes

• Oracle Fusion Middleware

• JBoss

• MySQL

• Jenkins

• Openstack

• Elasticsearch

As organizations finally look to secure the applications 
that they onboarded to stay financially viable, they 
need to ensure that they close any vulnerabilities 
in their SaaS and Open Source stacks.
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Public Awareness: When 
Being a Celebrity is a 

Liability

Over recent years, consumer awareness around 
privacy and data breaches has increased. In fact, a 
quick comparison between the Salesforce “State of the 
Connected Consumer” reports from 2019 and a 2020 
report from leading analyst McKinsey provide visibility 
into how consumers incorporate data privacy and 
security into their buying decisions. 

More than ever, revenue is tied to data security and 
privacy practices. Most organizations recognize the 
tangible costs of a ransomware attack, like response 
costs, ransom, and business interruption. However, 
these less tangible reputation impacts also need 
to be considered when calculating the impact.

7 Salesforce. (2019, April). Winning Customer Loyalty Hinges on Data Privacy and Trust. The 360 Blog from Salesforce. 
https://www.salesforce.com/blog/2019/04/customer-loyalty-data-privacy-trust.html
8 Anant, V., Donchak, L., Kaplan, J., & Soller, H. (2021, January 22). The consumer-data opportunity and the privacy imperative. McKinsey & 
Company. https://www.mckinsey.com/business-functions/risk/our-insights/the-consumer-data-opportunity-and-the-privacy-imperative

said they would stop buying from 
a company/using a service due to 
privacy concerns

would stop doing business with a 
company if it gave away sensitive data 
without permission

believe most companies don’t use their 
personal information to help them

are more likely to trust companies that 
rapidly respond to hacks and breaches

have stopped buying from a company/
using a service due to privacy concerns

are more likely to trust companies that 
proactively report a hack or breach

don’t believe companies care about 
security of their data

72%

71%

54%

50%

48%

46%

41%

are more loyal to companies with 
strong security controls

would not do business with a company 
if they were concerned about security 
practices

In 2019, of the 8,000 consumers surveyed:7

A 2020 McKinsey survey of 1,000 North 
American consumers supports the Salesforce 
results, noting:8

84%

87%
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Getting to the Bottom 
Line: Financial Impact of a 

Ransomware Attack

Logically, businesses understand that a ransomware 
attack, especially one where malicious actors exfiltrate 
data, can cost money and impact the bottom line. At the 
same time, making a one-to-one comparison between 
two companies feels impossible. 

Larger companies have more data, but they also 
have more security resources. Smaller organizations 
are often the opposite: less data with fewer resources. 
Industry has an impact on risk as well. Both the 
financial services and healthcare verticals often 
find themselves at greater risk because they collect, 
transmit, and store more sensitive data. However, 
they are also more highly regulated than other 
industries which makes them more accountable 
than industries like commerce and hospitality.

While comparing costs between organization 
size and vertical is difficult, some statistics can 
help show the financial impact’s enormity:

• Global average cost of a ransomware 
attack: $761,1069

• Average cost when ransom paid: $1,448,458

• Average cost when ransom not paid: $732,520

The two outcomes seem divergent at first. However, 
the data sets are two different types of information. 
The Sophos report is based on an independent 
survey of 5,000 IT managers across 26 countries. The 
NetDiligence Report is based on 920 incidents reported 
as part of a cyber risk insurance claim. The numbers are 
not disconnected. Many organizations may not have or 
be making cyber risk insurance claims. 

Ultimately, while the Sophos data provides a shock 
factor, the Net Diligence data provides additional valuable 
insight. For those organizations that experienced 
a ransomware attack, 73% of the costs claimed, or 
$464,000, were related to non-ransom payments.

The hidden costs of a ransomware attack mirror 
those from any other data security incident. The 
NetDiligence “Cyber Claims Study Study 2020 Report” 
discusses the cyber risk insurance claims made for 
ransomware attacks. The report notes that ransomware 
accounted for 25% of total cyber risk claims. Additionally 
costs incurred for the year 2019 included:10

• $175,000: average ransom cost

• $80,000: average cost of crisis services

• $169,000: average incident costs 

• $215,000: average business interruption costs

• $639,000: total average costs

9 Paying the Ransom Doubles Cost of Recovering from a Ransomware Attack, According to Sophos. (2020). Sophos. https://www.sophos.com/
en-us/press-office/press-releases/2020/05/paying-the-ransom-doubles-cost-of-recovering-from-a-ransomware-attack-according-to-sophos.aspx
10 NetDiligence. (2020). NetDiligence 2020 Cyber Claims Study 2020 Report. 
https://netdiligence.com/wp-content/uploads/2020/11/NetD_2020_Claims_Study_1.1.pdf
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Attack. Detect. Respond (ADR) 
Solutions: Preparing Your People, 
Strengthening Processes, and 
Maximizing Technology Investments
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Ransomware will continue to be a primary 
cybersecurity cost vector for organizations of 
all sizes. The data around ransomware attacks 
provides insight into several reasons that 
organizations need to create more robust detection 
and response capabilities:

• Ransomware attack tactics, techniques, and 
procedures (TTPs) change, but their core 
methodology follows historical trends.

• Cloud-based applications are the new attack 
vector, especially in light of rapid application 
onboarding over the last twelve to eighteen 
months.

• The majority of costs arise not from the ransom 
payment but from tangential costs associated 
with the attack.

• Remaining a viable brand in a digitalized 
society makes rapid response to new threats 
fundamental to maintaining customer trust.

Creating a proactive approach to threat mitigation 
and enhancing threat detection is a primary way 
of protecting a modern business. In fact, the IBM 
“Cost of a Data Breach Report 2020” notes that 
establishing and testing incident response teams 
on incident response plans reduced the average 
total cost of a data breach by $2 million, reducing 
it from $5.29 million to $3.29 million.11 However, 
traditional response team testing methods fail to 
provide real-world practice that enables them to 
mitigate threats.

Attack. Detect. Respond 
(ADR) Solutions

11 IBM. (2020). Cost of a Data Breach Study. https://www.ibm.com/security/data-breach
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Why Breach and 
Attack Simulation is 

Not a Silver Bullet

Organizations consistently invest in and 
analysts consistently suggest tools that 
should enable incident response teams to 
prepare for attacks. For example, Gartner 
argues that breach and attack simulation 
(BAS) offers organizations a way to test and 
validate security controls, making it one of 
their top trends for 2021.12 Although Gartner 
recommends these tools, they come with 
innate failings for several reasons. 

12 Panetta, K. (2021, April 5). Gartner Top Security and Risk Trends for 2021. Copyright (C) 2021 Gartner, Inc. All Rights Reserved. 
https://www.gartner.com/smarterwithgartner/gartner-top-security-and-risk-trends-for-2021/

• Incorporate business risk context: BAS tools 
simulate known TTPs without regard for an 
individual company’s industry, geographic location, 
and supply chain risks.

• Provide real-world practice with new TTPs: BAS 
tools are rigid and only simulate a limited number 
of TTPs, lacking agility as threat actors change 
their approach.

• Incorporate human element: Agent-based BAS 
tools provide technical value but can only run 
known attack methodologies so give no insight into 
how security teams respond to new iterations of 
known attacks.

• Enable inexperienced team members: Not only are 
BAS tools rigid, making them unable to respond to 
evolving threat methodologies, any customization 
possible requires experienced coding and time, 
taking time from experienced team members.

Some of the inherent problems with 
BAS tools include inability to:
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ADR: Customizable Attack 
Emulation for Agile, Proactive, 

Ransomware Defense

ADR solutions, on the other hand, do more than simulate. They 
emulate. To understand the difference, it helps to understand what 
these terms mean in computing:

Although these words might be used interchangeably in day-to-
day life, they have different yet important nuances when applied to 
computing:

• Simulation: a computer program that uses mathematical algorithms to 
duplicate and recreate a specific scenario

• Simulation: only runs in a way that duplicates and recreates a specific 
scenario, or in the case of ransomware a known and defined malicious code.  

5 Koetsier, J. (2020, September 14). 97% Of Executives Say Covid-19 Sped Up Digital Transformation. Forbes. 
https://www.forbes.com/sites/johnkoetsier/2020/09/10/97-of-executives-say-covid-19-sped-up-digital-transformation/
6 RiskSense. (2021, March 11). Ransomware Report 2021. https://risksense.com/ransomware-report-2021/

• Emulation: the process of using a computer program to imitate the functions 
of a hardware or software program so that it behaves like the original

• Emulation: imitates the functions of a program to behave like the original, or 
in the case of ransomware mimics the individual TTPs in the same order the 
attacker used them.
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On the surface, this might seem like 
pedantic wordplay. However, this nuanced 
difference is the reason that an ADR solution 
is more effective for testing and validating 
an organization’s security posture.

Step 1 Step 3Step 2 Step 4

Step 1

Step 3

Step 3

Step 4

Step 2

Step 1

Step 4

Step 2

A simulation, like a BAS tool, only recreates 
the entirety of a known ransomware program. 
Meanwhile, emulation, like with ADR, is based on 
the individual steps that an attacker takes during 
an attack. Because emulation is based on the 
individual steps, often taking a modular approach, 
ADR solutions are more flexible, agile, and 
responsive to changes in the threat landscape.

Simulation
All steps packaged together 
in a specific order defined by 
a known malicious code

Emulation
Modeling the functions of the 
attacker’s behavior during an attack 
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Start with contextual 
business risk

Nearly any cybersecurity initiative starts by assessing 
risk. In the context of ransomware, this means more than 
knowing where you store, transmit, and process sensitive 
data. It means staying up-to-date with the most recent 
attacks facing your industry. For example, Ryuk plagued 
the financial services industry in 2020,13 while Cerber 
accounted for 58% of the ransomware attacks across 
the healthcare vertical during that same time period.14

13 BlueVoyant. (2020, October 2). Top 9 Types of Malware Targeting the Financial Industry: August 2020. BlueVoyant. 
https://www.bluevoyant.com/blog/malware-targeting-the-financial-industry/
14 239.4 million attempted attacks targeting healthcare alone in 2020. (2021, February 4). 2021–02-04 | Security Magazine. 
https://www.securitymagazine.com/articles/94519-4-million-attempted-attacks-targeting-healthcare-alone-in-2020

Organizations in these two verticals need security teams 
who can respond rapidly to different types of ransomware 
threats. Starting with contextual business risk based on threat 
intelligence feeds helps better define investigative actions and 
reduce the likelihood that a threat actor will be successful.

Credit: DarkTracer
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Stay updated on and 
give security teams 

experience with new TTPs

Just as malicious actors use different ransomware 
methodologies across different industry verticals, so 
do they also evolve their methodologies differently. 
For example, Ryuk was a primary methodology until 
June 2020.15 After that point, Conti became prevalent. 
However, most ransomware researchers noted that 
Conti had similar ransom note templates as Ryuk and 
also used Trickbot infrastructure. In other words, Conti 
appeared to be an evolution of the Ryuk code.

Problematically, while BAS might be able to run a 
simulation for Ryuk, the speed at which Conti overtook its 
predecessor makes BAS tools ineffective at mitigating new 

risks. Simulations can only respond to the attack chain 
that the provider offers. With the speed at which malicious 
actors evolve their methodologies, these can become 
outdated before the provider updates the technology.

ADR solutions enable organizations to respond in real-
time to real-world threats. Their ability to emulate gives 
them the agility necessary to keep pace with new threat 
methodologies seen “in the wild” so that security teams 
can test and validate against these methodologies.

15 BlueVoyant 2020.

Image: Conti is currently the “King of Ransomware on the DarkWeb” according to DarkTracer. Conti ransomware has impacted healthcare 
and first responder networks as per this FBI Flash and multiple news outlets covering the Ireland, New Zealand, and Canada health 
services.

SCYTHE’s out-of-the-box emulation library offers 
the most depth and breadth of TTPs, including:

• Conti 

• DarkSide

• Ryuk

• Maze

• PowerShell

• Honeybee

• Cozy Bear 

• Egregor
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Organizations consistently invest in security tools. 
Research proves that even during an economic 
downturn, security remained a top IT spend. For 
example, research from September 2020 noted:16

Spending continues to increase, yet organizations 
often use default settings for their security tools. In 
short, organizations continue to add more technologies 
while they might achieve a higher return on investment 
by focusing on fine-tuning their current solutions.

With ADR, organizations can optimize their 
cybersecurity spend by testing tool sets against new 
threats, responding to vulnerabilities, or setting more 
efficient alerts and notifications. Then, they can validate 
these findings by running the same emulation or testing 
against a slightly different, customized model.

23%

26%

TO

TO

26%

29%

of IT spending: Small and mid-sized 
business cybersecurity spend

of IT spending: enterprise organization 
business cybersecurity spend

Fine tune security 
solutions with ADR

16 2020 IT Spending: Cybersecurity Remains an Investment Priority Despite Overall IT Budget Cuts, Kaspersky 
Found. (2020, September 30). Business Wire. https://www.businesswire.com/news/home/20200930005611/
en/2020-IT-Spending-Cybersecurity-Remains-an-Investment-Priority-Despite-Overall-IT-Budget-Cuts-
Kaspersky-Found
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SCYTHE: Defend Your Business By 
Proactively Defending Against Emerging 
Ransomware Threats with ADR

SCYTHE.IO

SCYTHE’s ADR solution enables organizations to take a risk-based 
approach to defending against ransomware that protects their brand 
reputation and financial bottom line. With SCYTHE, organizations 
can build real-world attack emulations that enable their security 
teams to test and validate security controls more effectively.



With SCYTHE, organizations can optimize their 
security tool investments and take an agile, continuous 
iteration approach to security. Security teams can build 
threat intelligence and contextual business risk into 
their testing. By giving security teams a way to emulate 
known threat methodologies before they impact a 
company’s systems, ADR enables a proactive approach 
to security that mitigates risk by reducing Mean Time to 
Detect (MTTD), Mean Time to Investigate (MTTI), and 
Mean Time to Respond (MTTR).

Moreover, SCYTHE’s modular approach to ADR uses 
an intuitive drag and drop interface that empowers 
less experienced security team members. These team 
members can create their own emulations based on how 
the malicious code would operate without needing deep 
knowledge of coding. Meanwhile, more experienced 
team members can create, schedule, and review testing. 
This enables them to focus on investigating real threats, 
simultaneously increasing productivity and reducing risk.

SCYTHE creates an avenue for educating businesses 
on the process of creating an efficient defense against 
ransomware that is able to evolve and mitigate at 
the same speed as the malware.  The goal of this 
demo seeks to provide companies with the proper 
tools, and to come alongside businesses to facilitate 
the understanding and protection of data and funds.  
SCYTHE’s ADR methodology facilitates validation 
and fine tuning of defensive products, incorporates 
situational awareness, creates an iterative system 
testing process, and enables robust back-up to ensure 
faith in a network’s safety and preparedness.

“The problem is apparent to everyone. Five years ago, 
we might have said that the Operational Technology 
and ICS  (Industrial Control System) environments just 
haven’t matured to the state where they are concerned 
about cyber security. Those days have passed. Anyone 
that has responsibility over cybersecurity for an OT or 
ICS environment is probably staying up at night to fight 
against this. The next step is going to be a wave of 
understanding exposure. That is the next big milestone 
that we are going to see people in this community 
meet. Once you get the exposure down and you actually 
understand your environment and your network, then 
you actually get the control that you want. In these 
times, unfortunately none of us get to pick whether or 
not we end up the victim, but having that control is what 
is going to feel better to asset owners going forward.”

— Megan Samford
VP, Chief Product Security Officer (CPSO) for 
Energy Management at Schneider Electric 
and SCYTHE Advisory Council
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SCYTHE is an enterprise adversary emulation platform for testing, measuring, 
and improving your security posture. It allows you to build and emulate real-
world adversarial campaigns in a matter of minutes. In turn, your teams can 

focus on improving people, process, and technology.
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