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IoT roaming on cellular infrastructure is growing 

at a fast pace. The current cellular roaming 

infrastructure and processes are not equipped 

to manage so many diverse set of roaming IoT 

devices. In this whitepaper, we recommend an 

alternative way of managing roaming IoT using 

blockchain technology. 

HOW TO UNBLOCK 
ROAMING IOT 
USING 
BLOCKCHAIN 

http://www.roaum.com/
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There are many predictions for the IoT growth rates. 

Cisco, Juniper Research predict that there will be about 

50 billion IoT devices by 2020, whereas Gartner has a 

conservative approach estimating about 22 billion 

devices by 2020. By all estimates, there will be 

tremendous growth in IoT devices.  

 

There is a whole range of connectivity options 

available to these billions of devices, from highly 

secure VPNs to loosely coupled WiFi networks. From 

no-touch setup cellular networks to networks that 

require complex provisioning for every device.  

 

Different connectivity methods and providers are racing 

to grab the biggest piece of the IoT pie. Eventually, a 

connectivity service that is easy to setup, affordable, 

secure and delivers good quality of service is going to 

win.  

About 5 Billion IoT devices will 
be connected using cellular by 
2025, about 15% of them will 
be roaming.  

Growth in Cellular Connected IoT Devices 

Cellular operators provide compeititive connectivity options to the IoT Device manufacturers. Mobile IoT connections 

(that include 2G, 3G, 4G, LTE and 5G) as well as LPWA (like CAT-M1 and NB-IoT) covers the range of IoT Device 

connectivity needs. IoT connectivity through cellular is easy to setup, secure and delivers good quality of service across 

many geographies. But it gets challenging when the IoT devices roam outside of the home network. IoT Roaming is 

done the same way as consumer roaming. It is layered with intermediaries, inefficient and adds additional overhead 

costs. It assumes a high-cost service which can absorb additional overhead. Today the industry pays on average 

$6/roamer in overhead costs to settle roaming transactions, as both operators involved in roaming scenario pay 

transaction fees.  Massively scaled IoT endpoints need to provide connectivity at a significantly lower price point. 

Estimates are that average IoT connectivity price will be $5/device to be competitive against other connectivity 

technologies. At this price point telecom operators cannot afford the high overhead costs of roaming transactions. 

They need to find innovative ways to solve the roaming IoT challenges.  

 

Analysys Mason predicts that by 2025 there would be 1.5 billion Mobile IoT devices and 3.5 Billion LPWA devices. Of 

these devices, about 750 Million could potentially roam outside of its home cellular network. Telecom industry needs 

a newer approach for handling roaming IoT, which can lower costs and unblock the growth potential of cellular 

connected IoT Devices. Blockchain technology provides such an innovative approach. 
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IoT device manufacturer can get the cellular 

connection directly from a mobile carrier or from a 

connectivity service provider. In the above cases, 

the IoT Device manufacturer embeds a SIM card or 

connectivity module into their device. Once the 

device is ready, it gets provisioned on the cellular 

network using its IMSI, which is the ID of the device. 

The IoT device manufacturer might get access to a 

device management platform using which they can 

manage thousands of such devices and their 

connectivity. 

 

Once the IoT Device manufacturer ships the device 

out to their customers, the IoT device is set as a 

device associated with a mobile operator. If the 

device ships to a location outside of this mobile 

operators’ network then it is considered a Roaming 

IoT device. In most cases, this device is served by 

the visiting network using home based roaming 

method. Which means that the visiting network 

connects this device to the home network through 

IPX, and lets the home network serve this device. 

The home network assigns an IP address to this 

device and meets its connectivity needs via the 

visiting network. This adds latency, connectivity 

management layer and costs related to the roaming 

IoT service.  

 

There are a few intermediaries in this roaming 

scenario, whose job is to validate the data records, 

maintain a financial transaction ledger and act like a 

data/financial clearing house to settle the final bill. 

These intermediaries charge transaction fee for all 

the data records and the financial transactions to 

both operators. It is estimated that the both 

operators together pay $6/roamer to intermediaries 

to settle transactions. But this might change with 

roaming IoT simply because the number of 

transactions with roaming IoT is going to be 

significantly higher. These intermediaries have an 

upper transaction limit, and the overall cost can 

increase significantly with higher number of 

transactions. At the massive scale of industrial IoT 

the transaction settlement costs in the system as 

designed today might not fit the economic model of 

millions of low margin, low connectivity end points. 

 

Roaming methodologies have not been defined for 

newer LPWA techonlogies like NB-IoT or Cat-M1. 

The charging mechanisms, data validations and 

overall roaming processes need to be different for 

these channels than those established for consumer 

roaming.  

 

Overall the current roaming infrastructure and 

processes are geared to manage consumer roaming, 

which is only 125 million users in a year with well-

defined voice/text/data needs. But with IoT 

roaming, we might have 750 million roaming devices, 

with diverse set of connectivity needs. The sheer 

volume and the diversity of these roaming devices 

will break the current processes and infrastructure. 

This is why we need a different, more innovative 

approach for serving roaming IoT devices. 

 

 

 

  

Today’s Roaming IoT 

With newer connectivity technologies like NB-
IoT, we need different and innovative roaming 
arrangements to be successful” - Daniel Herb 

Director Internet of Things 
T-Mobile USA 
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Innovation is a priority at Deutsche Telekom, which is being demonstrated by the 

investment Deutsche Telekom is making in blockchain technologies.  

 

Distributed ledger technologies open new business horizons for the roaming partners. 

Through implementing smart contracts new business streams could come to life, 

replacing the old business models and simplifying the current overly engineered process-

flows between operators. 

 

The history of the transactions will be clear and tariff adjustments and discounts can be 

tailored in a trustful, transparent manner as the right price for each market, will be an 

easy to define. Compliance to regulations will be embedded in the smart contracts and 

regulatory burdens, as well as long negotiations between market players will become 

history 

 

INNOVATION SPOTLIGHT 

Innovation requires 
questioning the status quo 
and breaking process. It also 
requires no fear of failure” - John Calian 

VP Blockchain 
T-Labs Deutsche Telekom 
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IoT Device manufacturer integrate a connectivity module or SIM card into their device 

before they ship it to the location which is going to be the devices’ home. The IoT device 

manufacturer or the carrier that is providing the connectivity, cannot predict where this 

device will show up, and hence find it hard to manage the roaming impact of these 

devices. Most of the time the carriers are flying in the dark with their globally deployed 

IoT Devices, which makes them anxious about their ability to deliver the quality of service 

they promised to their customers.  

 

Some carriers restrict the total % of devices that can roam outside of its network. But 

such conditions limit the type of IoT device manufacturers interested in signing up for 

service with these carriers.  

 

To achieve the growth potential of cellular connected IoT devices, the industry must 

make sure that they are able to serve the IoT device connectivity needs across many 

different geographies without restricting the number of roaming devices or 

compromising the quality of service. 

GLOBAL 
DEPLOYMENT 

Outbound Roaming Challenges 

Current roaming infrastructure and processes are 

geared towards handling consumer roaming. With 

IoT, the Average Revenue Per Device is low, there 

is not much margin to support excessive costs and 

fees that are part of current roaming 

infrastructure. This creates significant challenges 

that hinder the growth of IoT on cellular. Not only 

that the current setup is not geared to handle 

some of the newer connectivity options like NB-

IoT.  

 

Some of the challenges faced by Roaming IoT are 

presented here. 

Roaming IoT Challenges 
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Unlike consumers, IoT Devices have a diverse set of connectivity needs. A washing machine 

might send small amount of data once every week. It has no latency or data throughput 

requirements. But a drone might need gigabytes of data with low latency and high 

throughput. Not providing the data on time might lead to an accident for the drone making 

cellular connectivity less reliable in this scenario. Then there is whole range of devices with 

data, latency and throughput requirements in between these two types of devices.  

 

The type of IoT devices and their data connectivity needs have a significant impact on its 

roaming scenarios. For example, the washing machine can get an IP address of the home 

network even though it might be outside of the home network though IPX tunneling 

established between the home network and its roaming partner. This process of roaming is 

not an issue for the roaming washing machine. But a drone will need to be on a local IP 

address as the latency impact of IPX tunneling might not make it a feasible connection for 

the drone.  

 

Also, devices with low data connection rates requirements can go on a Low Power Wide 

Area (LPWA) connectivity technologies like NB-IoT or CAT-M1. But devices with high data 

connectivity needs would need a CAT1 or higher type of connections.  

 

Much of the device connectivity data, latency and throughput needs are specified in the 

SLAs between the IoT device manufacturers and the telecom carriers. Outbound roaming 

carriers are expected to deliver the quality of service specified in their SLAs with IoT device 

manufacturers, but they have no way of communicating these needs to their roaming 

partners. Also, they have no way of measuring if the device roaming needs and SLAs were 

met by their roaming partners. 

DIVERSE  
NEEDS 

DATA 
INTEGRITY 

ISSUES 

Today’s process of using intermediaries for transferring data between carriers creates 

its own set of challenges for the Carriers. Reconciliation of data provided via data 

clearing houses vs. that gathered directly from service providers own systems gets 

challenging and has real-time billing implications. This leads to additional resources 

being deployed to ensure that roaming partners and intermediaries are playing a fair 

game, and results in delays in settlement of roaming invoices/bills. 

IPX BAKCBONE 
IMPACT 

The home-based roaming of millions of IoT devices will put pressure on the IPX data 

traffic between roaming partners, impacting the overall IPX cost and performance. 

Considering that there are about 125 million consumers who are using roaming facility 

worldwide. In most cases these consumers do not make roaming calls or data access 

at once. Current IPX backend is developed to handle this level of consumer traffic. 

  

With about 750 million roaming IoT devices, the amount of traffic that will go through 

IPX will be significantly higher. Also, most of these devices access the network on a 

regular basis around the same time. This can become a big burden on IPX, significantly 

increasing the costs and reducing the performance. 
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Carriers spend a lot of time and resources in setting up roaming contracts with hundreds 

of roaming partners. Once the agreement is setup they spend resources in setting up and 

testing the connection with the roaming partner. They do this with 100s of roaming 

partners across the globe every year. Each contract negotiation, changes to the contracts 

and the testing take up time and resources. Doing this is manageable with limted range 

of options in consumer roaming. But with IoT roaming, there is going to be tremendous 

diversity in contracts, connection rates and pricing. This will just break the current 

processes and roaming infrastructure.  

ROAMING 
PARTNERS 

PROCESSING  
TIME 

FRAUD 
DETECTION & 
PREVENTION 

Intermediaries and the current processes increases the turnaround time for 

roaming transactions. A typical roaming transaction cycle time can vary between 

couple of days to few months. Because of this variance and the delays, carriers 

must employ additional people whose job is to make sure that roaming transactions 

are all accounted for and complete in a timely manner. This is just waste of 

resources in today’s environment. 

The current methods of Roaming IoT do not provide a good way to detect and 

prevent fraud. For example, what if someone steals a SIM card from an IoT device 

to make calls or stream data. The visiting network will allow the transaction though 

it is a fraud. By the time the home network catches the suspicious activity and shuts 

it down, the roaming charges for the home carrier might build up. 

Many of the deals with intermediaries are based on number of transactions. These deals 

implicitly assume a “floor” of data transmission based on consumer usage. In IoT Roaming 

the number of transactions is high but the overall data transmitted might be very low. 

This creates billing shocks for carriers or breaks the economic assumptions of using 

number of transactions as being related to data transmission rates. Also, some carriers 

start charging differently for IoT roaming devices which creates another set of bill shocks 

for the outbound carriers. 
COST & BILL 

SHOCKS 
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Mobile network operators receiving the Roaming IoT devices 

have their own set of challenges, starting from not knowing the 

device type, not knowing their network impact to excessive 

transaction fees related to large number of small transactions. 

Some of the challenges are highlighted here.  

 

LACK OF TRANSPARENCY 
Most of the inbound carriers do not know if the traffic on their networks is 

silent consumer roamers or IoT devices. They end up treating all the roamers 

in the same way resulting in higher overhead costs and lower levels of 

service. This also puts pressure on their network planning and upkeep 

efforts. Many of the IoT devices use more signaling and less data. With this 

being the case, the inbound carriers are unsure how to manage their 

network capacity, as they are unaware of the type of device roaming on their 

network. 

 

ABILITY TO CHARGE DIFFERENTLY 
Some of the IoT devices use a lot of signaling but not as much data. With the current charging paradigm, the 
inbound carrier is not able to make much revenue by serving these IoT device, but the network impact of these 
devices is significant. Inbound carriers want a different way to charge for these devices, based on their signaling 
and data needs, which they are not able to do today. 

 

TRANSACTION COSTS 
Lots of small transactions means big data clearing house bill. In fact, the data clearing house bills for the small transactions are 
leading many of the smaller carriers to go back and negotiate their rates with their clearing houses, as the current rates have the 
capability to wipe out significant portions of the profits. This problem is only going to get worse because of the transaction 
volume step pricing employed by the data clearing houses.   

 

TO STEER OR NOT TO STEER 
In many cases the inbound carrier does not know if the data connectivity for a device is mission critical. When 
the network is congested, they end up steering all the roaming IoT devices. This creates certain mission critical 
applications to fail and SLA issues. On the other hand, many a times they do not steer a IoT device whose data 
connectivity is not mission critical and end up living with network congestion. Knowing the device connectivity 
needs and policies will help inbound carriers manage quality of service as well as network traffic. 
 

PERMANENT ROAMING 
Most inbound carriers have experienced the permanent roamer scenario, where a washing machine comes into 
their network with a foreign SIM. In this case, the device is not moving and ends up staying in their networks 
as a permanent roamer. In many countries, permanent roaming is illegal but inbound carriers are not able to do 
much about these scenarios but bear with the network signaling impact and minimal revenue uplifts. Inbound 
carriers are looking for ways to solve this permanent roamer problem without impacting the relationship with 
their roaming partners. 

 

Inbound Roaming Challenges 
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REAL TIME 

The blockchain nodes 

between the roaming 

parties are in sync in real 

time. So, all the transactions 

entered by one carrier get 

in sync with the database of 

its roaming partner in real 

time. This makes it easier 

for the carriers to know 

what is going on and stay 

on top of their roaming 

business. Also, resource 

time wasted trying to 

reconcile the roaming 

transactions can be avoided. 

SMART CONTRACTS 

Roaming IoT involves executing similar steps, 

storing the data, updating ledgers and 

informing parties every time devices shows 

up in a visiting network. These actions need 

to be repeated thousands of times in a day. 

Blockchain technology offers smart contracts 

which can be generated using the device ID, 

device policies, and roaming rates. These 

smart contracts are generated at the home 

network and passed on to the visiting 

network. The visiting network gets all the 

information it needs to serve the devices with 

a well-defined “Quality of Service”. And as 

the visiting networks serves this device, the 

smart contract executes and does the 

repetitive tasks that need to be done to keep 

both roaming partners in sync and up-to-date. 

TRANSPARENCY & TRUST 

Due to lack of trust between 
roaming partners, intermediaries 
are used in roaming IoT. In a 
blockchain solution, there will be 
a distributed database residing 
with each roaming partner that 
records each transaction in an 
immutable way. Both parties can 
see the transaction and cannot 
modify the transaction after it has 
entered the blockchain network. 
This increases the transparency 
between the roaming partners, 
improving overall trust between 
the partners. This distributed 
ledger can record both 
transactional and financial data 
between the two parties. This can 
also be used to settle financial 
transactions between the roaming 
partners. 

BLOCKCHAIN CHARACTERISTICS USEFUL FOR ROAMING IOT 

where each blockchain nodes will need permission to 

view a certain transaction that is on its node. So, a 

transaction between two roaming carriers can only 

be seen by those carriers and not by others present 

in the network. As a blockchain network, it still 

provides the inherent capability for carriers to deal 

with many roaming partners, without having to build 

custom infrastructure to handle roaming with each 

roaming partner.   

PRIVATE PERMISSIONED BLOCKCHAIN 
 
A private blockchain is a network of blockchain 

nodes belonging to participants who were invited to 

join the network. In case of Roaming IoT, it would 

be a network of blockchain nodes owned by carriers 

that are part of the network, along with blockchain 

nodes for IoT device manufacturers that are part of 

this network. A permissioned network would be one 

Blockchain is the underlying technology with Bitcoin and other cryptocurrencies, 

which makes it possible for complete strangers to make financial deals with each 

other. Many of the cryptocurrencies use a public version of blockchain, but for 

enterprise use we look at “Private Permissioned” blockchain. Let us dive into 

understanding what is a private permissioned blockchain and how can it help in 

the Roaming IoT scenarios. 

Blockchain Solution 
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Blockchain network will provide the 

carriers the ability to deploy once, test 

once and start using the network with 

everyone. This essentially eliminates 

the enormous amount of time carriers 

spend on testing their roaming 

infrastructure against each roaming 

partners’ infrastructure. 

 

Blockchain networks could minimize 

the transaction costs of using the 

network significantly, making low 

ARPU Roaming IoT profitable for all 

carriers. 

True Roaming 
Ecosystem 

FRAUD MANAGEMENT 

The security offered by blockchain 
along with the smart contract can be 
used to cut down roaming frauds. If a 
user steals a SIM card from an IoT 
device to make phone calls and stream 
data in a roaming scenario. At this 
point the home network sends out a 
smart contract to the visiting network 
that informs it that this device is only 
supposed to get small amounts of 
data. The visiting network realizes that 
voice and streaming data is out of 
policy for this device and stop serving 
its requests. Also, the visiting network 
will be able to flag this device for 
fraud, which immediately alerts the 
home network as well. This reduces 
the potential fraud in real-time and 
minimizes the financial impact of such 
activities. 

SECURED 

Sharing of information between 

the roaming partners raises 

security concerns. What if 

someone in the middle accesses 

the information? Blockchain 

hashes the information using a 

shared key available to the 

roaming partners, so that only the 

roaming partners can decode and 

retrieve the contents. This shared 

key is used to hash the 

transaction data or the smart 

contract before it is sent to the 

roaming partner. The recipient of 

the message can decode it using 

the shared key, but others would 

not be able to decode it.  
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Blockchain technology will make it easier for roaming 

partners to work directly with each other without the 

need for intermediaries. It will enable the roaming 

partners to recognize roaming IoT devices and deliver 

the right quality of service to the device.  

 

Security will come inbuilt into the technology with the 

use of shared keys which shared between roaming 

partners and hashed during transmission.  

 

The distributed ledger will be immutable, will store both 

transactional and financial data between the roaming 

partners. It will be able to keep a periodic accounting 

overview of the financial transactions between roaming 

partners and help in settling of the transactions.  

 

For cellular connected IoT to reach scale, the Telecom 

industry needs a new solution to deal with Roaming IoT. 

Blockchain provides that solution for telecom operators 

making the handling of roaming IoT transparent, 

efficient and profitable. 

With over 750 Million IoT devices expected to roam on cellular networks by 2020, 

current roaming infrastructure and processes will not be able to keep up. 

Blockchain provides distributed ledger technology with smart contracts that make 

it easier to manage Roaming IoT; unlocking roaming IoT potential. 

Roaming IoT needs an innovative approach 

to unlock its growth potential – Blockchain 

provides such an approach. 

Conclusion 
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Are you attending Mobile 
World Congress 2018? 

Come talk to us about Blockchain and how it can enable 
IoT connectivity on cellular.  
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