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Kali Linux Setup

Overview

Kali Linux is most popular penetration testing and offensive security testing suite that comes pre-
loaded with dozens of tools. Kali Linux is a Debian based distribution. VirtualBox is a powerful x86
and AMD64/Intel64 virtualization product. Virtualbox is a type-2 (aka hosted) hypervisor. Type-
2 hypervisors run on a conventional operating systems just as other computer programs do. A
guest operating system runs as a process on the host. Type-2 hypervisors abstract guest
operating systems from the host operating system.

Site: https://www.kali.org/
https://www.virtualbox.org/

Terminology

The following table defines some of the key terms you will need to understand:

Definition
A piece of computer software, firmware or hardware that
creates and runs virtual machines. A computer on which a

hypervisor runs one or more virtual machines is called a host
machine, and each virtual machine is called a guest machine.

Hypervisor / Virtual Machine
Monitor (VMM)

Architecture

The following diagram illustrates a type-2 hypervisor.
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Lab Instructions

This set up comes with packages and configurations that would have been needed if choosing
to install a simple image from kali. https://www.kali.org/downloads/

Tools and devices required for the install:

-VirtualBox: https://www.virtualbox.org/wiki/Downloads
-Device with 8GB RAM minimum
-Device storage with at least 50 GB empty

Set up:

Download the Kali ova from the offensive security website: https://www.offensive-
security.com/kali-linux-vmware-virtualbox-image-download/

Click on Kali Linux VirtualBox Image.

Select the Kali Linux 64 bit VBox Image to start the download.
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Download Kali Linux VMware and VirtualBox images

‘Want to download Kall Linux custom images? We have generated several Kall Linux VMware, VirtualBox and ARM images

which we would like to share with the col
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Linux Community page. These images have

Ready for a real InfoSec challenge?

Kali Linux VMware Images Kali Linux VirtualBox Images Kali Linux Hyper-V Images

Join the ever growing group of
highly skilled Offensive Security
Certified Professionals. Learn
Image Name Torrent  Size  Version ~ SHAZS65um hands-cn, real world penetration
testing from the makers of the Kali
Kali Linux &4 bit VBox Torrent 376 107.2 1 b5 7 Sbeads | MachObITo61cT5dTH04a50a 146265 | 2abII2638 2 feeeRRa2S Linux penetration testing
distribution.
Kali Linux 32 bit VBox PAE Torrent 318G 2017.2 eS0T bcald Thac Sace Hbd$ic To0R22d4 2ac ¥ Icbi586c3 | L BaRTS 344
OSCP REGISTRATION
Kali Linux light 64 bit VBox Torrent 0.9G 017.2 w5 £ 1 MSceRdanfldneca R VsS4 T Tad 850 2 dafi M)
Kali Linux light 32 bit VBox Torrent 096  2017.2 2555006806 | 210304 TTDRaeH6 e DcFaadbbihdacccileafaekic | 415 Scdi

Once the download is done, you can verify the hash under sha256sum from offensive security’s
website of the downloaded image. Below is the Unix command to verify the hash:

shasum -a 256 <name of the downloaded ova>

For a windows machine, please follow the instructions in the following link:
https://support.microsoft.com/en-us/help/889768/how-to-compute-the-md5-or-sha-1-
cryptographic-hash-values-for-a-file
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After making sure that the two hashes are matching, open virtualbox and select “import
appliance”.

& VirtualBox m Machine Window Help

Import Appliance... i KRN Oracle VM VirtuaiBox Manager

Export Appliance... HE a0 | ;

Virtual Media Manager... ®D o v E - _ =

—_— New  Settings  Discard Start
|
L Kali-Linux-2017.2-vbox-a... . General = Preview
g Saved Name: Kali-Linux-2017.2- -
vbox-amd64

Operating System: Debian (54-bit)

X system

Base Memory: 2048 MB

Processors: 2

Boot Order:  Hard Disk

Acceleration:  VT-x/AMD-V, Nested
Paging, PAE/NX, KVM
Paravirtualization

4 Display
Video Memory: 32 MB
Acceleration: 3o
Remote Desktop Server: Disabled
Video Capture: Disabled
i Storage
Controlier: IDE
IDE Secondary Master: [Optical Drive] Empty
Controller: SATA
SATA Port O: Kali-Linux-2017.2-vbox-amdB4-disk001.vmdk (Nermal,
60.00 GE)
¥ Audio

Import an appliance into VirtualBox

In the appliance settings, change the “RAM” to a higher or lower amount based on your device
capacity, a minimum of 2048 MB is highly recommended.
Unselect the “USB Controller”.

@] Oracle VM VirtualBox Manager
7 N2 S| <
* &> CE -
New Settings Discard Start Y
F@ Appliance settings

These are the virtual machines contained in the appliance and the
suggested settings of the imported VirtualBox machines. You can
change many of the properties shown by double-clicking on the items
and disable others using the check boxes below.

Description Configuration |
& Description Kali Rolling (2017.2) x64...
= Guest 0S Type @ Debian (64-bit)
{J cpPU 2
¥ RAM 2048 MB
& DVD
& USB Controller

Reinitialize the MAC address of all network cards

Appliance is not signed

Restore Defaults Go Back W Cancel
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After configuring those appliance settings, start to import the appliance. Once the import is
finished, go into Settings —> Display —> Screen and change the video memory to 128 MB

| NON | Kali-Linux-2017.2-vbox-amd64_1 - Display
() g5 4
- P
General System Display Storage Audio Network Ports Shared Folders User Interface
W Remote Display Video Capture
Video Memory: ' 128 MB
0 MB 128 MB
Monitor Count: ‘ 1 ”
1 8
Scale Factor: ‘ : : : : : : , , 100% 2
100% 200%

HiDPI Support: Use Unscaled HiDPI Output
Acceleration: Enable 3D Acceleration

Enable 2D Video Acceleration

Finally, create a Shared Folder. Go into Settings —> Shared Folder —> Add a folder. Create a
specific path and folder for this shared folder. Select Auto-Mount and Make Permanent -if
prompted-.
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Oracle VM VirtualBox Manager
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Kali-Linux-2017.2-vbox-amd64 - Shared Folders

= Q&P = @

General System Display Storage Audio Network Ports Shared Folders User Interface

Folders List 1 i
Folder Path: /Users/i VM| ]
Name Path . -mount  Access Far)
v Machine Folders Folder Name: VM4
Desktop /Users, “JRead-onily Read-only o)
Transient Folders
Auto-mount =
2 Make Permanent
Cancel OK

You can now start your VM, your default credentials should be root-toor.
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