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Privacy and Confidentiality, Consent & Records 
Management Policy  

 

1. POLICY STATEMENTS 

SILC (as an NDIS SIL Service Provider) and the House Operator must: 

• Respect the privacy and confidentiality of Participants, their families and staff,  

• Obtain appropriate consent before disclosing personal or confidential 

information,  

• Comply with Privacy law by protecting personal information when they collect, 

store, use and disclose such information, and  

• Ensure orderly management of all records.  

2. DEFINITIONS 

• Confidential information refers to any information that is of a personal or 

sensitive nature. It includes but is not limited to letters, emails, text messages, 

contact information, personal file records, audio-visual materials, databases, 
memoranda, minutes, voice messages or information and photographs.  

• Consent refers to prior and informed consent of a person to share or have 

disclosed personal information about them. Consent should also be clear, freely 

given and, usually, in writing.  

• Consent to Release Information refers to an authority given in writing by 

Participants (or their Participant Representative) to allow personal and/or 

health information about themselves to be shared between agencies, often for 

the purpose of referral, assessment and coordination of services. Whether or not 
using a template form provided by SILC, House Operators must ensure consent 

contains a clearly articulated purpose and a consent expiry date.  

• House Operator refers to the corporate entity that has entered into a House 

Operator Agreement with SILC. 

• Incident Report Form refers to a SILC approved Incident Report Form. 

• Participant refers to a participant of the National Disability Insurance Scheme 

(NDIS) residing in a residence operated by the House Operator. 
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• Participant Representative refers to the personal representative (usually a 

family member or guardian) of the Participant for the purposes of the House 

Operator Agreement and / or SILC Service Agreement.  

• Privacy law and policies refer to the Privacy Act 1988, which includes the 

National Privacy Principles 2006 and 13 Australian Privacy principles and the 
Privacy and Personal Information Protection Act 1998, which establishes 

statutory requirements for the storage and security of resident records.  

3. MINIMUM PROCEDURES  

All House Operators must comply with the following minimum procedures:  

a) Privacy and confidentiality  

• All information about Participants, their families and staff is confidential and 
subject to Privacy law and policies. Appropriate consent should be obtained for 
any disclosure of personal or confidential information (e.g. using a Consent to 
Release Information Form).  

• Staff must only access a Participant file and use or disclose information about 
them or their families with appropriate consent (e.g. using a form that provides 
Consent to Release Information), or when it is directly related to their duties and 
is essential for the fulfilment of those duties, or as provided for under relevant 
legislation.  

• All Participant and Staff information should be protected to respect their privacy 
and confidentiality in accordance with the Records Management procedures (see 
below).  

• The House Operator must have procedures in place to manage any possible 

breach of privacy or confidentiality, including a requirement for completion and 

actioning of an Incident Report Form, consistent with SILC’s Policy on Incident 

Reporting.   

b) Consent  

• In most circumstances, SILC and the House Operator must obtain either the 

Participant’s or Participant Representative’s consent before using or disclosing 

personal information about a Participant to a third party.  

• All consent must be in writing and written record of any verbal consent given to 
disclose information must be kept on the House Operator’s records. 
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• All SILC participants must have a SILC Combined Consent form signed by a 

parent, guardian or representative. This form provides consent for SILC to 

release of information about the participant in line with all relevant legislation. 

• The Consent Form provides consent for approved Restrictive Practices (if any).   

• House Operators must ensure each Participant or their Participant 

Representative has a signed and current form for Consent to Release 

Information outlining the types of information about the Participant that may 

be disclosed and the purpose or reasons for any such disclosure.  

• Consent may be given either by the Participant or the Participant Representative 
for a specific time-period. However, it may also be withdrawn at any time. 

• Where consent is refused by either the Participant or the Participant 

Representative, they must be made aware of the possible consequences of this 

decision. For example, if the information is critical to the delivery of a service, 

then this should be discussed with them to work through the reasons for and 

possible consequences of any refusal to provide consent. 

 

c) Responding and releasing information for children and young people 

Sensitive nature of information surrounding children and young people must be 

handled in a sensitive way. If possible, SILC will inform the child or young person 

that their information might be provided to other organisations.  

Consent 

Consent to disclose information about a child or young person is not necessary 
under Chapter 16A of the Children and Young Persons Care and Protection Act 1988 
(see the OCG Family Brochure for more information). Although, a child or young 
person should be given the opportunity to express their views, and consent should 
be sought by SILC where possible. SILC has a responsibility to inform families early 
on what information may be provided to other organisations. SILC will NOT seek 
consent if: 

• It is likely to further jeopardise the child or young person 
• It could place another person at risk of harm  
• The matter is urgent and SILC is unable to contact the child or young persons 

parent/s 

https://www.facs.nsw.gov.au/providers/children-families/interagency-guidelines/exchanging-information
https://www.kidsguardian.nsw.gov.au/ArticleDocuments/479/VOOHC_brochure_English.pdf.aspx?Embed=Y
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Residents consent to disclose information is not required for children and young 
people when: 

• where it relates to the safety, welfare and/or wellbeing of a child and/or young 
person (Chapter 16A of the Children and Young Persons (Care and Protection) Act 
1998), disclosing information to a law enforcement agency where an offence has 
been committed, or to help find a missing person, or  

• under amendments to the Children and Young Persons (Care and Protection) Act 
1998, information exchange is permitted between certain government and non-
government agencies where it would help to deliver services and supports to 
promote the safety, welfare and wellbeing of a child or young person, or 

• under any other law requiring disclosure (e.g. law enforcement purposes), or 
• where there is a serious and imminent threat to life or health.  

 

Providing or requesting Information on child or young person  

SILC’s Chief Operating Officer (COO) will partake in interagency collaboration by 
providing and requesting information to/from other organisations if it is relevant to the 
safety, welfare or wellbeing of the child or young person. Before agreeing to the request, 
SILC’s COO has the right to decline a request for information on a child or young person 
under section 245D (4) of the Act. SILC will provide information about a child or young 
person if it will assist other organisations to:  

• make a decision relating to their safety, welfare or wellbeing; 
• initiate or conduct an investigation into their safety, welfare or wellbeing; 
• provide a service relating to their safety, welfare or wellbeing  
• manage any risk to child or young person that might arise in the recipients capacity 

as an employer or designated agency  

The release of information by SILC or the House Operator may be proactive. SILC’s COO 
and/or the SILC Board of Directors have the authority to release, or approve the release 
information about a child or young person by a House Operator, ensuring the release of 
information is in line with Section 16A of the Act. All information released and 
responses will be recorded in writing and stored securely on the House Operator and 
SILC’s digital storage, as well as a hard copy signed by a SILC or House Operator 
representative. If the information exchange is verbal, a concise written record must be 
created and retained in the same manor to ensure proper records if the information 
exchange is questioned in the future.   

https://www.kidsguardian.nsw.gov.au/ArticleDocuments/479/VOOHC_brochure_English.pdf.aspx?Embed=Y
https://www.kidsguardian.nsw.gov.au/ArticleDocuments/479/VOOHC_brochure_English.pdf.aspx?Embed=Y
http://www5.austlii.edu.au/au/legis/nsw/consol_act/caypapa1998442/s245d.html
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The information about a participant that is released will be written in a letter format on 
the SILC letter head, and any attached documentation that is shared must be listed on 
the letter.   

d) Records management  

• The SILC Website sets out a list of the basic records / information that SILC requires 

each House Operator to manage in accordance with this Policy. SILC may amend this 

list from time to time and will provide House Operators with one months’ notice of 

any material changes made to ensure consistent records management across all SILC 
House Operators.   

• SILC and the House Operator must ensure that accurate, complete and up to date 

information is collected in relation to each Participant, for a clear and specific purpose.  

SILC and the House Operator will take action to correct any information if it is found 

to be inaccurate, incomplete or out of date, and will take reasonable steps to notify 

parties that have received the information of any such corrections. 

• Processes for gaining information should be undertaken in a way that minimises the 
number of times a Participant has to repeat details previously given.  

• Any such information that is no longer clear, accurate or up to date must be disposed 

of in a manner that protects the privacy and confidentiality of the Participant (or 

provided directly to the Participant or the Participant Representative for disposal).  

• All personal information regarding Participants and their families must be stored in 

a secure location, only accessible to the House Operator and House Operator staff (in 

storage protected by lock and key, or secure online storage that is password 

protected) in order to prevent unauthorised use, disclosure, loss or other misuse.  

• All personal information regarding staff must be stored in a secure location, only 

accessible to the House Operator (in storage protected by lock and key, or secure 

online storage that is password protected) in order to prevent unauthorised use, 

disclosure, loss or other misuse.  

• As per the National Privacy Principles, personal information held by the House 

Operator should only be used for the primary purpose of collection and must not 

(with some exceptions, outlined above) be used for a secondary purpose (a purpose 

other than for which it was collected). For more information on the National Privacy 

Principles, see: https://www.oaic.gov.au/privacy-law/privacy-archive/privacy-

resources-archive/national-privacy-principles.  

• Consent in writing must be obtained prior to sharing any information about a 

Participant or staff member (see above). 

 

https://www.oaic.gov.au/privacy-law/privacy-archive/privacy-resources-archive/national-privacy-principles
https://www.oaic.gov.au/privacy-law/privacy-archive/privacy-resources-archive/national-privacy-principles
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• SILC and the House Operator must comply with any request made by a 

Participant (or through their Participant Representative) for their personal 

information. Under the Freedom of Information Act 1992, Participants have the 

right to access their personal information.  

e) USE of CCTV 

CCTV can potentially be a useful learning tool to gather information relevant to a 

resident’s safety and behaviour. Like all tools, it must be used appropriately. 

Prior to installation of any surveillance device House Operators must: 

• Obtain signed consent from all resident Participants (or their Parent Representatives) 
and all staff working at the Home 

• Obtain approval from SILC to include wording in the House Specific Information 
attachment to the House Operator Agreement that states that specified surveillance 
devices may be used in accordance with SILC’s policies and procedures 
 

The signed consent form must state the name of the parent or staff member and contain 

the following wording: 

1 Video recording of activities within the Home may be made to observe the behaviour of 
residents for the purpose of learning only 

2 Video recording of activities within the Home may not be used as evidence to discipline 
staff members other than in the case of a Reportable Incident 

3 Access to video recordings will be limited to: 
a. The House Manager or designated House Representative 
b. A nominated family member of the Participant that is subject of the video 
c. Staff members that appear in the recording, and 
d. In the case of a Reportable Incident 

i. SILC 
ii. NDIA Quality and safeguarding Commission 

4 Workplace Surveillance Act 2005 (NSW) requires: 
• Employees must be given 14 days written notice before the surveillance 

commences and agree to it being carried out.  An employee may agree 

to a lesser period of notice. 

• New employees must be notified before they start work. 
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This notice must indicate: 

 when the surveillance will start 

 the kind of surveillance to be carried out, 

 how the surveillance will be carried out 

 whether the surveillance will be continuous or intermittent 

 whether the surveillance will be for a specified limited period or ongoing 

 All surveillance is required to be placed in clearly visible places with signs 

indicating where surveillance is taking place. 

 Surveillance of an employee in any change room, toilet facility or 

shower/bathing facility or surveillance for the purpose of monitoring his or 

her performance is prohibited. 

5 Recording will be kept for 28 days (and longer if Reportable Incident) 
6 When new employees are employed, they will be required to sign the Consent Form as 

part of their Induction prior to commencing buddy shifts. 

f) Staff training 

All staff should receive training in privacy and confidentiality, consent and House Operator 

procedures for records management, so that they can successfully apply this Policy.  

4. REVIEW PROCEDURE 

SILC policies and procedures will be reviewed every year. However, if at any time the 
legislative, policy or funding environment is so altered that this document is no longer 
appropriate in its current form, the policy and procedures will be reviewed immediately and 
amended accordingly. 
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