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Integration Benefits

How it Works

•

Extreme Visibility – automatically
discover assets and communication
patterns

ForeScout and Claroty have joined forces,

Rapidly detect industrial operations risk,
enhance cyber resiliency, and minimize
unplanned downtime

comprehensive and deep visibility into the ICS

•

•

Maximize efficiency of security and
operational personnel with Improved
incident response and threat mitigation

combining ForeScout’s agentless asset discovery
and classification together with Claroty’s
network, to provide a comprehensive security
solution for OT environments.
ForeScout CounterACT® uses a combination
of passive and selectively active methods to
classify OT Windows endpoints, and servers and
networking infrastructure devices, according
to their type and ownership. Based on its

The Challenge

classification, ForeScout then assesses the device
security posture and allows organizations to set

Many critical infrastructure and other industrial control
systems (ICS) were commissioned decades ago and
often continue to operate with outdated, insecure
control systems and SCADA devices. These systems
were simply not designed with cybersecurity in mind
and are vulnerable to cyber-attack. IT security teams
lack visibility into the assets and communication paths
on these operational technology (OT) networks, which
is the foundation of security best practices.

policies that establish the specific behavior the

Adversaries are increasingly attempting to compromise
critical ICS networks, and some of the most significant
cybersecurity incidents in recent years resulted from
attacks originating in IT networks and splilling-over to
the OT environment, disrupting both environmental
and human safety.

detailed information about industriral control

OT networks comprise both purpose-built industrial
assets such as controllers (PLC, DCS, RTU) and remote
input/output devices (I/O)s, as well as Windows-based
machines that serve as engineering workstations, HMI,
Historians and other servers. Properly securing these
networks requires granular visibility into the underlying
assets, communication patterns, and advanced
behavior-based anomaly detection to provide proactive
threat hunting and early identification of malicious
activities.

vulnerabilities (CVEs) and highlights network

device is allowed to have while connected to the
network.
Claroty Continuous Threat Detection (CTD)
provides extreme visibility into ICS networks and
delivers comprehensive threat detection and
vulnerability insights. The system connects to
the SPAN port on a managed switch; discovering
system assets, learning the communications
patterns between assets and generating a
high resolution map of the industrial network.
Continuously monitoring for new assets and other
network changes, the system identifies known
hygiene issues that can provide attackers a pathway
to critical industrial assets. The system monitors for
anomalous behavior and provides rich alerts for
activity indicating a cyberattack or insider initiated
changes that could impact critical processes.
By utilizing safe monitoring and an agentless
architecture, Claroty ensures that there is zero
impact to the underlying operational processes.
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Benefits
Detecting OT-specific threats
Claroty’s fully integrated suite of products adds
deep OT visibility and threat detection to ForeScout
CounterACT, for integrated IT/OT security monitoring,
policy management and incident response. As part of
the process, Claroty CTD automatically discovers and
monitors network assets, protocols, and communication
patterns all the way down to the I/O level.

The joint solution features real-time sharing (see Figure
1 below) of Continuous Threat Detection traffic analysis
data with CounterACT’s complete breakdown of all
assets discovered in the monitored networks – to detect
any operational disruption, associate it with the involved
assets and enable security and SOC teams to apply the
relevant remediation procedures.

CounterACT®and Continuous Threat Detection
complement each other by classifying and monitoring
a wide range of assets within a given OT network, from
serially connected controllers to level-4 workstations.
This extreme visibility and real-time monitoring of OT
assets and traffic reduces the overall network attack
surface while enhancing the security posture across both
IT and OT networks.

ForeScout and Claroty’s integrated data can be
easily shared with various products such as Security
Information and Event Management (SIEM) systems
to further enhance incident response and security
compliance capabilities. Additionally, the integration with
Configuration Management Database (CMDB) asset
management tools facilitates change management and
automates various inventory tasks.

Figure 1 - OT networks can benefit from system-wide security management through the ForeScout and Claroty solution
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Common Use Cases
Unified View Across IT-OT
ForeScout CounterAct gives real-time visibility into business network assets while Claroty
automatically identifies and classifies assets across the ICS network. Together, the solutions
provide a consolidated view of the assets across IT and OT environments. It continuously updates
asset inventory ensuring accurate, up-to-date device properties, classification, configuration and
network context in a single-source-of-truth repository.
Real-Time OT Threat Detection
Claroty helps administrators identify and remediate issues that can impact security and operations,
such as software vulnerabilities, network misconfigurations, clear-text passwords, unsecured
connections, and many more. By generating and sharing context-rich actionable alerts with
ForeScout CounterAct – SOC and Security teams have immediate situational awareness and the
details required to rapidly investigate issues and collaborate with “shop floor” teams to resolve
problems.
Lack of Proper Network Segmentation
The need to proactively segment between the IT and OT networks as well as within the OT
network environment (aka micro segmentation, zones, etc.) to prevent accidental spillover from
the Enterprise IT to the OT network.
The tight Integration between Claroty’s Continuous Threat Detection and Palo Alto
Networks solutions leverages existing network infrastructure to proactively generate microsegmentation policies for the OT network. As a result, the system sends detailed segmentation
recommendations including a mapping of the assets, protocols, and ports used for OT-specific
conversations. Organizations can automatically block or limit a specific communication protocol/
command in response to specific operation on a predefined asset.

Contact Us
Claroty was conceived to secure the safety and reliability of industrial control networks that
run the world from cyber-attacks. The Claroty Platform is an integrated set of cyber security
products that provides extreme visibility, unmatched cyber threat detection, secure remote
access, and risk assessments for industrial control networks (ICS/OT).
www.claroty.com

contact@claroty.com
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